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(10)
(11)
(12)GLOBALISATION AND THE FUTURE OF TERRORISM: PATTERNS AND
 PREDICTIONS


EXECUTIVE SUMMARY (IN NORWEGIAN)


Denne rapporten er den tredje innenfor FFI-prosjektet 776 ”Terrorisme og asymmetrisk
 krigføring (TERRA).” Den viderefører tidligere arbeid publisert i 3 FFI-rapporter om det
 analytiske rammeverket for studiet av terrorisme og asymmetriske trusler, om potensialet for
 terroranslag mot sivil infrastruktur og om teorier om årsakene til terrorisme.1 Bekymringen
 over nye og komplekse sikkerhetstrusler har preget tiden etter Den kalde krigen. Denne
 rapporten tar opp divergerende påstander og trender og sikter på å utvikle et systematisk
 grunnlag for å vurdere den fremtidige utviklingen innen terrorisme. Eksisterende litteratur om
 fremtidens terrorisme gir ikke et sammenhengende bilde av trender. Denne studien bygger på
 en modell som består av tre elementer: (1) En diskusjon av hypoteser om globale politiske,
 økonomiske, demografiske og teknologiske endringer. (2) En teoretisk utredning om årsakene
 til terrorisme. (3) Prediksjoner om fremtidige mønstre innen terrorisme. Rapporten


identifiserer samfunnsforhold som kan påvirke forekomsten av terrorisme og analyserer i
 hvilken grad disse er i endring. Basert på dette og et teoretisk grunnlag som kartlegger
 årsakene til terrorisme, etableres det et sett av vurderinger eller konklusjoner om fremtidige
 mønstre når det gjelder forekomsten av terrorisme.


Det internasjonale system har utviklet seg i retning av en større grad av multipolaritet og
 svekkede ideologiske konfrontasjon etter den kalde krigens slutt og dette svekker grunnlaget
 for og statsstøtten bak internasjonal terrorisme. Det betyr at det ideologiske bakteppet for
 terrorgrupper er blitt mer komplekst og skifter raskere enn før. En kan således forvente
 mindre ideologisk terrorisme til fordel for enkeltsaksekstremisme. Terrorgrupper kan også
 forventes å bli mer transnasjonale og å ta i bruk andre, fortrinnsvis private finansieringskilder.


Generelt går trenden i retning av at makt fordeles til flere aktører utenom staten, blant annet
 får multilaterale institusjoner en større rolle i reguleringen av forholdet mellom stater, noe
 som blant annet styrker mellomstatlig samarbeid mot terrorisme.


Framveksten av et internasjonalt system preget av kompleksitet og mangfold reflekteres også
 innenfor internasjonal økonomi, der det blir stadig vanskeligere å klassifisere ulike


verdensdeler som enten industrialiserte eller utviklingsland. Samtidig som skillet mellom
 internasjonal og intern politikk gradvis viskes ut vil økende ulikhet mellom rike og fattige
       


1 Brynjar Lia og Annika S Hansen (1999) An Analytical Framework for the Study of Terrorism and Asymmetric
 Warfare (FFI-rapport 99/04218, Forsvarets forskningsinstitutt: Kjeller) og Brynjar Lia og Katja HW Skjølberg
 (2000) Why Terrorism Occurs – A Survey of Theories and Hypotheses on the Causes of Terrorism (FFI-rapport
 2000/02769, Forsvarets forskningsinstitutt: Kjeller). (2000a) Er sivil infrastruktur sannsynlege mål for


terrorgrupper i fredstid? Terrorisme som tryggjingspolitisk utfordring i Norge (FFI-Report 2000/01703,
Forsvarets forskningsinstitutt: Kjeller).



(13)både innen land og mellom verdensdeler medføre både interne og internasjonale spenninger.


Utviklingen peker også her i ulike retninger. På den ene siden vil – i følge teorien – det stadig
 voksende og mer komplekse internasjonale nettverk, ”interconnectedness,” fremme ikke-
 voldelig samarbeid (”liberal peace” teori) og redusere faren for konflikter som avføder
 terrorisme. På den andre siden vil økende transnasjonalt samarbeid og internasjonalisering
 paradoksalt nok bidra til at konflikter spres lettere og raskere enn før. Terrorisme kan således
 blir mer transnasjonal som følge av globaliseringen. Det globale nettet er imidlertid


altomfattende. En rekke forfattere argumenterer for at en stadig større gruppe vil falle utenfor
 nettverket og utviklingen. Marginalisering og ekskludering er en av globaliseringens baksider
 og bygger opp under sosial misnøye og øker sjansene for voldelig konflikt.


Rapporten konkluderer med at det i fremtiden vil bli stadig flere stater som gjennomgår en
 rask moderniseringsprosess og vil være utsatt for ustabilitet. Terrorisme forekommer oftere i
 samfunn som opplever rask økonomisk vekst. Rapporten ser det som sannsynlig at man vil se
 en økning i antallet svake og ”collapsed” stater. Svake stater vil stå overfor store utfordringer
 mht å integrere ulike grupper i samfunnet og skape et varig legitimitetsgrunnlag. Denne
 omstillingen har konsekvenser for forekomsten av terrorisme. Av størst betydning for
 europeisk sikkerhet er overgangsprosessene fra en autoritær til en demokratisk styreform i
 Østeuropa og Nordafrika/Midtøsten, der det er en fare for spredning av intern uro og
 terrorisme. ”Collapsed states” har ofte vist seg å fungere som et gjemmested for radikale
 opprørsgrupper, noe som kan skape et grunnlag for økt internasjonal terrorisme.


Terrorisme blir ofte betegnet som en politisk kommunikasjonsstrategi. Utviklingen peker her i
 flere ulike retninger. På den ene siden er det en fare for at eksisterende


kommunikasjonskanaler i mange land oppfattes som begrenset, blant annet fordi samfunnet er
 i rask endring og utvikler seg mot en større grad av individualisering og markedstilpasning.


Dette kan føre til at mer ekstreme kommunikasjonsmidler, inkludert terrorisme, taes i bruk i
 større grad. På den andre siden, har maktfordelingen bidratt til at den sentrale statsmakten
 svekkes til fordel for en rekke andre aktører, som frivillige organisasjoner og


interessegrupper. Disse kan ofte fungere som et talerør for marginaliserte grupper og veksten i
 denne type organisasjoner kan derfor innebære at bruken av terrorisme som politisk


kommunikasjonsstrategi vil avta.


Maktfordeling til et stadig økende antall nye aktører og økende konkurranse om
 oppmerksomhet i de stadig mer globaliserte informasjonsmedia kan også medføre en
 radikalisering av idéer og politiske virkemidler for at en gruppe skal bli hørt. Samtidig vil
 radikale grupper ikke risikere å avskrekke potensielle tilhengere, hvis den vil bygge opp en
 bredere støtte. Likevel er man vitne til at hånd i hånd med en radikalisering av idéer går en
 radikalisering av midler. Det har vært en relativt klar trend i retning mot ”mass casuality”


terrorisme de siste tiårene. Grupper som representerer motkulturer, slik som transnasjonale
 religiøse bevegelser og kulter, har vokst og vil trolig styrkes i fremtiden, selv om andelen av
 disse som kan tenkes å ville anvende massevold og masseødeleggelsesvåpen er meget


begrenset. Men selv om den forespeilede bruk av masseødeleggelsesvåpen med få unntak har



(14)uteblitt så langt er både konsekvensene og smitteeffekten så stor at trusselen må taes alvorlig.


Dessuten vil flere land fortsette utviklingen av ABC-våpen og sannsynligheten for at mer
 dødbringende våpen vil spres til ikke-statlige aktører vil trolig øke i fremtiden.


Et lignende mønster synes å fremkomme mht informasjons- og cyberangrep. Til tross for at
 sannsynligheten for dødbringende og paralyserende cyberangrep er liten, kan samfunnets
 økende avhengighet av informasjonsteknologi gjøre cyberterrorisme til et attraktivt
 virkemiddel for fremtidens terrorgrupper. Det er mest sannsynlig at det vil taes i bruk av
 ensaksaktivister og at de vil gjennomføre sabotasje (”cybotage” – noe en har sett eksempler
 på allerede) heller enn dødbringende terrorangrep. Men også den teknologiske utviklingen har
 motstridende implikasjoner. Mens den gir terrorgrupper tilgang til nye virkemidler, styrkes
 også staters kapasitet innen overvåkning og kontraterrorisme.


Når det gjelder demografisk utvikling er heller ikke implikasjonene entydige.


Befolkningsveksten utenfor OECD-området vil fortsette, men i noe mindre hastighet. I OECD
 land derimot blir befolkingen eldre. Demografiske trender peker altså i ulike retninger og
 innebærer ulike implikasjoner for forekomsten av terrorisme. Mens land med rask


befolkningsvekst og en ekstremt ung befolkning ofte vil være utsatt for mer intern uro, vil det
 motsatte være tilfellet blant en eldre befolkning. Dette kan tale i mot spredning av intern uro i
 form av internasjonal terrorisme. Dette modifiseres imidlertid av økende transnasjonal


migrasjon, vekst i transnasjonal kriminalitet og en voksende global parallell økonomi som alle
 har implikasjoner for terrorisme. Migrasjon medfører at diasporaen vokser og at det skapes
 nye inntektskilder for opprørsgrupper på tvers av landegrensene. En raskt voksende diaspora
 kan også øke potensialet for rasebasert og etnisk vold i Europa. Terrorisme, i form av


økonomisk eller kriminell terrorisme, oppstår ofte i forbindelse med transnasjonal kriminalitet
 og kan forventes å øke i samsvar med utviklingen på dette feltet.


Globaliseringen har også hatt implikasjoner for bruk av militær makt. I tråd med den økende
 gjensidige avhengigheten mellom land og mellom verdensdeler, senkes også den vestlige
 verdens terskel for å gripe inn i andre land. Inngripen kan være et bevisst ledd i en


krisehåndteringsstrategi eller rett og slett gjenspeile et omfattende økonomiske samarbeid.


Den vestlige verden vil trolig bli stadig mer direkte eller indirekte involvert i andre staters
indre anliggender gjennom investeringer, internasjonal lovgivning eller direkte militær
intervensjon. Mens inngripen kan avverge terrorisme og væpnet konflikt ved å håndtere dens
strukturelle årsaker, kan det også utløse motreaksjoner når intervensjonen – militært eller
økonomisk – oppfattes som illegitimt eller utbyttende. Markedstilpasningen og den
økonomiske globalisering har skapt et grunnlag for ekspansjonen av store transnasjonale
selskaper med omsetningskapital som langt overgår mange staters BNP. I tråd med svekkelse
av staten og av skillet mellom interne og internasjonale anliggender og fremveksten av
mektige og private aktører og interesser, i første rekke transnasjonale selskaper kan en mulig
utvikling være at terrorangrep endres i retning av sivile og økonomiske mål. Videre vil disse
trendene trolig skape grunnlag for mer transnasjonal terrorisme og et lands territorium vil i
økende grad blir sett på som en arena heller enn selve målet for terrorangrep.



(15)1  INTRODUCING A MODEL FOR PREDICTING PATTERNS OF TERRORISM
 This report is the second publication by the FFISYS Research Project No. 776 “Terrorism and
 Asymmetric Warfare: Emerging Security Challenges After the Cold War (TERRA),” which
 began officially in March 1999 and will be concluded by June 2001.2 An outline of the entire
 project and some initial theoretical work were done in our “Analytical Framework for the
 Study of Terrorism and Asymmetric Warfare,” published in September 1999.3


The overall aim of the research project is to map out and analyse asymmetric, non-
 conventional security challenges with a view to assessing their importance for Norwegian
 national security. A key research objective is to provide a systematic survey of these threats,
 based on existing research literature. In the final analysis, assessments the implications of
 these threats will be assessed for overall security policy planning in general and long-term
 defence planning, in particular.


The present report aims at providing a systematic basis for predicting future patterns of
 terrorism. We have previously argued that the plethora of literature on terrorism trends (the
 future of terrorism, the so-called “new terrorism”4 or the “new face of terrorism”5) does not
 necessarily give a coherent picture of new and evolving patterns of terrorism.6 A weakness of
 current research on trends in terrorism is that the theoretical research underlying many of the
 current studies on terrorism trends is weak. The ‘future-of-terrorism’-genre is often based on
 assumptions and hypotheses that have not been rigorously tested, and much of the literature
 on terrorism has been stigmatised by its non-scientific character.7 Clearly, predictive models
 have to be grounded in solid theoretical studies on the causes of terrorism. By contrast, the
 use of current trend patterns to predict future evolution in the patterns of terrorism is an
 uncertain method of prediction, although it is widely used in the literature on terrorism. The
 risk is that long-term shifts are only understood after they have occurred. Or a temporary
 short-lived surge in certain forms of terrorism may be erroneously interpreted as a long-term
 change.


In this study we have established an alternative basis for prediction, which does not primarily
 rely on current terrorism trends. We offer instead a new approach to the study of the future of
       


2 We are indebted to Rolf-Inge Vogt Andrésen for his input on the section on transnational organised crime.


Katja H-W Skjølberg has made a contribution to the theoretical section on the causes of terrorism. We extend
 our gratititude to Kjell Olav Nystuen and Tonje Grunnan for valuable background material, provided to the
 section on cyberterrorism and critical infrastructure. Finally, Bjørn Olav Knutsen has contributed to the sub-
 chapter on multilateralism.


3For other studies completed in the project period, see Lia (2000b), Lia (2000a), Hansen (2000), Lia
 (1999c), Lia and Hansen (1999b), Lia (1999d).


4 Laqueur (1998).


5 IISS (1998).


6 Lia and Hansen (1999a), p. 15.


7 See for example the critical review of the state of affairs in terrorism research in Schmid and Jongman (1988),
p. 179.



(16)terrorism. The present study establishes a model or more accurately a research strategy, which
 predicts broad systemic shifts in the pattern of terrorism over the next few decades. The
 model is attractive because of its simplicity, coherence and flexibility, and may easily be
 adapted to encompass future theoretical findings on the causes of terrorism.


The model consists of merely two main building blocs: (i) well-researched propositions about
 future societal changes and (ii) the causes of terrorism. Put simply, we identify those societal
 conditions, which appear most likely to affect patterns of terrorism in one way or another,
 analyse how these conditions are changing, and on this basis we may draw some conclusions
 on the future patterns of terrorism. An illustration of this research strategy is given below.


Figure 1: A theoretical model for predicting patterns of terrorism


Needless to say, this research strategy is unable to capture short-term shifts or local variations.


After all, any terrorist attack is the result of a decision by an individual or group and does not
 necessarily conform with existing social science theory on terrorism patterns. Instead, the
 model’s strength lies in its ability to uncover possible future shifts. In an era of rapid societal
 change and globalisation of economy, culture and politics, the conditions which cause
 terrorism are rapidly changing. Looking at past patterns of terrorism may yield a better
 understanding of the causes of terrorism still, yet as a way of predicting the future it may
 increasingly turn out to be a futile exercise. Predictions which are based on simple


extrapolations of past terrorism trends into the future have proven unreliable, if not for short
 term changes, then at least for long-term shifts. This is increasingly acknowledged in much of
 the recent literature on terrorism. Walter Laqueur, for example, has argued that much of what
 we have learnt about terrorism in the past may be irrelevant to understanding the ‘new
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(17)terrorism.’8 Still, there has been no systematic study so far, which employed alternative
 methods for predicting future patterns of terrorism. Extrapolation of trends will still be a
 useful method for short-term prediction, yet it should be complemented by alternative models,
 which are more sensitive to long-term shifts. The current study is the first step towards


creating new research strategy for analysing future long-term shifts in terrorism patterns. Our
 findings are surprising and contain a number of new hypotheses, which should be examined
 and tested more rigorously in empirical research. Hopefully, it will generate new impetus to
 the study of the future of terrorism.


This study is structured around the two building blocs of the model, as presented above.


Chapter 2 deals with the causes of terrorism, based on a thorough survey of existing


theoretical literature on causes of terrorism. A summary of the causes of terrorism is given in
 the appendix A. Chapter 3 gives a broad outline of what we have termed “the future global
 security environment,” drawing on the considerable bulk of literature on globalisation and the
 future of conflict. Chapter 3 concludes with the methodological guidelines used to describe or
 map the future security environment by developing a set of concrete postulates or propositions
 about the future. Chapters 4 to 8 further describe the future global security environment. Here,
 the set of propositions about the future is presented in detail. These five chapters delineate
 expected changes or evolutions in the international state system, in the global economy, and
 demography, in addition to ideological shifts and technological changes. Each subchapter
 relates the discussion to possible effects on the occurrence and patterns of terrorism, drawing
 upon theories discussed previously in chapter 2. The main findings are presented and


discussed in the concluding chapter.


2  CAUSES OF TERRORISM


In a previous report we have surveyed and discussed theories and hypotheses on the causes of
 terrorism. Therefore, we will only provide a brief summary of these theories here in order to
 establish analytical tools for analysing future patterns of terrorism. Some of the theories
 surveyed are well grounded in theoretical and empirical studies, others admittedly are not, and
 should be seen as hypotheses drawn from research literature, rather than established theory.


Yet only by reviewing existing theories on the causes and conditions for terrorism may we
 establish the first building blocs of a sound predictive model. Prediction can only be based on
 theories that explain past patterns.9


When analysing the causes of terrorism, we are confronted with different levels of


explanations. These are clearly marked by diverging notions about which research questions
 are the most central ones. In much of the existing research on terrorism, explanations have
 focused on the individual and group level. These aim primarily at providing psychological
 explanations, such as identifying why individuals join a terrorist group. Explanations at the
 societal or national level primarily attempt to identify causal relationships between certain
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(18)historical, cultural and socio-political characteristics of society and the occurrence of
 terrorism. Explanations at the systemic or international level seek to establish causal


relationships between characteristics of the international state system and relations between
 states on the one hand, and the occurrence of international terrorism on the other. This study
 largely disregards individual and group level explanations of terrorism, as this level of
 analysis is less suitable to explain the long-term effects of global changes on the patterns of
 terrorism.


2.1  Psycho-Sociological Theories


A major school in social science attributes social revolution to a sense of relative deprivation.


The gap between expectations and satisfaction, particularly in times when the gap widens, is a
 basic condition for participation in collective civil violence and terrorism. The contagion
 theory of terrorism is another major theory, grounded in psycho-sociological theory.


According to this theory, the occurrence of terrorism in one country often leads directly or
 indirectly to more terrorism in other countries. A related theory attributes a major role to the
 media, arguing that there is a symbiotic relationship between modern mass media and


terrorism. It suggests that the rise of modern electronic mass media has contributed to making
 international terrorism a popular strategy for disaffected group and that competition for media
 access tends to make terrorism more lethal and spectacular. However, the exact nature of the
 media-terrorism relationship is still somewhat ambiguous.


2.2  Societal Theories


The effects of rapid modernisation have received much attention in social science literature.


A few studies show that rapid economic modernisation measured in GDP-growth exposes
 societies to ideological terrorism to a greater extent.10 Economic inequality measured in
 income inequality also tends to increase the potential for ideological terrorism.


In part, liberal peace theory is a rival school to radical modernisation theory and dependency
 theory. It argues that increased trade and economic interdependence tend to discourage both
 inter-state armed conflict, and arguably also international terrorism. The prosperous peace-
 theory states that long-term economic growth and development are conducive to internal
 political stability and hence work against the occurrence of domestic terrorism.


Legitimacy and the political regime are particularly relevant in a study of the causes of
 terrorism. Several studies indicate that democracy and terrorism are correlated, but that the
 relationship is quite complex. States in democratic transition are clearly more exposed to
 armed conflict and terrorism than consolidated democracies and repressive autocracies.


Because of pervasive state control, totalitarian regimes rarely experience terrorism. At the
 same time, states with high scores on measures of human rights standards and democracy tend
 to be less exposed to domestic ideological terrorism. Terrorism is closely linked to a set of
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(19)core legitimacy problems. The lack of continuity in a political system tends to encourage
 ideological terrorism, while the lack of integration of political fringes has very much the same
 effect. Ethnic diversity, however, tends to increase the potential for ethnic terrorism. Finally,
 one study suggests that a high level of unionisation discourages the growth of domestic
 ideological terrorism.11


The ecology of terrorism-thesis is much referred to, but not very well-researched. It argues
 that societal changes associated with modernisation have created new and unprecedented
 conditions for terrorism, such as a multitude of targets, mobility, communications, anonymity,
 and audiences. In line with this thinking, it is also argued that technological developments
 offer new and more efficient means and weapons for terrorist groups, thereby making
 terrorism more lethal and dangerous. On the other hand, technology also increases the
 counter-terrorist capabilities of states so the long-term effect of new technology is very
 uncertain. A final sub-category of this thesis is the observation that transnational organised
 crime and terrorism are partly inter-linked phenomena. One may infer that the growth in
 transnational organised crime may also contribute to increased levels of terrorism.


2.3  Changes in the International State System


The character of the international system is significant in accounting for changes in the level
 of terrorism. A system characterised by strong bipolar hegemony and a high level of bipolar
 conflict in world politics tends to be more exposed to international terrorism. State


sponsorship of international terrorism has long been a significant cause of terrorism.


Finally, the existence of weak and collapsed states tends to encourage both internal armed
 conflicts and international terrorism.


3  THE FUTURE GLOBAL SECURITY ENVIRONMENT


In the following chapter we will sketch a number of broad global societal changes which
 affect the way we look at security and armed conflict. Two main questions in this context are
 what armed conflict will look like in the future and what the most important sources of violent
 conflict will be. Armed conflict and terrorism are linked in that terrorist acts often arise from
 or occur as an element in violent armed conflict. Before moving on to the future of armed
 conflict, the first part of this chapter describes the wider socio-economic and political
 processes of globalisation that form the backdrop for changes in the security environment
 3.1  Globalisation and New Sources of Conflict


Globalisation is one of the most used concepts in the growing body of literature that attempts
 to capture the essence of major socio-economic, political, and cultural changes in the post-
 Cold War age. Not surprisingly, globalisation has been termed “a defining trend of the 20th
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(20)century.”12 In order to gain greater fundamental insight into the future security environment,
 the main aspects and implications of globalisation will be surveyed in this study.


The term “global security environment” is defined as global political, socio-economic and
 cultural conditions that have a permanent effect on widely shared perceptions of security in
 Europe – discounting specific national security perceptions. The definition is admittedly
 Euro-centric, but unless a specific perspective is chosen, the term loses its meaning.


Several authors have pointed out that globalisation is a process that dates back to before the
 industrial revolution.13 There is little doubt, however, that the development has gathered pace
 since World War II and its most prominent feature has been a progressing internationalisation
 of the world economy. Its consequences have come to be seen as one of the major


determinants in any future socio-economic and political world order. With globalisation came
 world-wide interdependence and the consolidation of the market system, strengthening and
 spreading the ground rules for economic activity.14 Whereas trade in goods and services and
 the internationalisation of production are trends that date back to the 19th century, the greatly
 enhanced financial capital mobility is a novel development. Indeed, “[f]rom being primarily a
 vehicle of trade, currency has become primarily a trade commodity.”15


A simple description of globalisation is that “globalisation means that events occurring on one
 part of the globe can affect, and be affected by events occurring in other, distant parts of the
 globe.”16 In the research literature, the term globalisation usually refers to a broad spectrum of
 contemporary historical processes of socio-economic, political, and cultural change.


Globalisation is closely associated with increased transnational interdependence and
 interaction. According to Holm and Sørensen, a definition of globalisation is “the
 intensification of economic, political, social and cultural relations across borders.”17 The
 process of globalisation is facilitated through a “technological revolution” in the fields of (i)
 telecommunication, (ii) transportation and (iii) in the formation of global financial markets.


Through these revolutions, “the world is increasingly becoming one,” because they have
 made “capital and information available everywhere and made possible world-wide mass-
 media and culture production.”18


      


12 Canadian Policy Research Initiative (1997) Canada 2005: Global Challenges and Opportunities Volume I (25
 February 1997, http://policysearch.schoolnet.ca/keydocs/global01-e.htm).


13 See for example Keohane, Katzenstein, and Krasner (1998), p. 669. Keohane, Katzenstein and Krasner define
 globalisation as “[i]ncreasing levels of transboundary movements and their associated effects.” Garrett (1998), p.


796, 805, 822; Human Development Report (1999), p. 1; McRae (1994), p. 141. All point out that today’s market
 integration represents only marginal progress from the late 19th century. Cha underlines that the difference lies in
 the fact that “change at the turn of the 20th century was driven by, and had as its final outcome, nationalism and
 the consolidation of statehood.” Cha (2000), p. 392.


14 See for example Cingranelli (1999), pp. 511-34.


15 Vollebæk (2000), p. 20; Garrett (1998), p. 788.


16 Thomas in Baylis et al (1999), p. 464.


17 Holm and Sørensen (1995), p. 4. Or as Devetak and Higgott (1999) assert, “the greater economic integration of
 the international economy” is a key aspect of globalisation. Devetak and Higgott (1999), p. 495.
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(21)Thus, globalisation may be seen as a process of societal change, produced partly by


technological advances. A common perspective of globalisation is therefore the various socio-
 economic, political, and cultural implications of the introduction and proliferation of new
 technology. Hence, the increasing flow of information, products, people, money, technology,
 and expertise across national borders and its consequences may be viewed as core aspects of
 the globalisation concept. A more comprehensive definition of globalisation describes it as a
 structural shift in the spatial organisation of socio-economic and political activity towards
 transcontinental or interregional patterns of relations, interaction and the exercise of power.19
 A slightly different perspective of globalisation focuses on the transformation of perceptions
 of time and space produced by innovations of information technology. According to this view,
 key characteristics of globalisation are “the speed of change and the compression of time and
 space, [produced by] electronic communication technologies and other means.”20


The concept of globalisation has long extended beyond the confines of economy, however.


For example, the globalisation debate has also focused on cultural changes, such as the
 possible evolution of a global culture, on the one hand and counter-responses to globalisation
 and the growth of counter cultures, on the other. Changes in the international state system
 brought about by the globalisation process are yet another topic, especially the challenge to
 the state as an independent actor in the international system, and the increasing importance of
 sub-state and supra-state actors in international politics. Finally, by “blurring the lines


between ‘out there’ and ‘in here’” globalisation has contributed to a growing
 internationalisation of local and intra-state conflicts.21


Much of the literature on globalisation, however, focuses on economic aspects of
 globalisation, such as the emergence of a private sector that is no longer geographically
 rooted, the growth of global multinational companies (MNCs), the liberalisation and
 deregulation of trade, and the economic marginalisation of parts of the third world.22
 According to a recent study, there are some 38,500 “major transnational companies” in the
 world. Some TNCs have financial assets far beyond that of many governments and “[t]he 50
 largest transnational industrial companies have annual sales revenues greater than the GNP of
 131 members of the United Nations.”23 Willetts’ survey study of TNCs shows that


[s]ince the 1960s, there has been a massive expansion of TNCs with many of the major
 industrial manufacturers establishing overseas subsidiaries. Now TNCs can be expected to
 operate in almost any major economic sector. […] The growth in the number of the TNCs, the
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23 Willetts (1999), p. 290. The following are examples of TNCs with major financial assets: Shell, Barclays
Bank, Coca Cola, Ford, Microsoft or Nestlé etc.



(22)scale of their activities and the complexities of their transactions has had a major political
 impact.24


One should be careful not to assume that the changes brought about by globalisation are all
 irreversible. Economically, the process of globalisation is not “complete” in the sense that a
 truly “global economy” (satisfying Keynes’ categories under conditions of globalisation) has
 emerged.25 Furthermore, increasing global trade liberalisation may well be reversed by a
 protectionist backlash in parts of the world. For example, the strict restrictions on immigration
 to the Western world are already a powerful obstacle to the free movement of people. Political
 instability and popular revolts against the economic disadvantages of globalisation may also
 give rise to new powerful regimes built on ideologies, that challenge the current doctrine of
 market economy.26


This is particularly true in the face of the negative consequences of globalisation that have
 become apparent during the 1990s. In periods of economic transition there will always be
 winners and losers. As became clear in the theoretical discussion of causes of terrorism and
 violent conflict, inequality and rapid modernisation are accompanied by tension. In a


globalising world tensions are more likely to spread and inequality will therefore have a direct
 impact on what we have described as the future global security environment.


In a recent article in Foreign Policy, the US Deputy Secretary of State Strobe Talbott focuses
 on the “economic disadvantages and social disruption” brought about by globalisation:


Striking workers in South Korea and Argentina have opposed changes that their national
 leaders insisted were necessary to meet the demands of the global economy. The unexpected
 victory of the Socialist Party in last spring’s French legislative elections stemmed in part from
 voters’ apprehensions about globalisation. In the United States, political figures such as Ross
 Perot and Pat Buchanan have tapped into similar anxieties. Not all those who are within
 reach of television consider themselves better off as a result — in fact, often quite the


contrary. There are satellite dishes in the slums of the world’s megacities, and the signals they
 suck in from Hollywood and Madison Avenue can trigger resentment and anger: The


communication revolution has the potential to foment revolution of a different sort.27
 The growing economic inequality in the age of globalisation is one of the main topics in the
 Human Development Report 1999 published by the United Nations Development Programme
 (UNDP).28 Devetak and Higgot observe that globalisation’s “failure to ensure social justice on
 a global scale” implies that the responsibility of ensuring social justice is evaporating as the
 national-territorial states are being challenged. Since there are no settled social bonds in an
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(23)age of globalisation, they cast doubt on the ability to provide “social justice in a world where
 that bond is constantly being disrupted, renegotiated and transformed by globalisation.”29
 The process of globalisation places pressure on the capacity of the state to deliver welfare
 provisions and, in turn, transform and weaken the social bond between the state and its
 citizens. Devetak and Higgot echo the concerns that economic globalisation will create
 disruptive social tensions, and is a recipe for social revolutions, as long as sub-state or supra-
 state institutions are incapable of filling the gaps left by the shrinking capacities of the state:


As domestic and foreign economic policy issues become increasingly blurred, as the domestic
 deregulation and de-nationalization continue, it is more difficult for states to […] provide the
 compensatory mechanism that could underwrite social cohesion in the face of change in
 employment structure. As it has become more difficult to tax capital, the burden shifts to
 labour, making it more difficult to run welfare states […] When pursued in combination, free
 markets and the reduction of, or failure to, introduce compensatory domestic welfare is a
 potent cocktail leading to radical responses from the dispossessed.30


A series of policy research studies on globalisation authorised by the Canadian government in
 1996-97 also stresses the disruptive social effects of globalisation. They argued that “the
 benefits of globalisation [are] being distributed unequally within and between countries,”


causing increasing polarisation and marginalisation.31 As opposed to previous decades when
 electronic media and information technology were confined to small segments of the world’s
 population, today’s communication technologies


allow an increasing number of slum dwellers throughout the world to base their material
 aspirations on ‘Baywatch.’ A mounting resentment against the rich, be they individuals or
 chartered banks, is increasingly evident world-wide.32


The study predicted that “a further polarisation [between rich and poor, and rich and poor
 states] is a more likely scenario, compared to a scenario where poor states are able to kick-
 start their economies and leapfrog the stages that developed states went through.”33


Another fundamental aspect that adds to the growing inequality lies in the demographic
 developments of the near future. McRae suggests that “[o]f all the forces that will change the
 world over the next generation, demography is probably the most important. […] Population
 shifts have an inexorable effect on the world’s living standards, its politics, its environment,
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(24)and on how people behave towards each other in societies as diverse as Italy and China.”34
 Population growth will take place almost exclusively in the developing world, shifting the
 geographic distribution of population and decreasing the share of people living in the


industrialised part of the world. Instead, the population of the developed world will age, with
 grave implications for politics, the role of the state, and the labour market. We have no
 experience with the demographic changes that are emerging. Still, a reasonable suggestion is
 that an older society will put a higher premium on order and stability and allow more state
 intervention to achieve just that. In contrast, the younger societies of the south are likely to be
 plagued by more crime and instability and be under pressure to fulfil expectations as to jobs
 and living standards.35


Globalisation has given rise to what the Spanish sociologist Manuel Castells in his widely
 acknowledged work The Information Age has labelled “the fourth world” composed of “the
 black holes in informational capitalism.”36 The social restructuring that globalisation has
 produced goes beyond the exacerbation of economic inequality and the diffusion of poverty.


Today’s dominant global economic system, which Castells labels “informational capitalism,”


excludes entire peoples and territories and renders them irrelevant, hence the term black holes.


According to Castells, “the territorial confinement of systematically worthless populations,
 disconnected from networks of valuable functions and people, is indeed a major characteristic
 of the spatial logic of the network society.”37


These black holes are socially excluded peoples, such as the large homeless population in
 American and European cities, or territorially excluded populations in Sub-Saharan Africa,
 and impoverished areas in Latin America and Asia. Black holes may be found, however, in
 literally every country and every city. They are made up of American inner-city ghettos,
 Spanish enclaves of mass youth unemployment, French suburbs inhabited exclusively by
 North Africans, and shanty towns surrounding Asian mega-cities.


Castells predicts that black holes “are growing in number and increasing in visibility, the
 selective triage of informational capitalism and the political breakdown of the welfare state,
 intensify social exclusion.”38 Castells’ description of the effects of globalisation demonstrates
 the systemic changes in globalisation that produce social inequality, pauperisation, and
 exclusion. As we have shown above, there are a number of other studies that point to similar
 results. Still, economic disparities both between and within countries are nothing new. In fact
 it was one of the major themes in the discourse among the radical left during most of the
 1970s. It is the combination of increased information flow, reduced state control over social
 welfare policies and increasing economic inequality, that is new and that is contributing to
 what Strobe Talbott called the “iron curtain [...] between the forces of stability and instability,
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(25)integration and disintegration, prosperity and poverty.”39 This does not imply that a North-
 South axis of conflict and confrontation is developing similar to the East-West confrontation
 during the Cold War. Economic inequality has both internal and inter-state dimensions, and
 historically economic inequality has been a much more potent source of intra-state violent
 conflicts than inter state wars. Instead, a far more complex pattern of tensions and conflicts is
 emerging in which various permutations of intra-state conflicts will be the dominant


challenge.


In conclusion, economic inequality within states and between states will increase and become
 more visible in the future. As long as the global economic development continues to


marginalise and pauperise large sections of the world’s population, it is safe to assume that
 socio-economic grievances and perceptions of injustice will become an increasingly more
 important source of violent conflict.


3.2  Future Patterns of Armed Conflict: What Types Are Likely to Occur?


As mentioned above, terrorism is frequently a product or a by-product of armed conflict.


Therefore, it is important to gain insight into future patterns of armed conflict in the
 assessment of emerging trends in terrorism. In light of the scope and horrors of the World
 Wars, it is often overlooked that this century has been marked by a steady decline in the
 number of conflicts. The only exception is the period immediately following the end of the
 Cold War in which the world witnessed a sharp rise in the number of conflicts. Although this
 trend appears to be levelling off, there are still almost 40 on-going armed conflicts as of 1998,
 some of which are intensifying rather than moving towards a peaceful solution.40 Aside from
 the absolute count, conflicts since the end of World War II have changed in character, moving
 away from interstate wars that had dominated the scene for around 300 years towards


becoming almost exclusively internal.41 A pattern has emerged in which today’s conflicts


“tend to be long with extended periods of low-level conflict, punctuated by sudden eruptions
 of violence.”42


Although most conflicts indeed largely take place within a state’s borders, they frequently
 spill over into neighbouring countries, either through refugee or arms flows, or by dragging
 border areas directly into the fighting. They thereby defy the traditional classification of being
 either internal or inter-state.43 There are two major types of violent conflict, where the second
 is a function of the first. First, there is the total, predominantly internal war that does not
 differentiate between soldiers and civilians and that is fought for as much economic gain as
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(26)for political or territorial reasons. Reviving all too familiar terminology, Buse writes that


“[t]he war of the future is a total war.”44 Thus, the Clausewitzian concept of “trinitarian” war
 with its distinction into the government, the armed forces and the general population will not
 be viable, as conflicts become increasingly politicised and civilians are drawn into the
 fighting to a greater extent.45 Second, there are international interventions in these wars that
 are usually conducted by multinational coalitions, operating under significant political
 constraints and driven by values rather than by strict military goals. The second type of
 conflict thus springs directly from the first one, due to the fact that globalisation has brought
 the world closer together, instilling both a sense of responsibility for world order and a fear of
 the consequences of inaction in members of the international community. The fact that


conflicts are geographically remote is of diminishing importance, as its effects are felt across
 distances, as a result of economic and political interdependence and media coverage. While it
 has become unlikely for a Western European country, such as Norway, to fight an outright
 war, there will clearly be a role in crisis management, due to the international implications of
 future conflict. As a result, the conflicts in which Norway is likely to be involved will be
 asymmetric in nature.46 Ayres argues that the number and intensity of ‘nationalist’ conflicts
 has not changed dramatically since the end of the Cold War. What has changed is the degree
 to which we allow ourselves to take in more of the anarchy that has always been present in
 other parts of the world, but to which we did not pay any attention.47 William Ayres for one
 has shown that there has been a marked increase in peacemaking and the international
 community’s efforts to manage crises.48


A critical change has occurred since the relatively static situation of the Cold War with
 respect to the nature of the state and its sovereignty. Whereas the demise of the state and the
 concept of sovereignty are unlikely, a qualitative change in these notions has undeniably
 taken place. Key factors in the assessment of the state are its ability to provide security for its
 territory and population, its monopoly on violence, and its political legitimacy. Although this
 has not changed in principle, there are a number of weak states that either do not have the
 means or the legitimacy to exercise effective control over their territory. Enriquez argues that


It is not that sovereignty has eroded, but rather that it has grown and unbundled, shifting from
 federal rulers to territorial authorities and now toward individuals. This development implies
 that the basis for a state’s continued existence and success no longer hinges on its control
 over a specific territory or its funding a large army but on the legitimacy of its rule, its
 economic performance, and its ability to reconcile diverse ethnic, religious, and national
 aspirations. [...] States with diverse national groups or extreme regional divisions will not
 necessarily split, but the trend is in this direction, particularly for those that cannot deliver
 economic and personal security.49
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(27)As a result of the fact that conflicts are affecting civilians to a greater extent and that
 sovereignty is increasingly tied to a state’s responsibility for its citizens, more emphasis is
 placed on individual security and sovereignty.50 UN Secretary General Kofi Annan supports
 the view that state sovereignty has become a more diverse concept in the face of globalisation
 and international co-operation and underlines the relevance of individual sovereignty in the
 context of humanitarian intervention.51


The notion of a “declaration of war” as the distinguishing feature of whether or not we
 characterise ourselves at war or facing an armed uprising or an Operation other than War
 (OOTW), rests on the state-centred system and is a recent phenomenon. It has only been
 dominant for a century and a half, and one might argue that that phase of history is virtually
 over, after a period in which the two blocs had opposed each other in anticipation of the


‘ultimate’ declaration of war.


In general, conflicts are about access to resources, ranging from natural resources to


education, and power, as the means of administrating access to resources.52 Still, competition
 for access to resources and power is seldom sufficient to initiate violent conflict. Particularly
 in multi-ethnic societies, the actual trigger is often a budding sense of insecurity, which is
 exacerbated by weakened state authority. In this kind of setting the state fails to serve as the
 framework for non-violent conflict management mechanisms and as the original guarantor of
 security. Lake and Rothchild maintain that “[s]tate weakness […] is a necessary precondition
 for violent ethnic conflict to erupt.”53 The link between weak states and the occurrence of
 conflict is strengthened by the observation that the majority of current wars are taking place in
 Africa, where the state system is increasingly challenged and states are struggling to maintain
 or establish sufficient legitimacy.54


In addition, tensions are often wilfully nurtured by for example “[e]thnic activists and
 political entrepreneurs [who] build upon these fears of insecurity and polarize society.”55
 Thus, structural causes must be reviewed in the political context of the outbreak of hostilities.


A serious threat to states emerges when the civic identity of its population is weak or eroded.56
 This can be the product of a lack of legitimacy due to poor government performance, such as
 the inability to provide security and stability.


Conflicts feature a new type of political economy, in which actors’ involvement in conflicts is
 motivated by the possibility of economic gain. Duffield argues that “conflicts are
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(28)characterised by long-term and innovative adaptations to globalisation, linked to expanding
 networks of parallel (illegal) and grey (semi-legal) economic activity.”57 This empowers and
 brings into focus a range of actors, including organised criminal groups, warlords or private
 security companies, in addition to the parties to the conflict.58 Coupled with the development
 towards conflicts becoming more civilian, the economic dimension supports the initial
 suggestion that conflicts are likely to run on at a low level of intensity for significant periods
 of time, with periodic eruptions of violence and no clear dividing line between the state of war
 and the state of peace. This has clear implications for any external intervention that must take
 into account the economic dynamics of the conflict and the fact that violence is used for
 economic benefits.59


The issue is particularly relevant in weak states, where economic interests – often of a
 criminal nature – flourish in the absence of authority and where private security may be
 regarded as a way in which to counteract the gradual loss of monopoly over force.60
 Alternatively, the government itself may  have been criminalised. Gamba describes the
 vicious circle that governments may find themselves in, as criminal organisations “generate a
 corrupting influence, eroding the effective functioning and the integrity of state institutions”


which, in turn further undermines the state’s capacity to combat organised crime. Examples of
 criminalised states or state-like entities are Sierra Leone, Colombia, Chechnya, Indonesia
 under Suharto, and Kosovo.61


A new “security community” is emerging, where traditional security functions of the state are
 partly being taken on by non-state actors, be they NGOs or private enterprises or


multinational intervention forces. Roles can range from protection or law and order tasks
 through advice and training to active participation in a military conflict. As the state weakens
 and actors at national, supra- and sub-national levels become increasingly interconnected,
 Duffield predicts that the new “security community” will grow further in influence and scope
 of activity.62 Not the least, the dispersion of security functions implies an adjustment in norms,
 in that they represent a move away from the view that the use of force is the prerogative of
 states.


International responses to armed conflict have undergone fundamental changes in the post-
 Cold War period. They have increased in depth and breadth, are charged with a greater
 number and more complex tasks, and involve more and a greater variety of actors. With
 increasing globalisation, conflicts appear to be demanding more immediate responses from
 third-parties and more multi-national involvement. Recent interventions have also witnessed
 closer interaction between military and civilian actors and involve a growing civilian


      


57 Reference to Duffield in Goodhand and Hulme (1999), p. 19; Berdal and Keen (1997), p. 2.


58 Goodhand and Hulme (1999), p. 19; See for example Rich (1999). The developments in the field of private
 security are discussed below.


59 Berdal and Keen (1997), p. 2, 4, 22f.


60 Berdal and Keen (1997), p. 18f.; Guéhenno (1998-9), p. 12f.


61 Gamba (1997), p. 4; Buse (1999), p. 3.


62 Duffield (1999), p. 17. For more on private security, see Shearer (1998b, 1998a), and O’Brien (1998).



(29)component, all of which increase the demands on co-ordination between various actors. The
 more actors are involved and the more profound the intervention, the more critical the


strength of the intervening coalition becomes. In addition, it has been argued that a coalition is
 likely to be weaker the higher the level of violence in theatre. The strength of the coalition is
 one of the international community’s most vulnerable points.63


It also points to the fact that despite the emergence of a wide variety of non-state actors and
 the change in the nature of the state, international crisis management still rests on a state-
 centred system. Moreover, action is limited by the limitations related to decision-making, co-
 ordination, and funding that are inherent in intergovernmental organisations. Freedman
 reminds us that “whatever the possibilities for ‘real-time’ military decision and action, policy
 formulation and political persuasion tend to take time.”64 As Hansen points out, “[a]ny
 international organisation struggles to establish consensus among its members. It is the price
 that is paid for co-operative action among democratic states.”65


There is also a move towards placing the burden of intervention on regional shoulders. At this
 stage, it should merely be noted that “[a]lthough regional organisations are being strengthened
 world-wide, none has established the same legitimacy as the UN.”66 Here too, the


international system appears to be in a period of transition where regional initiatives in crisis
 management are becoming more prevalent and are being actively promoted, but most have as
 of yet not managed to develop an adequate framework within which to stage military


interventions.


With respect to features of future armed conflict, van Creveld suggests that “very rarely do
 [low-intensity conflicts] involve regular armies on both sides, though often it is a question of
 regulars on one side fighting guerrillas, terrorists, and even civilians, [...] on the other.”67 In
 this way, he indicates the military (and political) asymmetry of future conflicts, which lies in a
 mismatch in the quality and quantity of military capabilities between the opposing sides. At
 the same time, it appears that the proliferation of heavier weapons, in part due to the growing
 number of weak or collapsed states, has empowered non-state actors, evening out some of the
 discrepancies between, for example, a government and an insurgent group.68 As in the past,
 future conflicts are also unlikely to feature just two parties. Instead, several factions with
 varying degrees of support from outside actors will be present in the theatre of war. In
 addition, an international intervention may be superimposed on a complex constellation of
 local actors.


Perhaps most importantly, there is an asymmetry in terms of the moral constraints imposed on
 one side, usually on the part of the intervening coalition. Van Creveld traces the origin of the
       


63 Chayes (1991), p. 7.


64 Freedman (1999).


65 Hansen (2000), p. 17.


66 Hansen (2000), p. 12.


67 Van Creveld (1991), p. 20.


68 Guéhenno (1998-9), p. 11f.
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