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                    “Mother” is a home device developed by Sen.se. It enriches everyday objects with
 additional functionalities. With accelerometers in tiny devices (called "cookies") it
 can detect, for instance, if a tooth brush has been used. The system can then give
 credits for good behavior, like regularly brushing your teeth.


The working kit consists of two parts.


– Mother Baseis the main indoor gateway in charge of routing the messages.


It is wired connected to the home router in order to take part of the Internet.


– Motion Cookiesare small devices which can be affixed to almost anything.


They include 3D accelerometer and thermometer sensors which allow smart
 features like analyze the movements of objects and people, control their presence
 in a chosen area or measure the surrounding temperature.


This implementation, different to the previous, does not use WiFi communication
 technology or other standard protocols like Bluetooth. The Cookies communicate
 with the Mother Base through a private radio signal at 868 Mhz.


Even for this system, we did not have the possibility to test it and all the
 information reported in the following are taken from the official website [Mot].


4.3.1 Setup and Key Exchange


Ses.se provides for its products a web-based initialization by using a personal cloud
service. The first step is to create an account and add the Mother Base to it. After
that it is possible to add as many Cookies as wished, making sure to place the device
close enough to the Mother Base station. It is important to notice that, unlike other
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Figure 4.3: Mother Base and Motion Cookies - taken from [Mot]


IoT products, the gateway is the initiator of the bootstrapping phase. Controlled by
 the web service, Mother Base contacts the closer Cookie recognized by the wireless
 signal strength and it starts the pairing process.


We can consider the security level inadequate during the bootstrapping phase.


Since the website does not report details about the keys exchange protocols used,
 we are not in a position to know if the system is subjected to passive eavesdropping.


But we can assume the risk of MITM attacks due to absence of an authentication
 phase. The Cookie’s authentication using the only signal strength is not sufficient. A
 malicious user may use an alternative device working at the same wireless frequency
 but at an higher power level. Therefore, the gateway could identify the malicious
 device as the closest one.


4.3.2 User-Friendliness


As we can read on the official website, the web cloud and mobile application offer
 guided steps to complete the entire bootstrapping and commissioning. The user does
 not need to do particular actions directly to the devices. Therefore, the user-friendly
 level is based on the quality of the graphical user interface offered. Overall, the
 system presents a good level of user-friendliness.



4.4 Summary


After the analysis of three IoT systems for smart home, we can expose some 
con-clusions. First, it is good to notice that all the devices developed to enrich the
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physical objects with smart functionalities do not provide IO interfaces. Keyboards
 and displays would increase the cost and the dimension of the things.


Solutions that use an OOB channel for the bootstrapping phase are generally
 more secure. Electric Imp with the light and Amazon Dash Button with the sound
 exchange the authentication and cryptographic keys in a low range distance. It gets
 hard to eavesdrop the content. The low range also offers a secure authentication
 method which avoid the risk of MITM attacks. However, the main drawback of OOB
 channels is the more complex work for the final user who need to face the specific
 OOB implementation. It also depends on the environment conditions. For instance,
 a very bright or noisy room can make the systems unfeasible or really hard to setup.


OOB is also the only way to turn the target device as the initiator of the
 communication. Due to the absence of IO interfaces for the target, the only gateway
 can start the bootstrapping phase. In this term, we can imagine the OOB channel
 as the IO extension for the target. In fact, Electric Imp and Amazon Dash Button
 make the target devices able to contact the gateway and build the network. Mother,
 instead, does not offer OOB features and only the gateway (Mother Base) can be
 the initiator of the setup procedure.


The lack of security in Mother, due to the absence of OOB channel during the
 pairing process, is balanced by an high level of user-friendliness. An initiator gateway,
 programmed with easy to use graphical interfaces, is an effective way to keep the
 system usable by several types of user.


Table 4.1: Summary


OOB Initiator Security User-Friendliness


Electric Imp Yes Target + 


-Dash Button Yes Target + 


-Mother No Gateway - +


Table 4.1 exposes a summary and can be used as a good starting point for future
analysis. In fact, the challenge is to find a good solution that mixes the security
benefits of OOB channels with the easy to use steps offered by an initiator gateway.
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Proposed Scenario


After the discussion about the IoT systems for smart home (presented in Chapter
 4) the first step for an improvement analysis was to define a relevant scenario for
 the next generation of products. Due to its large impact on everyday life, the idea
 was to keep the focus on the smart home category. It requires low/medium range of
 wireless connections which is enough to cover one or few more floors.


We chose BLE as primary communication technology since it is ideal for WPAN.


It offers a quite good throughput combined with a very low power consumption,
 extending the battery life of the connected devices. Another feature supporting
 this choice is its large spread over the common devices like smartphones, tablets
 and laptops. This spread extends the spectrum of the possibilities. For instance,
 a common smartphone with BLE chip could be used by the user during the setup
 procedure or to send some private information.


Since we are focusing on IoT platforms, each device needs an Internet connection.


This is easy to obtain with classic WiFi modules, as we saw for Electric Imp and
 Amazon Dash Button. However, this is not directly achievable on other technologies
 like BLE or ZigBee. Historically, the first solution to connect a low-power device
 to the Internet was to build a properly gateway in charge of handle and route the
 information. This solution works at application level. It functions well with small
 systems but it needs time and efforts in order to develop it. That is why researchers
 defined 6LoWPAN adaption protocol 2.3. It allows some low-power devices which
 not use WiFi to obtain an IPv6 address and take part of the Internet. In this way,
 the low-power device can use all the benefits of the TCP/IP protocols stack. It
 creates an end-to-end connection between nodes without the needed of a complex
 application gateway, favoring open standards and increasing the interoperability.


6LoWPAN is still fresh but ready to be used. Our scenario relies on the usage of
 this novel technology.


Obviously, the usage of BLE combined with 6LoWPAN requires a review of the
27
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router. We cannot use the common WiFi router but we need a new platform enabled
 with the technologies required. Figure 5.1 presents a summary scheme of our working
 scenario. Arouter/gatewayis placed in a fixed position and wired connected to the
 Internet. It includes BLE hardware as well as software support for 6LoWPAN. On
 the other side, severaltarget devices (the specific IoT products) are paired to the
 gateway and able to take part of the Internet.


Internet


Figure 5.1: IoT - adapted from [Sema]


According to the idea to introduce smart devices in the everyday objects, they
 have to consider the constrains like low cost, low power and tiny dimension. Low-cost
 in order to not increase the price of the products, low-power not to increase the energy
 consumption and tiny dimension not to increase the volume. At the current state,
 these constraints converge in computational limited devices without IO interfaces.


As we can expect, CPU and memory limits introduce doubts on their usage in
 combination with protocols like TLS or heavy asymmetric cryptography algorithms.


Moreover, the absence of input/output interfaces introduces new challenges in term
 of security. For instance, classical authentication methods with passkey insertion
 cannot be used anymore in solutions with no physical interfaces like keyboards and
 displays.


Security The working scenario proposed refers to a IoT system. In such context, it
 is important to provide an high level of security and privacy. Typical implementations
 manage confidential information that the user wants to keep secret. Mother Sen.se,
 presented in Chapter 4, is an example of it. That is why security is a requirement in
 this work. At first we aim to ensureconfidentiality which avoid passive eavesdropping
 of the messages. Then an adequateauthentication step is required to avoid MITM
 attacks from malicious users.


User-Friendliness Beside to security, another requirement is theuser-friendliness.


Since the physical objects are used by every every kind of users, the introduction of
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 smart features should not exclude people not friendly with electronic devices and
 new technologies. The aim is to keep them easy to setup and use.


Goals According to the scenario proposed and the requirements to achieve, the
focus of the next analysis is to study how to build the secure network of BLE
constrained devices, operating on the Internet through 6LoWPAN. The critical
aspect of the analysis is the method to exchange the cryptographic keys used to
encrypt the channel and how to provide authentication for the user.
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Secure and User-Friendly Solutions


This chapter starts from the proposed scenario described in Chapter 5 to present
 some solutions for the commissioning and bootstrapping of constrained devices. As
 already said, the aims of the work are security and user-friendliness. With the
 former, we want to achieve a pairing without the risks of passive eavesdropping of
 the messages and MITM attacks. In other terms, we expect to securely exchange
 the cryptographic keys, used to maintain confidentiality and integrity in the channel,
 and offer authentication between the parties. With the latter, we want to keep the
 process as simple as possible, allowing a large amount of users to use such devices.


A lack in the initial keys exchange could compromise the entire communication,
 allowing malicious users to authenticate on behalf of victim’s identity or to 
 read/mod-ify the messages content. This is considered a critical point of the current generation
 of IoT systems which justify the particular focus on the keys exchange.


We decided to split the analysis in two blocks. The first refers the case of movable
 target devices which the user can place without efforts. The second refers to the case
 of fixed target devices which are difficult or impossible to move. This requirement
 increases the security risks and the steps to complete the bootstrap.


In both scenarios, we first described the goal to reach, defining the steps and the
 user-friendly level. Then we discovered some practical solutions to implement them
 with particular regard for security. In other words, we fixed the user-friendly 
 require-ment and we tried to obtain some related solutions that also fit the confidentiality
 and authentication requirements.


In order to do that, we combined the results collected in the use cases analysis
 (presented in Chapter 4) with our working scenarios. Every use case spends particular
 effort in the bootstrap of the devices, proposing several methods to exchange the
 required information and keys. For instance, Electric Imp and Amazon Dash use an
 OOB channel to exchange information like the WiFi keys that the devices required
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in the setup phase.


At first, in the following we present a review of the pairing methods offered by
 BLE, explaining the choice to use an OOB channel as unique authentication method.


Then we list several OOB channels for BLE, focusing on NFC. In the end, we describe
 the solutions proposed. Section 6.3 studies the scenarios with movable target. Section
 6.4, instead, analyze the case of fixed target devices.



6.1 BLE Pairing Overview


BLE Core Specification 4.2 Secure Connection offers several pairing methods. For
 a complete introduction of them and the BLE pairing algorithms please refer to
 Section 2.1. For our scenario, we can use only theOOB method. The other methods
 do not fit the security or user-friendliness requirement we fixed.


Just Works method does not offer authentication between the parties but only a
 simple way to make them on work. It is valid for products without security concerns
 but not for future IoT systems which could handle confidential informations about
 the users. Passkeymethod, instead, respects the security requirements and it is large
 used in Bluetooth applications. However, we consider it not enough user-friendly.


Considering the current technologies available, a passkey manual insertion looks old
 and stressful for the users. We should avoid it in the next generation of products.


Moreover, it is difficult to implement for constrained devices without IO interfaces,
 required in order to show or insert the passkey.Numeric Comparisonmethod presents
 the same drawbacks ofPasskey. It requires IO interfaces to compare and accept
 a common shared number. Although it sounds easy, the action of checking two
 displays is often unfeasible or uncomfortable for the users, therefore we discard also
 this solution.


As already said, BLE OOB pairing method is the only attractive way for our
 scenario. Similar to the others, it ensures protection versus passive eavesdropping
 by using the ECDH key agreement. An external user cannot derive the secret
 shared between two parties, maintaining confidentiality and integrity in the channel.


Therefore one of the security requirement is considered to be met.


However, BLE delegates the authentication phase to the specific OOB channel
 chosen. We can consider the BLE interaction protected from MITM attack only if
 the specific OOB channel employed for the authentication is free of it. The challenge
 for the next part of the thesis is to find a secure OOB technology without the risk of
 MITM.


It is important to remember that the specific OOB channel can start the BLE
pairing process. It is a great advantage for our scenario since we avoided IO interfaces
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