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                    Diffie-Hellman (DH) key exchange, defined by Whitfield Diffie and Martin Hellman in
1976 [DH76], is a protocol to securely exchange a cryptographic key over an insecure
channel. An insecure channel, as the Internet, is subjected to passive eavesdropping by
malicious users who could read the massages exchanged in the channel. Cryptography
protects the massages against passive eavesdropping but an insecure channel can
compromise it since it cannot avoid the steal of the cryptographic keys during the
initial setup of a communication. Therefore, DH algorithm protect the users from
this kind of threat. The concept idea is to use asymmetric cryptography between the
parties to establish a shared secret between them with very low risk. This shared
secret can be used as a symmetric key to encrypt future messages or to derive other
more secure keys.
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 DH relies on discrete logarithm problem. Introducing the original version of the
 algorithm, givenpprime number andga primitive root modulopas public initial
 information, and givenaan integer, it is easy to compute A


A=ga modp


But it is hard to obtaina(discrete logarithm) starting from all the public information
 (g,p,A). In this casea represents the private key.


More in details, during an interaction User A and User B calculate his own public
 keyAandB, after a previous exchange of the common basegandp. User A sends
 the keyAto User B and vice versa. Both users can now calculate a new valueS,
 using their relative private key. Srepresents the shared secret and only User A and
 User B can know it. A summary algorithm is presented in Fig 3.1.


Figure 3.1: Diffie-Hellman key exchange diagram


However, a strong limit of the algorithm is the anonymity (or not-authentication)
of the process. Two parties can communicate securely but no one can prove the
identity of the other. For this reason, the protocol is generally extended by methods
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to provide authentication. For instance, TLS communication protocol incorporates
 an extended version of DH algorithm.


3.2.1 ECDH


ECDH is a variation of Diffie-Hellman algorithm which changes the mathematical
 problem, including the benefits of ECC. In this case, given an elliptic curvecand a
 generator point in the curvegas public initial information, and taken an integera,
 it is easy to computeA


A=n∗f un(c, g)


But it is hard to obtaina (elliptic curve discrete logarithm) starting from all the
 public information (c,p, A).arepresents the private key for an user.


Described the mathematical problem, the algorithm proceeds in the same way of
 DH. A summary algorithm is presented in Fig 3.2.


Figure 3.2: ECDH key exchange diagram
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Use cases


This chapter will present several IoT implementations for smart home category
 products. The purpose is to analyze the architecture and technologies used by each
 products and their setup mechanism, focusing on the fundamental key exchange
 method. For any solution we will also discuss the user-friendly level obtained.


This study will introduce some interesting issues for the actual IoT scenario which
 will be discussed in more details in the next chapter.



4.1 Electric Imp


Electric Imp, founded in 2011, provides a service platform that makes it simple to
 connect home devices to the Internet. It offers WiFi integrated hardware, software,
 OS, APIs, cloud services and security in order to decrease cost and time to build a
 new specific IoT solution. Several independent products already use it. For instance,
 Lockitron uses Electric imp’s technologies for its smart door locker which is remotely
 controlled by smartphone without a physical key.


We had the possibility to test the setup procedure with the developer kit suite.


All the results are presented in the next subsections.


4.1.1 Setup and Keys Exchange


The setup procedure begins with the creation of a new personal account on the official
 website, followed by the installation of the smartphone app. The app requires to insert
 the account credentials and the details of the chosen WiFi network. It only accepts
 WiFi network with a single authentication key (WPA and WPA2 Personal), avoiding
 credentials-based access. At this point we just need to send all the information
 stored in the smartphone to the imp WiFi module. In order to do that, Electric
 Imp provides BlinkUp. Once the imp WiFi has obtained the information, it can
 automatically contact the router to establish the connection.
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Figure 4.1: Electric imp - taken from [Imp]


BlinkUp is an innovative way that allows devices like smartphones or tablets to
 send information using the display light as an OOB channel. In other words, we just
 need to hold the sender device in front of a light sensor and in a few seconds the
 light blinking of the display can be transmitted and decode by the receiver.


The critical point of the entire procedure is the BlinkUp phase where WiFi key
 and credentials are exchanged between the parties. We can consider it enough secure
 since the difficulty to eavesdrop the light. It works in a very short working range
 which also ensure authentication. Only the users with physical access to the target
 device can configure it, excluding MITM risks.


4.1.2 User-Friendliness


During the test conducted the account creation, app installation and first configuration
 take around 10 minutes and they are simple to complete for a normal user. However,
 the BlinkUp step required four attempts to achieve the goal. In particular, it was
 necessary to switch off the room’s light in order to make the imp sensor able to work.


In the end, although it is secure, the setup process using the light is not completely
user-friendly in particular for people non familiar with electronic devices. It is also
not recommended for scenario where an large amount of devices need to be installed.



                

                                                    
                        In document
                        
    Secure and User-Friendly Commissioning and Bootstrapping of Constrained Devices
                        (sider 34-39)

                    

                            
            
            
                
                    

                    Last ned nå "Secure and User-Friend..."
                    

            

        
        
                        
                
                    Outline

                    
                        	
                                        
    Diffie-Hellman Key Exchange
                                            (You are here)
                                    
	
                                        
    Mother
                                    
	
                                        
    First Solution: BLE Tunnel
                                    
	
                                        
    Second Solution: BLE and NFC Tunnel
                                    



                    

                

            


            
            
            
                
                    
                        
  RELATERTE DOKUMENTER

  
      


                    

                

            

                    

    


    
  
  
  
    
      
        Bedrift

        	
             Om Oss
          
	
            Sitemap

          


      

      
        Kontakt  &  Hjelp

        	
             Kontakt Oss
          
	
             Feedback
          


      

      
        Juridisk

        	
             Vilkår For Bruk
          
	
             Retningslinjer
          


      

      
        Social

        	
            
              
                
              
              Linkedin
            

          
	
            
              
                
              
              Facebook
            

          
	
            
              
                
              
              Twitter
            

          
	
            
              
                
              
              Pinterest
            

          


      

      
        Få våre gratisapper

        	
              
                
              
            


      

    

    
      
        
          Skoler
          
            
          
          Emne
                  

        
          
                        Språk:
            
              Norsk
              
                
              
            
          

          Copyright 9pdf.net © 2024

        

      

    

  




    



        
        
        
          


    
  




     
     

    
        
            
                

            

            
                                 
            

        

    




    
        
            
                
                    
                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                        
                            
  

                            

                    

                    
                        

                        

                        

                        
                            
                                
                                
                                    
                                

                            

                        
                    

                    
                        
                            
                                
  

                                
                        

                        
                            
                                
  

                                
                        

                    

                

                                    
                        
                    

                            

        

    


