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                                                                                        6.4 Fixed Target Devices Scenario

                                                                6.4.1 First Solution: BLE Tunnel

                                
                    A simple way to connect the target to the gateway is to establish a secure wireless
 tunnel between them, using the smartphone as an intermediary. The smartphone
 is a non-limited device able to provide routing features. The idea is to create the
 tunnel through a double BLE connection, a singlegateway/smartphoneand multiple
 smartphone/targetconnections. Using this BLE tunnel as an OOB channel, gateway
 and target can start a new secure connection between them. Figure 6.4 shows the
 BLE tunnel.


In details, at first we can use the BLE OOB pairing method between smartphone
and gateway, using NFC as the secondary link. Once connected, the smartphone
can act like the gateway’s range extension without any risks of eavesdropping. Their
link is protected by Bluetooth symmetric cryptography (AES-CCM). This step is
required once. From now on, we can pair the smartphone to any target devices using
the BLE OOB pairing method in the same way. Gateway and target are now linked
with a complete BLE tunnel. This tunnel can act like a new OOB channel. We can
use it securely exchange all the required information to start a direct link between
target and gateway. Figure 6.5 shows the communication diagram for the solution.
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Figure 6.3: Fixed Target Device: [A] The user places the support device close to
 the gateway in order to securely pair them. The smartphone can be considered as
 a gateway’s range extension. [B] The user can now reach the location of the fixed
 target device. [C] The user holds the smartphone close to the fixed target in order
 to exchange the needed information for a direct contact between target device and
 gateway. [D] The object is connected to the Internet and ready to work.


BLE Roles Considering Figure 6.5, in connection [1] the smartphone is the initiator
 and it represents theMaster of the BLE connection. The gateway is the Slave. It is
 the same in connection [2], where the support device is still theMaster. In the final
 connection [3], the gateway has to be theMaster, in order to connect more Slaves.


Figure 6.6 shows the BLE roles.


Even if the presented solution seems easy to obtain, we can affirm that it is
unfeasible at the current BLE Core Specification 4.2. BLE supports only star
network topology, where a singleMaster device can be connected to severalSlaves.
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This creates two technical problems in our scheme. At first, a device cannot be
 Master and Slave at the same time. It happens for the gateway connected to the
 smartphone asSlaveand to the target asMaster. Secondarily, a device cannot be a
 Slave of more then one Master. This happens for the target device connected to the
 gateway and the smartphone as aSlave.


In the end, the solution proposed cannot be used at the moment. It could become
 relevant in the near future since Bluetooth SIG is working to add mesh network
 features into BLE [EET].


Security Analysis Also in this solution we want to present a security analysis. The
 entire process relies on the BLE OOB pairing method three times. The first two using
 NFC as OOB link. We already described, in movable target solution, the absence of
 risks on it. User authentication is provided by NFC physical contact between the
 devices, avoiding MITM attack from malicious users. The last connection, instead,
 uses a complete BLE tunnel, where all the information exchanged are encrypted
 by AES. The smartphone, working as the intermediary of the link, can ensure the
 authentication phase. It is physically controlled by the user.


However, this solution add a critical point in the connection chain. The 
 smart-phone, in fact, represents the central node in charge of routing the information and
 authenticate the parties. A malicious user could hack the smartphone or steal it to
 have physical access. In this case, confidentiality and integrity of the messages is not
 guarantee. We do not cover the security features of the smartphone in the following.


Considerations As already said, the solution is practically unfeasible due to the
lack of support for star network topology by BLE. It represents a limit for Bluetooth
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Figure 6.5: Communication diagram for fixed target device - BLE Tunnel: [1] The
 user can pair the support device with the gateway, using NFC as the starting point
 for the BLE OOB pairing method. It is required once. [2] The user can pair the
 support device to any target device available in the same way. [3] Once the tunnel
 is built, the user can start a new BLE OOB pairing method between target and
 gateway. The tunnel acts like the OOB channel and the smartphone is the controller.


technology. It may be overcome in next Core Specification by the introduction of
 mesh network support. It will make the presented solution achievable.


Such solution also presents another issue. Each target device has to perform the
 heavy ECDH key exchange protocol twice, one during the pairing with the smartphone
 and again during the subsequent connection with the gateway. Current generation of
 constrained devices could not be ready for such computational requirement, doubling
 the pairing time.


For these reasons we looked for another solution in order to fix the previous
problems. We present it in the following.
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