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                                                                                        6.4 Fixed Target Devices Scenario

                                                                6.4.2 Second Solution: BLE and NFC Tunnel

                                
                    To solve the problems in the previous solution, we need to change one BLE connection
 with another wireless link. We chose a simple NFC communication as the best solution.


It does not require additional hardware and it offers an easy to use channel. In this
case, the tunnel between gateway and target device is formed by the combination of
BLE and NFC. The support device is still the intermediary in charge to route the
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Figure 6.6: Fixed solution with BLE tunnel - BLE Roles


information. Figure 6.7 shows the tunnel.


Internet
 Gateway


Smartphone
 Target


NFC BLE


Tunnel


Figure 6.7: BLE-NFC tunnel


In details, Figure 6.8 describes the communication diagram for this solution.


BLE Roles In this solution, there are only two kind of BLE pairings, one between
gateway/smartphoneand the other one between gateway/target. In both interactions
the gateway is can act like the initiator of the connection and it represents the BLE
Master. Figure 6.9 show the BLE roles.
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Figure 6.8: Communication diagram for fixed target device - BLE Tunnel: [1]


The user can pair the support device with the gateway, using NFC as the starting
 point for the BLE OOB pairing method. It is required once. [2] The user can place
 the support device close to the target device to start a NFC interaction. In this
 communication the smartphone gets all the information to establish a BLE OOB
 connection with the target. [3] Once the tunnel is built, the user can start a new
 BLE OOB pairing method between target and gateway. The tunnel acts like the
 OOB channel and the smartphone is the controller.


The solution presents a star topology, where the gateway (Master) is linked with
 a smartphone and several target devices (Slaves). Therefore, the proposed scheme is
 practically feasible.


Security Analysis The security analysis follows the same arguments exposed
 in the previous solution. The substitution of the BLE connection with an NFC
 communication between smartphone and target device is the only difference. It does
 not add significant issues since we ensured the security level of the NFC link.


Considerations This solution represents out best option for future 
 implementa-tions with fixed devices. It fits all the security requirements of this work and reach
 an adequate user-friendly level.


Compared to the previous solution, it fixes all the problems encountered. At
first, it is implementable by the current communication technology since it does not
need a mesh network. At the moment, BLE Core Standard 4.2 supports only star
network topology. Then, it increases the efficiency. The target device is no more
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Figure 6.9: Fixed solution with BLE-NFC tunnel - BLE Roles


connected with the smartphone through a BLE secure channel. This releases the
target device from an ECDH process, considered the heavier computational work in
the chain. The target compute an ECDH process only during the pairing with the
gateway, reducing the global time of bootstrapping.
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Discussion


In the previous chapter we presented some solutions for the commissioning and
 bootstrapping problem of constrained devices. In the solutions we presented several
 technologies but we have not discussed the actual support to them. In this chapter
 we want to complete the study analyzing the current products commercially available
 required to implement the solutions. In other terms, we want to show the feasibility
 of our conclusions.


As already exposed, in our scenarios we require three kinds of products: gateway,
 target devices and smartphone (as support device in fixed target device scenario).


We present a brief introduction to all of them.


Target Devices The target device is any physical object expanded with smart
 features and connected to the Internet. It represents the specific IoT product. For
 our purpose, it has to include BLE and NFC hardware support.


We could combine two different chips to obtain the final device, one for each
 wireless technology. However, in order to lower the dimension and the price, we
 focused on System on a Chip (SoC) which include all the hardware needed. In
 particular we looked for BLE and NFC support but we considered also hardware
 accelerator to speed up the cryptography operations. After a research we selected
 two SoC for our scenario:


– Nordic nRF52: from Nordic Semiconductor, it was released in May 2015 in
 two version: the SoC and the Development Kit. It was specifically designed to
 support the spread of IoT systems. Due to recent release, only few information
 are available and the support for NFC is limited. Figure 7.1 shows the products.


– Broadcom BCM20737: it was released in March 2015. It presents similar
 features to Nordic nRF52 but it also introduce specific hardware support for
 security.
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Figure 7.1: On the left the Nordic’s SoC nRF52. On the right the Development
 Kit version - taken from [Semb]


Gateway The gateway does not require a specific product. It could be implemented
 by a simple router enabled with BLE and NFC chips. In addition it has to support
 6LoWPAN protocol. Any router that fulfills these requirements can be used for our
 scenario. For example, Nordic Semiconductor suggests to use a Linux computer that
 includes bluetooth-6lowpan module in the Kernel [Sema]. bluetooth-6lowpan module
 was introduced in Linux Kernel v3.17.


Smartphone To complete the overview over the products required we present a
 list of the most used smartphone over the world. Even in this case, we want to show
 the wireless technologies support for our purpose.


Here a list of smartphones analyzed:


– Apple iPhone 6
 – Nexus 6


– Samsung Galaxy S6


All of them provide BLE chip. The version supported differs within v4.0 and v4.1.


In our solutions we considered the v4.2 since it introduces several improvements for
 security. It is too fresh for the actual generation of smartphone but probably it will
 be added in the next generation.


Also for NFC, all the smartphone listed support it. However, Apple iPhone 6
 limits the usage to some applications but we suppose it will be more open in the
 near future.


Conclusion After this introduction of the devices available we can affirm that all
the solutions presented in Chapter 6 are suitable. The gateway does not represent
a technical issue. The most used smartphone are ready to act as a support device


47
 required in fixed target devices scenario. The SoC for the target devices that combine
 BLE and NFC are available and low-cost.


As final consideration, the recent release of Nordic’s and Broadcom’s SoC indicate
that we moved in the right direction. Our decision to combine BLE with NFC as
secondary channel finds confirmation with the ideas of some of the most relevant
companies producers of electronic devices.
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Conclusion


The starting point of the thesis was to analyze some IoT systems for smart home
 and discover drawbacks in term of security and usability. With the results and test
 obtained, the goal was to propose solutions for the commissioning and bootstrapping of
 constrained devices. Such solutions had to fit security requirements like authentication
 and confidentiality, as well as user-friendliness. The working scenario chosen includes
 target devices enabled with BLE 4.2 and able to communicate with a fixed router
 expanded with 6LoWPAN protocol.


We defined solutions for movable and fixed target devices. In both case, the
 idea was to combine BLE as the main communication technology with NFC as
 the OOB channel to provide authentication. BLE Core Specification 4.2 is the
 current standard and it offers aSecure Connection mode. It provides an high level
 of data security, ensuring confidentiality and integrity for the messages exchanged.


It uses ECDH to exchanged the cryptographic keys and produce a shared secret
 in a insecure channel. The critical point of the procedure is the authentication
 phase. Here we introduced NFC. It offers an high level of security, avoiding risks
 of passive and active eavesdropping. In addition, it increases the user-friendliness
 level in the authentication phase for the final users, removing static passkey entry or
 other manual procedures.


For the movable target case, we propose a BLE 4.2 Secure Connection pairing
 started by an NFC interaction. From the user’s point of view, it means placing the
 target device close enough to the gateway to start the Bluetooth pairing. Similar
 to the fixed target case, but it requires a support device like a smartphone. The
 smartphone, paired via BLE once with the gateway, is the intermediary device. It
 creates secure tunnels between gateway and target. The tunnel can be used to
 exchanged information for a subsequent connection of the parties without risks of
 eavesdrops and attacks.


Future IoT systems for smart home could implement the solutions proposed
49
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in this work. For first, BLE with 6LoWPAN is an advance technology that allow
 tiny devices to take part of the Internet. Compare to WiFi products, it reduces
 cost and power consumption. It is a great advantage since these devices will be
 included in everyday life objects. In addition, the combination with NFC technology
 overcomes the traditional authentication methods, offering an easy to use way to
 securely bootstrap the network of things. The recent spread of such communication
 technologies in smartphone and tablet, as well as the market of new SoC combining
 BLE and NFC, confirm the validity of the results.


Future Work To expand the results obtained, I suggest some future works:


– Try to implement the solutions in order to discover possible technical issues
 and to analyze the performances of the current generation of devices.


– In the fixed target devices scenario we add the smartphone as an important
 requirement. This intermediary device introduces a critical point in the 
 connec-tion chain that we did not consider in this work. A study of the vulnerabilities
 and risks of the smartphone is necessary to have a better overview and avoid
 related risks.


– Move the focus to another low-power radio technology like ZigBee. The
comparison between BLE and another low-power standard could be interesting
to test and evaluate the real benefits of Bluetooth.
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