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                    3.1.1 Software Interaction


UIA (User Interface Automation) is Microsoft’s API (Application Programming Interface)
 to retrieve and send information to application. It is often used to automate tasks 
 involv-ing the GUI (Graphical User Interface). It is also used to provide accessible interfaces to
 people with disabilities. It is supported on Windows XP SP3 and newer[10].


UIA[11] is the technology that has replaced MSAA (Microsoft Active Accessibility).


UIA provides some backward compatibility with MSAA and tries to eliminate the 
 limi-tation in MSAA. The design and goal of both technologies are the same, provide 
 infor-mation about the interface to the user and provide an opportunity to interact with the
 provider application1.


The UI (User Interface) elements are organized as a hierarchical tree, called the UIA
 tree. childs and parent of the three are based on processes, the root element is the 
 desk-top, its childs are usually applications, their descendants are UI elements in the 
 applica-tion, like a textbox, button and so on. Here we can gather names, contents and several
 other useful bits of information. Another important part of our tool is the ability to 
 sub-scribe for events, here we have the ability to be notified whenever a button is pressed for
 example[12].


When registering for events, there are four different categories[13]:


Focus change Event is raised whenever the user changes which element2is in focus.


Property change This event is raised when the property of an element in the tree, or the
 tree itself changes. Some examples are changing the text on a button or elements
 in the three are rearranged. This happens indirectly because of something the user
 did, but on small user action can generate a lot of property changes, this makes it
 hard to correlate with the user action.


Structure change This event is raised whenever a change happened in the tree 
 struc-ture. This can be new button, new menu, close menu, anything that changes the
 UI.


Other Events This is a large category and can mean many different events, some 
 impor-tant events are, button press, menu interaction, changes in edit fields and 
 notifica-tion when new programs are started.


Notification without change


There are some events that may be raised even if the interface has not changed[14], see
 the list below:


1Applications that expose their interface are called providers, while application that retrieve and send 
 infor-mation to the provider are called clients


2An element can be anything the user can see.


• UIA_AutomationPropertyChangedEventId


• UIA_SelectionItem_ElementSelectedEventId


• UIA_Selection_InvalidatedEventId


• UIA_Text_TextChangedEventId


This is not a big problem for us, but it is important to keep in mind that, even if we
 log an event, it isn’t necessarily because of something the user did. We one register for
 the last event, so the remaining should not cause any problems.


3.1.2 Keyboard and mouse interaction
 From Microsoft’s documentation[15]:


A hook is a point in the system message-handling mechanism where an application can
 install a subroutine to monitor the message traffic in the system and process certain
 types of messages before they reach the target window procedure.


There are many types of messages we can intercept, but we are especially interested
 in key presses and mouse actions.


Both mouse events and key events are divided into two categories, high level and
 low level. High level is useful to understand how Windows interpret the message. For
 example in high level we will receive a notification if there is a double click, while in low
 level we only get two fast clicks, but don’t know whether it is a double click or not.



Information gathered with different Windows hooks


Information High level


Transition state X N/A N/R N/R


Extended key X N/A N/R N/R


Injected X X X X


Number of key presses X N/A N/R N/R


Previous key state X N/A N/R N/R


x, y coordinates N/R N/R X X


Wheel N/R N/R X X


Handle to window N/A N/A N/A X


N/A - Not available, N/R - Not relevant, X - included
 Table 1: List of events retrieved from Windows hooking


Table 1[16, 17, 18, 19] shows what kind of information we can get from various
 hooks, divided into low level key and mouse hooks and high level key and mouse hooks.


X means available, N/A means not available, and N/R, means not relevant. Since mouse
and key events generate different data, not all information is relevant to both. This 
ta-ble is meant as a reference for what interesting information we can get using different
methods, it’s not complete.


We only get timestamp from low-level events, gathering an accurate timestamp is
 crucial for the application, using low level hooks, makes this much easier. See section
 6.1.3 for a discussion about time granularity.


Below is a description of each term:


Timestamp: Number of milliseconds since the system was started up.


Press up / down: Key pressed / released, or mouse button pressed / released.


Scancode: Value that says which key was pressed on the keyboard.


Virtual key code: Identifier that Windows uses for identifying keyboard buttons.


Context code: Says whether or not the Alt key is held down.


Transition state: Says whether the key was pressed or released.


Extended key: Says whether it is a function or regular key.


Injected: Says whether the key was computer generated or generated by a human.


Number of keypresses: If the key is held down, this will say how many is sent to the
 OS.


Previous key state: States whether the key is up or down when the message is received.


x, y coordinates: Current placement on the screen.


Wheel: Information related to the mouse wheel.


Handle to window: Handle to the window that received the event.


When we use low level key or mouse hooks we need to process the message fast
 enough, otherwise our hook will be removed on Windows 7 and later[17, 18]. How many
 milliseconds we have to process the message is given inHKEY_CURRENT_USER\Control
 Panel\Desktop. On systems earlier than Windows 7, the message is just passed to the next
 hook.


3.1.3 Windows Certification Programme


Microsoft has a program for certifying applications and programs, when an application is
 certified it is a proof of that it is stable, secure and that it meets the coding standards of
 Microsoft. To see the entire document with requirements we refer to Microsoft’s webpage
 [20] and to our similar checklist that you can find in Appendix C.


The highlights of this document is that the application should:


• Install and uninstall completely to and from the computer


• Respond to system messages in terms of restarts, system interaction


• Have a valid code signature


• The program should be able to distinguish users


• Be compiled with compiler security settings


Tools for testing/certification


In the Windows Software Development Kit (SDK) [21] there is a tool called "Windows
 app certification kit" [22] that analyses application briefly to see if it meets the minimum
 requirements of the windows certification programme. To accomplish the analysis the
 tool needs user interaction to install/uninstall the application. Under the analysis the
 tool observers and analyses the process and behavior of the application being tested.


3.1.4 Package management
 Windows installer


Windows Installer is the native installation and configuration service for the Windows
 operating system. The Windows Installer is a relational database that contains all the
 information relevant for an installation – where the most relevant information is:


• Program files and where they should be installed


• Registry entries, the WI can edit the Windows Registry


• Shortcuts


• Merge modules, some programs may rely on DLLs providing special functionality.


Merge modules is a DLL package that is compatible with different versions of the
 Windows operating system


The extension format for the installer is .msi, this naming convention applies to all 
 ver-sions of Windows. [23] [24] [25]. Orca is a tool [26] developed by Microsoft to edit and
 view MSI-files, by using Orca it is possible to understand and test more specific parts of
 the Windows Installer if that is needed.


To create a Windows Installer we used the WiX Toolset (Windows Installer XML), WiX
 is described in the WiX section of our manual in appendix A.


Windows installer patch


A Windows Installer Patch is a package that contains the transformation between two
 program versions. The extension format for a Windows Installer patch is .msp. The 
 ad-vantage of patching is that these files are smaller than the Windows Installer files, 
 be-cause they just contain the bits that are changed in a product. A clear disadvantage is that
 patches only can change existing files and cannot introduce new files to the installation.


To introduce new files and other features you need an upgrade package (a Windows 
 In-staller package that removes previous versions and installs a new version from scratch).


Certificates


Digital certificates today often use RSA signatures. The owner of a certificate uses the
 information inside the certificate to create a unique hash that is sent with the signed file.


The signature makes it possible for the receiver to verify that the sender is who he says
 he is. As long as the certificate is keep secure, the user can be assured he knows who
 created the installer package. [27].


3.1.5 Remote logging


One part of the task is to send the logs to a central server. There was really only one
requirement, it had to be encrypted. A secondary requirement, implied by other 
require-ments, is that it has to be relatively fast. This leaves us with a lot of different possibilities,
the simplest might be to send complete files over the network. This will give us small


overhead, since we can decide ourselves how much data is sent at any given time. It
 also provides little functionality, since all the data is either in our own format, or in no
 format. To avoid having to design the format ourselves we used a standard protocol for
 the transfer, RFC 5424 (Syslog).


Log transport


RFC (Request For Comments) 5424[28] is the new standard for logging, as of March
 2009, it obsoletes RFC 3164[29], which is the BSD (Berkeley Software Distribution)
 Syslog protocol.


The format for the data is (space inserted for clarity): <PRI>VERSION SP 
 TIMES-TAMP HOSTNAME SP APP-NAME SP PROCID SP MSGID [SP SD-ID + 
 (STRUCTURED-DATA*)] [SP MSG]. Each field means the following:


PRI The priority value of the message, can be used set higher priority on some type of
 messages. This value should be between 0 and 191.


VERSION The version number of the protocol, we use version 1, which is the only 
 ver-sion.


TIMESTAMP Date and time of the message, there are several options for accuracy here,
 but we include milliseconds, as required. The format is:YYYY-MM-DDTHH:MM:mmmmZ,
 where T is a separator between date and time and Z marks the end of the 
 times-tamp.


HOSTNAME This is usually an IP-address, Fully Qualified Domain Name (FQDN), or
 hostname. This is not useful for us, so we use this field for unique ID which we
 generate ourselves.


APP-NAME The name of the application that caused the message. This is only filled if it
 is a software event, otherwise it is empty.


PROCID Should be the process ID of APP-NAME. Is empty unless it is a software event.


MSGID An ID to identify the message. We use this for session and event counter.


SD-ID This is an just an identifier for the structured data. If we create the ID ourselves,
 it must contain ”@” somewhere inside the text.


STRUCTURED-DATA Here we can place data in structured format, each field has the 
 fol-lowing format:data=”qwerty”. The data field should be in seven bit ASCII, while
 the information in quotes should be UTF-8. We can have several of these fields in
 one message. Using this to send data, gives us more opportunities on the server,
 when it comes to parsing and storing the data in a readable format. In other words,
 we are placing the data in context, so any application can read the fields and 
 un-derstand the data, this also conforms to CEE (Common Event Expression)[30] 
 re-quirements for log transport.


MSG The format is UTF-8 or ASCII. Here we can write whatever message we want. If
 the format is UTF-8, we must start the message with \XEE\XBB\XBF.


SP Space (0x32)


So an example of a valid message is:


<191>1 2013-05-15T21:22:23.01234Z belt 12 B [b@1 log="start"] Started logging
 Transport Layer Security


TLS (Transport Layer Security)[31] is a way to provide confidentiality and integrity to
 data transmitted over an insecure network. We use version 1.1, even though version
 1.2[32] is the newest version. The reason for this is that 1.2 is not supported in the
 libraries we use.


The protocol can be divided into two layers, one is the handshake protocol and the
 other is the record protocol. The handshake protocol is based on three properties:


1. Each peer can be authenticated.


2. Secure negotiation of a shared secret.


3. The negotiation cannot be altered without detection.


The record protocol serves as encapsulation of higher level protocols, it has the 
 fol-lowing properties:


1. The connection is private, where the symmetric keys are generated uniquely each
 time.


2. The connection is reliable, the message must include an integrity check.



3.2 Development
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