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                    A list of actors in the use cases are given below:


REST Client An external system interfacing with GRANCONF on behalf of a user or
 independently querying aRepresentational State Transfer (REST) Application 
 pro-gramming interface (API)subject to the same access checks and permission system
 as a regular user.


Logging An external log system. May use a simple file or protocols such as syslog to
 receive logs.


DHCP The DHCP actor is a DHCP server with enough authority to configure properties
 such as bootfile, vendor option or similar as necessary for deployment of a specific
 hosts. This server may also be queried for information about a host.


Administrator The administrator of the GRANCONF system is a user with the 
 adminis-trator role and permission to administer global permissions, users and roles.


User A regular user of the system with access to the system based on their role and
 individual permissions. The user may have multiple roles.


Device A networking device which GRANCONF is supposed to manage.


2.2.1 Administrate Users
 Actors Administrator


Purpose The administrator must be able to add and remove users from the system.


Description


An administrator must be able to add new users to the system or delete/disable
 existing ones, giving them a username, a password and other identifying 
 informa-tion. The administrator must be able to set this password to a new value for account
 recovery purposes.


2.2.2 Administrate Roles
 Actors Administrator


Purpose Use ofRole Based Access Control (RBAC)simplifying access control.


Description


The administrator must be able to create, change or remove roles. These roles may
 have permissions associated with them from the list of permissions.


2.2.3 Administrate Permissions
 Actors Administrator


Purpose Limiting access to the resources and actions which a particular user needs.


Description


The administrator must be able to grant and revoke global permissions to roles and
users. The administrator must also be able to override and change user and role
permissions on objects. Each action has a permission check with the class of the
action (add, change, remove) and the applicable objects or a global check.


2.2.4 Administrate Own Account Information
 Actors Users, REST Client


Purpose Keep user information up to date and change credentials if the user suspects
 compromise.


Description


The user should have a self serviced interface for updating personal information as
 when it changes. The user should also be able to update all information linked to
 their account such as password and name.


2.2.5 Administrate Configuration groups
 Actors Users, REST Client


Purpose Prepare a lab or test for later deployment.


Description


The user should be able to associate pairs of device groups and configurations
 to one configuration group. Adding, viewing, changing and removing these are
 subject to permission checking.


2.2.6 Administrate Device Information
 Actors Users, REST Client


Purpose To be able to add, remove and update information about network devices used
 for deployment.


Description


The user should be able to add or update information about a network device such
 as MAC addresses, static IP addresses, location of the device and other information
 about the device.


2.2.7 Administrate configurations
 Actors Users, REST Client


Purpose Adding and updating configurations used in one or more labs or tests.


Description


The user should be able to create, update, read and delete configurations subject
 to a permission check.


2.2.8 View State of Device
 Actors Users, REST Client


Purpose To be able to get an overview of the device status.


Description


The user should be able to retrieve device information like on/off state and current
configuration deployed to the device as well as error information for the device
for devices the user has privileges to deploy to. The current configuration may be
hidden, if the user does not have permission to view information about the current
configuration, and only the fact that a configuration is deployed shown instead.


2.2.9 Send Log
 Actors Logging


Purpose Send logs for debugging, performance tuning, documentation, and detection
 of malicious behaviour.


Description


Logs must be sent to an external system for handling logs. Critical and important
 events must be logged.


2.2.10 Log in/out
 Actors User


Purpose Authenticate user for privileged access.


Description


An existing user must be able to authenticate itself, increasing privileges in the
 system and later deauthenticate reducing access from the current session of the
 user.


2.2.11 Interface with device


Actors This use case is implied by other use cases and their actors.


Purpose Provide a simple interface between connection modules and the primary 
 sys-tem.


Description


The primary system and connection module must be able to interface. This includes
 selecting the appropriate module and warning the user of any problems.


2.2.12 Deploy to Device(s)
 Actors Users, REST Client


Purpose Deploying a lab or test to the appropriate device or devices.


Description


The user must be able to deploy a configuration or configuration groups to a device
 or devices for labs and tests subject to a privilege check.


2.2.13 Reset Device
 Actors Users, REST Client


Purpose Reset a device to its original state.


Description


The user or client must be able to withdraw a configuration from a device and
revert the device back to a clean state.


2.2.14 Administrate baseline
 Actors Users, REST Client


Purpose Create and update baseline of devices for later verification.


Description


The user and client should be able to create and update baselines associated with
 devices.


2.2.15 Verify State of Device
 Actors Users, REST Client


Purpose Verification of correct deployment and verification of a device in a clean state
 before a test.


Description


The user or client must be able to create a baseline for a device and later verify if
 the device differs from this baseline. This includes active configuration and static
 files on the device and locations where information may be hidden.


2.2.16 Change DHCP Configuration


Actors Dynamic Host Configuration Protocol (DHCP)


Purpose ChangeDHCPinformation as needed to interface with or deploy to a device.


Description


DHCP information should be updated as needed for deployment and removal of
 configuration.


2.2.17 Retrieve DHCP information
 Actors DHCP


Purpose Retrieve information about a host for further configuration.


Description


Retrieve information about a host such as IP address leased to a certain MAC 
 ad-dress or host name and vendor for use when interfacing with a device.


2.2.18 Retrieve Configuration
 Actors Device


Purpose Device fetches its own configuration.


Description


When a deployment module based on a pull system is used the device itself must
 fetch the necessary information and configuration from other systems such as DHCP.


This may be part of interfacing with the device after the device has loaded some
initial configuration.


2.2.19 Connect to device
 Actors Device


Purpose Establish a connection to a device for use by the GRANCONF core for running
 commands, verification or resetting device.


Description


The module may establish a connection to a device for use by the GRANCONF core
for running commands, verification or resetting device.
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