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1 Introduction


At NTNU Gjøvik the networking courses have practical labs with actual equipment. The
 courses are held in a room called the Ciscolab(figure1), which is a networking lab. Due
 to an increase in the number of students attending lab sessions, the sessions have to be
 more densely packed, requiring more automation in terms of preparing and resetting
 equipment. A similar problem applies to practical tests.


For this reason a system for automatic deployment of configurations has been de-
 veloped, named GRANCONF. GRANCONF is short forGRAphicalNetworkCONFiguration.


This report is intended for use in further development of the project and for deploy-
 ing the system securely. The report serves as documentation for the implementation of
 the system and design for functionality which was not implemented. A check-list for
 deploying the actual system can be found in chapter7.



1.1 Project Description


The project consists of developing an extensible system for managing configuration on
 Cisco routers and switches with cross-platform support and a graphical user interface.


The system should be able to configure devices and remove all configuration. It should
 also be extensible by providing a framework for future development.



1.2 Our background


The two members of the group are bachelor students in information security at NTNU.


The group does not have experience with web frameworks or ways of automating config-
 uration processes for network hardware, but both members have previously programmed
 in c++ during the courses Fundamental Programming, Object-Oriented Programming
 and Algorithmic Methods. In addition, both group members are familiar with network
 and Cisco devices through the courses Data Communication and Network Security, Net-
 work Administration and Applied Network Security. Both group members have been
 student assistants in both ”Data Communication and Network Security” and ”Network
 Administration”. Other relevant courses:


Software Security


Needed for secure development practices and built in security, in addition to know-
 ledge of weaknesses and how to secure these.


Data Modeling and Database Systems


Knowledge of database systems which may be used in the project for authentication
 purposes or storage of data. Knowledge of normalisation and alternate data formats
 for consistency and communication with other systems.


Software Engineering


Provides background into methods of development and structure of the project.
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One of the group members has taken this course. The course provides background
 for proper deployment and configuration of the system and simple configuration
 management on servers.


Ethical hacking and penetration testing


Gives insight into threats and potential movement in a compromised system.


Digital Forensics


The knowledge of important data to log.


Introduction to Information Security Risk Management
 Knowledge of risk assessment and measures.


Introduction to Incident Response


Knowledge of incident handling and handling as a supplement to measures against
 an attacker.



1.3 Project goals

 1.3.1 Result goals

The expected results are the creation of a working prototype system for use in configura-
 tion processes of networking equipment in a lab environment and a basic usage manual
 containing requirements of the system, basic workflow and results of each action. The
 prototype should be capable of:


• Deploying configuration and software images to Cisco equipment, primarily Cisco
 routers and switches, from an unconfigured state.


• Possibility of expanding the framework with support for new configuration proto-
 cols and functionality.


• Detecting and removing or resetting information on the devices to an established
 baseline and logging the changes.


• Resetting a device to a blank state and verifying the integrity of the device state.


• Securely store configuration until its deployment, with focus on confidentiality,
 integrity and availability for use with configurations part of an assessment.


1.3.2 Effect goals


• Reduce time required to prepare devices for a lab or test


• Prevent some forms of cheating


• Increased control of task for troubleshooting labs.


• Reduced time between sessions of exams and labs.



1.4 Related work


Work on bootstrap configuration protocols such as ONIE exists to configure devices from
scratch [2], however Cisco devices do not support this protocol [3]. Cisco has also de-
veloped Cisco One Platform Kit which provides an OpenFlow API for several program-
ming languages, but this is not a solution by itself [4,5]. All of these provide the means
to deploy the configuration, but not manage this in a consistent, easy and secure way for
all vendors. Each protocol imposes a different set of restrictions and requirements.
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1.5 Scope


The bachelor thesis will result in a prototype which will be developed for the Cisco
 routers and switches used in the Ciscolab. Support for devices will be modular. Com-
 puter configuration and virtual machines will not be part of the project, but extensibility
 for this will be incorporated. Simple procedures for basic usage will be developed. Some
 configuration of the prototype may not be easily accessible, but pre-configured to work
 in the Ciscolab environment. Secure software development methodologies will be im-
 plemented on an architectural level. The end result will be evaluated with existing lab
 configurations on the equipment.



1.6 Constraints


For the Cisco Network Laboratory (Cisco Lab) a Management System should be de-
 veloped so that the instructor is able to launch all software images and configuration
 files to the Lab devices from a central management console. It should also be possible
 to wipe all configurations of all network devices after a lab exercise within a short time.


This should also be possible during Lab-exercises and services individually to each POD
 (lab working place).


Independent from the former configuration of the Lab devices, it must be possible to


’clean’ the configurations of all devices from the management console. Individual physical
 access to the devices should be avoided. Instructors should be able to prepare the Lab
 devices for several practical exams and skill tests. It must also be ensured that students
 cannot place pre-configured files on any of the Lab devices. This needs a dedicated level
 of security for the whole system and configuration.


In the bachelor thesis a GUI-based management console should be developed and
 implemented. This includes the definition of potential use cases, security concepts and
 policies. This should be able independently for each Lab working place - separation
 of management of Lab PODs. Because students are configuring the network devices
 (routers, switches,firewalls), a scenario must be developed that allows it under several
 conditions to manage all devices as simple as possible.(One example is the possibility of
 a misconfigured config-register).


For the automated Lab distribution (SW-images, config-files, virtual machines etc.) on
 all networking devices, a scenario repository should be developed and implemented. This
 repository should be easily maintainable and new scenarios should be added easily. It is
 mandatory that students have no access to this repository and to the lab management.


An interface has to be realized so that in a later stage the management of the virtual-
 ized PC-platforms in the Cisco Lab will be possible.



1.7 Future development


After the completion of this project further development may continue based on the
needs of the users of the system or by a third party. As such the code must be well
documented and extensible.
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1.8 Technical challenges


Interfacing with the Cisco equipment in a non-intrusive way when resetting tests and
 labs may be difficult due to the need to explicitly enable several management protocols
 in the device configuration. The need for a network connection to the equipment may
 be challenging with complex network topologies. In complex topologies, the configura-
 tion of intermediate devices may need to be changed multiple times. Once to access the
 devices on a different subnet and again to load the intended configuration.



1.9 Project Organization


The project is organized into a leader who coordinate collaboration as well as functioning
 as a regular group member. Group members are the participants who actively work on
 the project. Supervisor has a supporting role when dealing with internal disagreements
 and for consultation.


1.9.1 Leader


Magnus Omland Torgersen
 1.9.2 Group member
 Thomas Sørgård Olstad
 1.9.3 Supervisor
 Erik Hjelmås
 1.9.4 Employer
 Thomas Kemmerich



1.10 Organization of this report


This report is divided in separate sections for requirements, design, analysis, tests, im-
 plementation and moving this system to production usage incorporating security in each
 of these sections.


Figure 1: Photo of Ciscolab
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1.11 Layout and font in this document


Hyperlinks are highlighted inblue.


Inline commands and code are written using asmaler text.


Longer samples of code, scripts and markup are contained in a listing.


1 # E x a m p l e l i s t i n g
 2 # M u l t i p l e l i n e s


Citations are following the Vancouver reference style and contains a hyperlink to the
 full citation [1]. The actual reference is placed as close to the referenced information as
 possible.


Acronyms and words in the glossary are hyperlinked to the glossary entry. Example:


Linux.
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2 Requirement specification


This chapter describes functional, operational and security requirements of the system.


This includes the environment of the system and its limitations. The purpose of writing
 this chapter is to clearly describe the functionality of GRANCONF.
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Figure 2: Use Case



2.1 Use cases


Use cases [6] are used to describe intended behaviour between external actors and the
 system. These describe distinct functionality from the perspective of an external actor
 interacting with the system.



2.2 Actors


A list of actors in the use cases are given below:
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 independently querying aRepresentational State Transfer (REST) Application pro-
 gramming interface (API)subject to the same access checks and permission system
 as a regular user.


Logging An external log system. May use a simple file or protocols such as syslog to
 receive logs.


DHCP The DHCP actor is a DHCP server with enough authority to configure properties
 such as bootfile, vendor option or similar as necessary for deployment of a specific
 hosts. This server may also be queried for information about a host.


Administrator The administrator of the GRANCONF system is a user with the adminis-
 trator role and permission to administer global permissions, users and roles.


User A regular user of the system with access to the system based on their role and
 individual permissions. The user may have multiple roles.


Device A networking device which GRANCONF is supposed to manage.


2.2.1 Administrate Users
 Actors Administrator


Purpose The administrator must be able to add and remove users from the system.


Description


An administrator must be able to add new users to the system or delete/disable
 existing ones, giving them a username, a password and other identifying informa-
 tion. The administrator must be able to set this password to a new value for account
 recovery purposes.


2.2.2 Administrate Roles
 Actors Administrator


Purpose Use ofRole Based Access Control (RBAC)simplifying access control.


Description


The administrator must be able to create, change or remove roles. These roles may
 have permissions associated with them from the list of permissions.


2.2.3 Administrate Permissions
 Actors Administrator


Purpose Limiting access to the resources and actions which a particular user needs.


Description


The administrator must be able to grant and revoke global permissions to roles and
users. The administrator must also be able to override and change user and role
permissions on objects. Each action has a permission check with the class of the
action (add, change, remove) and the applicable objects or a global check.
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 Actors Users, REST Client


Purpose Keep user information up to date and change credentials if the user suspects
 compromise.


Description


The user should have a self serviced interface for updating personal information as
 when it changes. The user should also be able to update all information linked to
 their account such as password and name.


2.2.5 Administrate Configuration groups
 Actors Users, REST Client


Purpose Prepare a lab or test for later deployment.


Description


The user should be able to associate pairs of device groups and configurations
 to one configuration group. Adding, viewing, changing and removing these are
 subject to permission checking.


2.2.6 Administrate Device Information
 Actors Users, REST Client


Purpose To be able to add, remove and update information about network devices used
 for deployment.


Description


The user should be able to add or update information about a network device such
 as MAC addresses, static IP addresses, location of the device and other information
 about the device.


2.2.7 Administrate configurations
 Actors Users, REST Client


Purpose Adding and updating configurations used in one or more labs or tests.


Description


The user should be able to create, update, read and delete configurations subject
 to a permission check.


2.2.8 View State of Device
 Actors Users, REST Client


Purpose To be able to get an overview of the device status.


Description


The user should be able to retrieve device information like on/off state and current
configuration deployed to the device as well as error information for the device
for devices the user has privileges to deploy to. The current configuration may be
hidden, if the user does not have permission to view information about the current
configuration, and only the fact that a configuration is deployed shown instead.
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 Actors Logging


Purpose Send logs for debugging, performance tuning, documentation, and detection
 of malicious behaviour.


Description


Logs must be sent to an external system for handling logs. Critical and important
 events must be logged.


2.2.10 Log in/out
 Actors User


Purpose Authenticate user for privileged access.


Description


An existing user must be able to authenticate itself, increasing privileges in the
 system and later deauthenticate reducing access from the current session of the
 user.


2.2.11 Interface with device


Actors This use case is implied by other use cases and their actors.


Purpose Provide a simple interface between connection modules and the primary sys-
 tem.


Description


The primary system and connection module must be able to interface. This includes
 selecting the appropriate module and warning the user of any problems.


2.2.12 Deploy to Device(s)
 Actors Users, REST Client


Purpose Deploying a lab or test to the appropriate device or devices.


Description


The user must be able to deploy a configuration or configuration groups to a device
 or devices for labs and tests subject to a privilege check.


2.2.13 Reset Device
 Actors Users, REST Client


Purpose Reset a device to its original state.


Description


The user or client must be able to withdraw a configuration from a device and
revert the device back to a clean state.
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 Actors Users, REST Client


Purpose Create and update baseline of devices for later verification.


Description


The user and client should be able to create and update baselines associated with
 devices.


2.2.15 Verify State of Device
 Actors Users, REST Client


Purpose Verification of correct deployment and verification of a device in a clean state
 before a test.


Description


The user or client must be able to create a baseline for a device and later verify if
 the device differs from this baseline. This includes active configuration and static
 files on the device and locations where information may be hidden.


2.2.16 Change DHCP Configuration


Actors Dynamic Host Configuration Protocol (DHCP)


Purpose ChangeDHCPinformation as needed to interface with or deploy to a device.


Description


DHCP information should be updated as needed for deployment and removal of
 configuration.


2.2.17 Retrieve DHCP information
 Actors DHCP


Purpose Retrieve information about a host for further configuration.


Description


Retrieve information about a host such as IP address leased to a certain MAC ad-
 dress or host name and vendor for use when interfacing with a device.


2.2.18 Retrieve Configuration
 Actors Device


Purpose Device fetches its own configuration.


Description


When a deployment module based on a pull system is used the device itself must
 fetch the necessary information and configuration from other systems such as DHCP.


This may be part of interfacing with the device after the device has loaded some
initial configuration.



(22)2.2.19 Connect to device
 Actors Device


Purpose Establish a connection to a device for use by the GRANCONF core for running
 commands, verification or resetting device.


Description


The module may establish a connection to a device for use by the GRANCONF core
 for running commands, verification or resetting device.



2.3 Detailed use case


Detailed use case extends the regular use case with an order of operations the use case
 entails. This is only done for non-trivial use cases.


2.3.1 Interface with device
 Steps


1. Gather local information about device.


2. Retrieve available modules for deployment.


3. Validate local information and required functionality against module requirements
 and remove unsuitable candidates.


4. Choose module based on priority value choosing the first module found with the
 highest priority.


5. Return chosen module for use with the standardized API of the module.


Alternative time lines


A module preference may have been provided by the user changing step 3 and 4 with
 finding and validating the preferred module in the same way as step 3.


Should validation of all modules fail, an error must be raised indicating that no sup-
 ported module was able to interface with the device.


2.3.2 Deploy configuration
 Steps


1. Network device configures itself fromDHCP.


2. Device fetches base configuration fromTrivial File Transfer Protocol (TFTP)server
 specified byDHCPor similar depending on device.


3. Interface with device using telnet or another interface and enable SSH or another
 service for secure connection.


4. Interface using a secure connection.


5. Wipe device over connection.


6. Verify device over connection.


7. Configure device using a secure protocol with a module marked as providing secure
 connection.


8. Disconnect.


Alternative time lines


Device may already have a configuration and skip step 1 and 2. In this case the process
may continue from step 3.



(23)Should any of the steps fail, the step will be reattempted or after 3 failures a noti-
 fication will be shown for the device about it being in an error state requiring human
 intervention.


Device may only need a simple configuration in which case only steps 1 and 2 are
 completed.


Step 3 may be skipped if the device enables such services by default or the base
 configuration is able to enable such services.


2.3.3 Reset device
 Steps


1. Interface with device.


2. Use interface removal function to attempt to remove configuration.


3. Verify device.


4. Attempt to remove discrepancies such as new files on device not in baseline.


5. Verify device.


6. Report any failures to user.


Alternative time lines


Any step failing resulting in an error, should be reattempted if the error is recoverable
 for a reasonable time. If an error is not recoverable or the reattempts has timed out an
 error message should be raised to the user.


Steps 4 may not be supported, if step 4 is unsupported, step 3 and 4 is skipped.


2.3.4 Administrate baseline
 Steps


1. Interface with device.


2. Send a list of commands for verification.


3. Store commands used and results including errors in baseline.


Alternative time line


If the connection fails, raise error to user. Deletion of baseline replaces steps 1-3 with
 removal of baseline from storage. Test baseline causes verification of baseline changing
 validation error of device with validation error of baseline.


2.3.5 Verify state of device
 Steps


1. Interface with device.


2. Retrieve list of commands to use for verification from baseline.


3. Send commands to device.


4. Compare results including errors with baseline.


5. Return ok.


Alternative time lines


If comparison of result and baseline is different, return difference in result which is
shown to the user. If the connection fails, raise error to user.
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 Steps


1. Connect to DHCP-server API.


2. Check if information about host already exists.


3. Create new host with configured information through the DHCP-servers API.


Alternative time line


If host exists in step 2, some non-conflicting information about the host is used as con-
 figuration and the host is deleted.


If the connection fails an error message is raised to the user.



2.4 Abuse cases


Abuse cases are cases in which the security of GRANCONF may be compromised or
 weakened leading to exposure of tests before the time of testing or sabotage of either
 tests or labs negating any benefit of the deployment system. Figure 3is an overview of
 the components and threat actors in each abuse case. A misuse [7] case was not made
 due to the complexity of the existing use case.


2.4.1 Threat actors


Hacker Person attempting to breach the security of the system as a challenge.


Cheater A person taking a test and attempting to obtain an unfair advantage from the
 system.


Saboteur An actor with the intent of sabotaging the system out of malice or for personal
 benefit.


2.4.2 Password guessing attack on login
 Threat actors Cheater, Saboteur, Hacker


Threat Sabotage of resources for testing or labs. Student cheating on test. Hacker shar-
 ing information about future test rendering test useless.


Mitigation Only a limited number of login attempts may be permitted from a source in
 a given time frame. Implementation of two factor authentication may limit viability
 of this attack.


2.4.3 Bypass login


Threat actors Cheater, Saboteur, Hacker


Threat Sabotage of resources for testing or labs, Student cheating on test, Hacker shar-
 ing information for future test rendering test useless.


Mitigation Login must be tested to only allow valid users. An existing authentication
 framework may reduce risk of bad implementation.


2.4.4 Perform action on resource without permission
Threat actors Cheater, Saboteur, Hacker
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(26)Threat Actions may include deployment of, deletion or change of configuration and lead
 to exposure of test resources, denial of service for resource-intensive actions or
 sabotage of a lab or test.


Mitigation All actions which affect a sensitive resource must check permission of the
 user attempting the action. Allchange actionsmust check permissions of the user
 attempting to perform the action.


2.4.5 Obtain sensitive information
 Threat actors Cheater, Saboteur, Hacker


Threat A configuration or other sensitive information is retrieved and exposed to a testee
 giving unfair advantage to the testee. The configuration for a test is exposed to all
 testees before a test rendering the test invalid.


Mitigation Configurations not being deployed are wiped from all parts of the system
 except the storage backend and backups.


Handling Actions which affect the configuration are logged for use in detection and
 forensics.


2.4.6 Intercept configuration during deployment
 Threat actors Cheater, Saboteur


Threat For a test involving troubleshooting the configuration may not be readily avail-
 able to the testee and acquiring this configuration may give the testee an unfair
 advantage. The configuration may also be altered leading to errors in the test or
 wasted time in a lab.


Mitigation The network used for deployment may be closed from external access during
 deployment, mitigating any risk. A deployment method relying on encryption and
 verifying the end device before deployment may allow for detection of an active
 attempt and prevent passive sniffing of communication.


Handling Logging of abnormalities during deployment for use in detection and forensics.


2.4.7 Deny usage of system
 Threat actors Saboteur


Threat Unavailability of system when needed.


Handling Network may be isolated for use during deployment.


2.4.8 Impersonation a user


Threat actors Cheater, Saboteur, Hacker


Threat The threat actor attempts to either copy session information from a legitimate
user and reuse this information, or guess the session key resulting in sabotage of
resources for testing or labs, student cheating on test or hacker sharing information
for future test rendering test useless.



(27)Mitigation Periodic cycling of session keys. Restricting session keys to only be accessible
 in the scope that requires it.


Handling Display a user’s active session allowing the user to log out other sessions.


2.4.9 Trick a user to perform an unintended action
 Threat actors Cheater, Saboteur, Hacker


Threat Threat actor sends a link to a legitimate user which when clicked on may lead to
 sabotage of resources for testing or labs, student cheating on test or hacker sharing
 information for future test rendering test useless.


Mitigation All sensitive actions must be performed from a valid location and the source
 verified.



2.5 Domain Model


The domain model indicates the relationship between the data structures of the system.


See figure 4for the UML relationships and figure5 for the attributes of the model.


SlugField indicates a field with only characters usable in a URL. The BigIntegerField is a
 minimum of 64bit integer.


The domain model only includes the data structures for device management. Addi-
 tional structures may exist as part of authentication, access control or a framework.



2.6 Detailed operational requirements


This section outlines other requirements which are imposed as part of law, the environ-
 ment the system is designed for or as part of the project description which is not covered
 by the use and abuse cases above.


2.6.1 Personal Data Act


The law "Personal data Act [8]" and the "Personal Data Regulations [9]" means that
 personally identifiable data cannot be used without consent. To avoid this problem, any
 personal information that is sent from the application must undergo a de-identification
 that either prevents correlation with individual or remove personal information.


2.6.2 Performance


Must be able to run on a Intel Xeon 3060 processor with 2 cores at 2.4GHZ and 2 GB
 DDR2 memory.


2.6.3 Authentication and Authorization


A requirement of the system is to support a future centralized user database provided
 throughLightweight Directory Access Protocol (LDAP). The system must therefore sup-
 port LDAP as a backend for authentication and retrieval of groups for authorization.


Until such a centralized user system is available the system must be able to function
 independently.


Versions


GRANCONF must be able to run on a 64bit version of Centos 7 and python packages
fromExtra Packages for Enterprise Linux (EPEL)or Centos base repositories.
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(30)Tests and Exams


Must follow Uninet’s best practice on digital exams(UNINETT’s best practice documents)
 [10] UNINET’s best practice on logging and monitoring by digital assessment(UFS149)
 recommends that you should only log what you need, delete logs that no longer have a
 purpose after the exam is over, and store the information securely in an archive.


2.6.4 Licensing


The licensing of GRANCONF has to accommodate future expansion of both open and
closed source projects. Strong copy-left licensing must be avoided. Dependencies have to
accommodate this licensing requirement.
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3 Design


This chapter describes the choice and reasoning of architectural design, reuse of existing
 components and specification for the interfaces exposed to other systems.



3.1 Block diagram


The block diagram (figure 6) illustrates the components of the system and systems
 GRANCONF interfaces with.



3.2 Architectural model

 3.2.1 MVC

Extensions to the application would be simpler with clear separation of concerns.Model
 View Controller (MVC) provides this by separating data and data access in the model,
 client display logic in the view and various handling and business logic in the controller.


This model would be able to separate concerns, but deployment and connection to a
 device would have to be handled by special controllers or a customized model and would
 be difficult to dynamically load and change on the fly.


3.2.2 MVP


A Model View Presenter (MVP) architecture would be similar to MVC, but exposes a
 more layered interface between the view and the model. This would in turn be even
 more decoupled which is desirable to avoid exposing special purpose functions to both
 the view and for internal use.


3.2.3 Repository


The repository model would allow for high redundancy of the system and easy integra-
 tion to the data. The interfacing and extension of the system would however be highly
 complex as only data access would be defined and not access to methods.


3.2.4 Client-Server


A server may serve the primary interface using for example HTTP, bringing support for
 the system to many devices and operating systems. The client would authenticate itself
 to the server and the server enforce permission and access checks.


Client-Server may also be used for a larger scale system with a master and agent,
where the agent performs the connection to and the actions on the device, while the
master serves an interface and stores all the data about the connected systems. Informa-
tion sent between the master and agent would be encrypted and the agent would receive
information on a need to know basis such as sending configuration information only for
devices the agent manage. The agent would either have to poll frequently for updates
and pull changes or the master would have to push to the agent. The connection between
the master and agent would have to be encrypted.
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(33)3.2.5 Conclusion


GRANCONF would be easily extensible by modeling the frontend with MVP. The model
 and controller methods would be able to expose both the data and common API meth-
 ods for integration. Some special processing is exposed through independent controllers
 which implement utility functions used by the view. Serving the view over HTTP would
 allow most devices to use the system and simplify enforcement of access control. The
 model would serve a similar purpose to the repository architecture in providing one con-
 sistent interface to the data.


The master-agent pattern could be implemented in the configuration controller, but
 is not part of this project due to time constraints.



3.3 Choice of controllers


The supplementary controllers implement common functionality. One controller exposes
 functionality for one domain. For example theDHCPcontroller exposes functionality to
 configureDHCPhosts. This ensures separation of concerns and modularity.



3.4 Logical overview


The classes are derived from the underlying framework used. All models inherit the
 model class, the views inherit the view class. Forms inherit the forms class. For simplicity
 figure7does not show these base classes. The controllers do not inherit from any other
 class, but provides an interface to common functionality and user action logic. Where a
 class or group of classes depends on a substantial number the arrow has been drawn to
 the group of classes.


The config controller is a controller responsible for handling deployment of and re-
 moval of configuration to a device and all intermediary systems. It loads a list of modules
 providing device connectivity and chooses which module to use and handles cleanup and
 mass deployment. The modules loaded are subclasses of GRANCONF_module and imple-
 ment methods for discovering module capabilities and support.


For autoselection of module to use for deployment information provided by the mod-
 ule, local system information and stored information about the devices are used in the
 config controller.


Models ensure consistency of data including canonicalization, the controller imple-
 ments the business logic and the presentation validates choices, check permissions and
 notifies the user of status changes. The View is passive in HTML clientside or through an
 application using theREST API.



3.5 Choice of framework


Several web frameworks exist for web applications. Among these, Ruby on rails, Django
 and Flask are some more popular ones on Linux. While frameworks exist for PHP, they
 are not suited for background tasks and long running tasks and have several quirks which
 may lead to security vulnerabilities [11]. All of these frameworks may run on a Centos 6
 machine.


Ruby on rails has the advantage of being a more mature framework used on a num-
ber of websites online. Some required libraries were unavailable at the start of this
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(35)project.Due to the complexity of maintaining and implementing the required library func-
 tionality, doing so was deemed infeasible. In addition, the authors had some knowledge
 of python, while ruby had more complexities to learn.


Flask is a micro framework and unlike Django only provides the bare necessities. The
 framework has few security features, and leaves all database logic to the programmer.


This may lead to a lot of custom SQL logic, mapping SQL and tables to objects and
 classes. The lack of an ORM with sanitation of data and lack of other web protection
 mechanisms made this framework too time consuming to use.


Django provides an Object-relational mapping (ORM)(Object Relationship Mapper),
 which maps objects to the database, handling this transparently in addition to sanitation
 of data. TheORMof Django helps enforce correct data and database sanitization. Each
 model is stored in the database and requires a datatype which is either closely linked to
 database types or a derived type with a validator. One example is the MACAddressField
 type, which is stored either as an integer or a string. The data is stored as a string, but
 access to the object retrieves the value in EUI48 format and input is provided as a string
 and validated as either EUI48 or another common mac address format and normalized.


Django also provides middleware andAPIs for forms and protection against common
 web attacks such asCross-site request forgery (CSRF)andCross-site scripting (XSS). The
 framework is actively maintained with security updates provided in the major distribu-
 tions of linux. The framework also incorporates logging backends and create, update and
 delete operations on an object is logged, and new actions may be added and logged.


Django was chosen due to the ORMhandling in Django and the exchangeable au-
 thentication backends considering the requirement of a futureLDAPbackend, as well as
 library support.



3.6 Components


The system consists of a database backend for data storage, a connection module hand-
 ling multiple kinds of connections to a device semi automatically and a frontend for
 deployment and verification of device integrity.


The database backend is interchangeable and should provide secure storage and com-
 munication with the database should be encrypted.


The frontend contains all business logic, display logic and models used to interface
 with the database according to theMVP-pattern.


The system could increase scalability by separating out the interfacing with devices
 to a separate agent. To facilitate a move to an agent pattern, the interface between
 the primary system and deployment logic will be kept small and consistent. A separate
 agent may run on a remote system and communicate with the primary system using en-
 crypted communication. This prevents eavesdropping on configuration files being moved
 between systems and Man in the middle (MITM)-attacks. The agent must authenticate
 itself to the server and the server must be trusted by the agent to avoid anMITM-attack
 orspoofing attack.



3.7 Connection to DHCP Interface


The equipment use IPv4 addresses and obtain basic network configuration using DHCP.


The DHCP options bootfile, vendor-options and next-server are used by the equipment
 to obtain further configuration and in some cases software images [12].


The environment of the system is to be deployed in is already using ISC DHCP [13]


server. ISC DHCP is one of two available DHCP servers in the CentOS 7 base repositories
the other being DNSMASQ [14]. DNSMASQ does not have an external API, making it dif-
ficult to dynamically configure hosts. In addition, DNSMASQ integrates several services



(36)which may conflict with existing services.


ISC DHCP provides an API [15] for dynamic configuration of hosts. This API provides
 functionality to perform basic create, read, update and delete hosts, leases, groups and
 other objects on the DHCP server. Python provides bindings to this API reducing the
 amount of code needed.


A newer DHCP server KEA [16] is being developed as a successor to ISC DHCP and
 has not made it into the CentOS base repositories.


In the target environment several other systems interface with the ISC DHCP server
 through its API. This server is broadly available and provides bindings in python which
 is the programming language chosen for GRANCONF. This makes ISC DHCP the ideal
 choice for DHCP server.



3.8 REST-API


For extension of GRANCONF from external systems aREST based API will be offered.


This API permits other independent systems written in other languages or with REST
 integration to extend GRANCONF. The REST scheme is implemented with the partial
 URL pattern beginning with ”/rest/” followed by a version indicator ”version/1/” and
 the object type to manipulate or retrieve and the object id. All data is passed as JSON
 due to its widespread support and simplicity unless otherwise noted. ”type” refers to the
 name of the model. Only the following models are directly manipulated through the type
 attribute:


Config This is the configuration and does not accept a POST without an ID. The ID is
 the name of the configuration.


DeviceStatus This is a query only resource providing status information for each device.


Access is granted to this resource if read access would be granted for the corres-
 ponding network device. The ID refers to the device for which the status is to be
 obtained for.


NetworkEquipment Behaves according to the standard URL patterns, but does not sup-
 port creation of a new resource with a predetermined ID. This model also exposes
 the underlying networkInterface model.


EquipmentGroup Follows normal URL patterns, but aggregated network equipment are
 linked using the ID in a list.


ConfigGroup Follows normal URL patterns. Requires a provided ID when creating.


The basic patterns and actions are outlined in table1.


GET /rest/version/1/type Retrieve list of the objects of ”type”


the API user has access to.


POST /rest/version/1/type Create object of ”type” with ID de-
 termined by the server.


HEAD /rest/version/1/type/id/value Retrieve metadata for object of


”type” with id ”value”.


GET /rest/version/1/type/id/value Retrieve object of ”type” with ID


”value”.


POST /rest/version/1/type/id/value Update object of ”type” with ID


”value”.


PUT /rest/version/1/type/id/value Create object of ”type” with ID


”value”.


DELETE /rest/version/1/type/id/value Delete object of ”type” with ID


”value”.



(37)PUT /rest/version/1/type/id/value/state Set state of resource of ”type” with
 ID ”value”. This only applies to ob-
 jects that support this.


Table 1: Rest patterns
 3.8.1 Authentication


REST may authenticate in different ways using OAUTH 1 and 2 [17,18], Basic and digest
 authentication or using a custom mechanism such as an API key. Neither Oauth1 or Digest
 authentication send the credentials over the wire while both OAuth 1 and 2 provide
 scoped access permission to the client, so the API may only have access to a subset of the
 resources the user has.


OAUTH 1 has verifies signatures which prevents tampering with requests. The veri-
 fication is cheap on most modern hardware with a instruction set which can accelerate
 cryptographic functions, however the hardware available to this system does not support
 this and may as a consequence be too slow.


OAUTH 2 provides a lot of the same features as OAUTH 1, however anti tampering
 is left to SSL which may have a long running session only performing the expensive
 key exchange once before establishing symmetric encryption with a fairly cheap stream
 cipher.


Basic and digest authentication offer a simple way to authenticate, however they re-
 quire keeping the username and password of the user constantly available on both the
 client and server. The server does not filter access on any other attribute than user permis-
 sions. This may work for a client interfacing directly with the system with huge amounts
 of permissions, but for a typical user the API client would receive more permissions than
 needed.


A custom authentication method would not be supported by all REST clients and
 would require additional logic to handle. While the use of JSON could be used as an
 argument for authentication mechanisms such as JSON Web Tokens, which is a newer
 authentication standard [19]. Doing so would restrict the number of clients and existing
 systems capable of using the interface. To ensure the broadest compatibility such custom
 mechanisms will not be implemented, but may be added later.


OAUTH 2 provides a reasonable restriction of privileges, is well supported by libraries,
 provides an access token for usage which is unique to the client and does not consume
 unreasonable amount of resources to validate the request. In addition, OAUTH 1 supports
 a more extensive verification mechanism, but will be disabled in the default configuration
 for GRANCONF due to the high cost on older systems.


3.8.2 GET /rest/version/1/type


This request produces a JSON object containing a list of objects with an ID and a display
 name of ”type”.


1 {


2 {


3 id : ’ id ’,


4 d i s p l a y N a m e : ’ D i s p l a y N a m e ’
 5 } ,


6 ...


7 }


3.8.3 POST /rest/version/1/type


This request creates a new resource and redirects the client to the GET URL of the newly
created object. The fields of the POST request is either one data field with the JSON



(38)encoded object matching the same parameters as returned by a GET to the same resource
 type.


3.8.4 HEAD /rest/version/1/type/id


This request returns only the metadata from a normal GET request.


3.8.5 GET /rest/version/1/type/id


This request returns a JSON object with all the attributes of the object and either links
 to connected models or embedded component attributes such as network interfaces of a
 network device.


1 {


2 a t t r i b u t e : ’ v a l u e ’,
 3 a t t r i b u t e 2 : ’ v a l u e 2 ’,


4 ...


5 c o m p o s i t e A t t r i b u t e : {


6 {


7 s u b A t t r i b u t e : ’ s u b V a l u e 1 ’


8 } ,


9 {


10 s u b A t t r i b u t e : ’ s u b V a l u e 2 ’


11 } ,


12 ...


13 }


14 }


3.8.6 POST /rest/version/1/type/id


Submit resource as a JSON encoded object with the attributes to be updated matching
 the ones returned by a GET request for the resource.


3.8.7 PUT /rest/version/1/type/id


Submit resource as a JSON encoded object with the attributes matching the ones re-
 turned with a GET request for the resource type.


3.8.8 DELETE /rest/version/1/type/id


Delete the resource with the provided ID. The response code should indicate success (2xx
 code) or failure (4xx code).


3.8.9 PUT /rest/version/1/type/state


Determines the idempotent state of the resource. State information is provided in a JSON
 object. Example:


1 {


2 d e p l o y e d : ’ d e p l o y e d ’,


3 ...


4 }


3.8.10 Network device


The Network device has handling of state information.


PUT /rest/version/1/type/id/value/state


Set a state for the device such as deployed or withdrawn. This is determined by the
attribute ”deployed” and a value of ”Deployed” or ”Withdrawn”. The configuration must
be passed by ID in the ”configuration” attribute.



(39)1 {


2 d e p l o y e d : ’ D e p l o y e d ’,
 3 c o n f i g u r a t i o n : ’ 1 ’
 4 }


3.8.11 Configuration groups


Configuration groups are treated as pairs of equipment groups and configurations.


1 {


2 n a m e : ’ n am e ’,


3 d e s c r i p t i o n : ’ L o n g d e s c r i p t i o n \ n m u l t i p l e l i n e s ’,
 4 c o n f i g u r a t i o n E q u i p m e n t P a i r s : {


5 {


6 E q u i p m e n t G r o u p : ’ id ’,


7 C o n f i g : ’ id ’


8 } ,


9 ...


10 }


11 }


PUT /rest/version/1/type/id/value/state


Set a state for the configuration group such as deployed or withdrawn. This is determined
 by the attribute deployed and a value of ”Deployed” or ”Withdrawn”.


3.8.12 Response code


The request for resources from the server will return a different response code depending
 on the result of the request. The response codes are the same as used by the Django REST
 framework [20].



3.9 Interfacing with device


The connector to network devices is implemented as a separate module. This section
 attempts to discern which protocols should be implemented to support the most common
 usage scenarios as well as the broadest range of devices. Since most of the equipment in
 the target environment of this system are Cisco devices with IOS, the section will compare
 some proprietary methods of interfacing with the devices and the interfacing is written
 from the perspective of interfacing with a Cisco IOS device. Security and efficiency of the
 different methods of interfacing with a device are discussed.


3.9.1 Discriminating devices for complex configurations


The devices must be discriminated based on a identifier. The mac address is the only
 common identifier accessible from the device at an early stage remaining mostly unique
 to each device. Testing of Cisco 2960 switches revealed that the device does not use
 the base MAC address, but rather an offset which is consistent across reboots, but is
 independent on the VLAN of the device. This has also been observed by others [21].


3.9.2 Deployment of OS images


Network devices may load a different software image depending on bootloader of the
device and vendor. Multiple vendors support or are adding support for the newerOpen
Network Install Environment (ONIE)protocol for switches, however Cisco does not yet
support this. [3] Cisco devices support deployment throughTFTP, or copying the image
to the flash memory using either commands or protocols such as Secure Copy (SCP)
when both SSH and SCP are enabled [22]. If the file is copied, a command must be
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