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                                                                                        2.2 Authentication of Servers

                                                                2.2.1 The domain name system

                                
                    In the beginning when the internet was small, the users could remember
 the IP-addresses for their services. This is no longer the case. To find
 our way around the internet we have to use the Domain Name System
 (DNS). The domain names in this system are just pointers to IP-addresses
 and work like a public distributed hierarchical one-way phone book.


Lookup of the IP-address to the related domain name, might be harder.


It requires that a reverse DNS pointer is added. Such a pointer has to
be added by an internet service provider that owns the IP-address. For
instance such a pointer is added for the IP-address 129.240.8.200. In the


Root level Top level Second level Mid level Sub level


. (root)


com example www


no


uio


ifi
 mn


priv test www


uk


org nominet www


co ebay www


Figure 2.3: The hierarchical domain name system


DNS the domain name "200.8.240.129.in-addr.arpa"2 returns a pointer to
 www.uio.no.


It is not mandatory to have a reverse pointer. Because one web server
 can host thousands of domain names the pointer is often impractical to
 maintain. However there are services on the Internet that provide such
 information even if the reverse record does not exist. The information is
 gathered in databases by saving which IP-address a domain name points
 to.


The hierarchy


The root domain is controlled by Internet Assigned Numbers Authority
 (IANA)3. They are the top of the hierarchy and have distributed the
 control of each top level domain name to countries, territories and private


2The IP-address is written in reverse in the domain name to be able to delegate ranges
 of IP-addresses to different name servers.


3http://www.iana.org/


agencies. For instance.comto the company Verisign4,.noto Norway where
 UNINETT Norid AS5 is the appointed registry by the government and
 .asto American Samoa handled by AS Domain Registry6. Some top level
 domains have a second level of domain names, with special use like.co.uk
 intended for commercial enterprises [61] and .priv.no is only for private
 individuals registered in the Norwegian National Register [6]. A part of
 the DNS structure is shown in Figure 2.3 on the preceding page.


There are also companies that sell sub domains without being 
 connec-ted to the official registries, e.g. .co.no where a company have bought the
 rights to theco.nodomain name. They have made it possible for anyone to
 register sub domains for this domain name [12], giving foreign companies
 the opportunity to register a "Norwegian" domain name.


It is easy to register a domain name and they can be quite similar to
 already existing domain names. Different companies often have the same
 name in different domains, e.g. telenor.no and telenor.se. Such naming
 schemes make users more accustomed to see other domain names for the
 same service or services from the same entity.


DNS poisoning


It is possible to corrupt a domain name server cache, making subsequent
 queries to the DNS return wrong data. A corruption like this would make
 the client connect to a bogus and in most cases malicious server. To explain
 how this happens we first need to know how a DNS server works.


When a DNS-resolver queries aName Serverfor a DNS-record, it sends
 a UDP-packet with a unique 16-bit identifier. The server response includes
 this identifier to match up the reply to one request. The identifier is
 included since several requests can be running at the same time and the
 system needs a way to distinguish one request from the other. The result of
 the query is cached for some time to not overload the Name Server [59].


It is the 16-bit identifier that is used by attackers to insert false
 records into the DNS cache. An attacker can send numerous malicious
 UDP-packets which looks like a DNS-response packet, all with different
 identifiers. One of these might have the same identifier as an open query
 on the DNS-resolver. If it happens the DNS server will cache the response
 and return it to every system using it as a resolver.


DNSSEC


The solution for most of the security problems in DNS, such as poisoning,
 is Domain Name System SECurity Extensions (DNSSEC). The DNSSEC
 system cryptographically ensures the integrity of the response and makes
 it nearly impossible to forge a response. If the validation of the integrity
 fails, the DNS servers return the same error as if the record did not exist.


Faults in DNSSEC cannot be temporary accepted by the user as it can with


4http://www.verisigninc.com/


5http://www.norid.no/


6http://www.nic.as/


certificate faults in Hyper Text Transfer Protocol over Secure Sockets Layer
 (HTTPS). We will give a short introduction to how DNSSEC works. The
 different elements used is described in Table 2.1.


RR Resource Record


RR is an entry in the DNS-system. Depending on the type, it
 points to resources or data.


RRSIG Resource Record Signature


RRSIG is a special resource record containing the signature
 for one ordinary RR. It is returned at the same time as the RR
 is validates.


DNSKEY Domain Name System Key


DNSKEY is the resource record where the public part of keys
 is saved, e.g. ZSK and KSK. It also has an accompanying
 RRSIG.


ZSK Zone Signing Key


ZSK is the key used to sign the resource records. It has a
 PrivateandPublicpart.


KSK Key Signing Key


KSK is used to sign the ZSK. It has aPrivateandPublicpart.


DS Delegation Signer


DS is a record stored in the parent Zone with a HASH of the
 public part of the KSK.


Table 2.1: Short descriptions of elements used in DNSSEC.


Every RR in the zone is signed with a private key. The validation
 process of DNSSEC is quite simple and described in [4, 5]. Each RR in
 DNS has a RRSIG, which contains the signature for the current RR. The
 signature can be authenticated with the ZSK, which is a public key stored
 in a DNSKEY record. The DNSKEY record containing the ZSK is signed
 with the KSK, available in another DNSKEY record. The record containing
 the KSK is self signed. To verify this key, a digest of the KSK is stored in a
 DS record in the parent DNS zone, which in turn has its own RRSIG. The
 process iterates all the way up to the root. In Figure 2.4 on the following
 page it is shown which record validates the next. The loop on the right side
 of the DNSKEY indicates that it is self signed.


The difference between the KSK and the ZSK is that the ZSK is used
 often, for every DNS RR and every change in the DNS zone. While the
 KSK only signs the ZSK. It is also reflected in how long these keys are
 active. The ZSK might be changed once every 2 to 3 months, while the
 KSK once every year. It would have been possible to just have one key in
 the DNSSEC-standard. There is several motivations for having two keys:


To minimise the number of times an administrator needs to update the key
in the parent DNS-server. The KSK can be stronger without impacting the
performance (as it only signs a small amount of data). The KSK can have a
longer lifetime and can be saved in a more secure place then ZSK [49].


DNSKEY


Figure 2.4: DNSSEC signing/validation chain for example.com
 In such a system, it is important that the key verifying the root7 (the
 DNSKEY with a double line in Figure 2.4) is correct. Root KSK is the
 public key and trust anchor for the root. It is where the system goes from
 mathematically provable to depend on trust. A normal user will not have
 any knowledge about this key and will trust their web browser and local
 domain name server to have the right key. If a person wants to check the
 validity of the root KSK, he or she can validate it with the public key of
 a trusted person that have signed the root KSK. Numerous people have
 signed the root KSK and can personal attest to its authenticity. Many
 of them was present when the root key-pair was generated (including
 personnel from IANA [75]).


It has taken some time for DNSSEC to be implemented and supported
 in different systems. The DNSSEC Root Key Signing Key was not
 generated before June 2010.


Some registries have worked to get up the number of domain names
with DNSSEC activated. One of these is .SE (top level register for .se
domain names [26]). They held a campaign in December 2011 offering
cheaper domain names if DNSSEC was enabled, for both new registrations
and renewals. Over the year 2011 .SE went from 4 299 domain names with
DNSSEC to 171 650 [27]. The Norwegian .no domain will not be signed
before the end of 2013. DNSSEC will probably not be available for the
holders of .no domains before in 2014.
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