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                    The OffPAD can use several communication interfaces, at the same time
 the interfaces available on the computer is limited and a browser plug-in
 could probably only use one.


It requires a service running on a computer that can communicate with
 the OffPAD. It should be able to do this over different communication
 interfaces available on the computer, as there is no standardised interface to
 the OffPAD. The service should also give a single interface for applications
 on the computer to connect to.


How this communication is done should be standardised and generic to
allow multiple computer applications to access multiple devices with their
set of services.
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Appendix A



Acronyms


AJAX Asynchronous JavaScript and XML.


APWG Anti-Phishing Working Group.


BankID Norwegian On-line banking identification.


CA Certificate Authority.


CDN Content Delivery Network.


CRL Certificate Revocation Lists.


CSAADF Child Sexual Abuse Anti Distribution Filter.


DANE DNS-based Authentication of Named Entities.


DDoS Distributed Denial of Service.


DNS Domain Name System.


DNSKEY Domain Name System Key.


DNSSEC Domain Name System SECurity Extensions.


DoS Denial of Service.


DS Delegation Signer.


HART Highway Addressable Remote Transducer.


HTTPS Hyper Text Transfer Protocol over Secure Sockets Layer.


IANA Internet Assigned Numbers Authority.


ISP Internet Service Provider.


KSK Key Signing Key.


LUCIDMAN Local User Centric ID Management.


MTC Mobile Threat Center.


NFC Near Field Communication.


NIDS Remote Network Driver Interface Specification.


NIST National Institute of Standards and Technology.


OffPAD Off Personal Authentication Device.


OSI Open Systems Interconnection.


OTP One Time Password.


PAD Personal Authentication Device.


PIN Personal Identification Number.


PKIX X.509 Public-Key Infrastructure.


RFID Radio-Frequency Identification.


RR Resource Record.


RRSIG Resource Record Signature.


SSL Secure Sockets Layer.


TOFU Trust-On-First-Use.


URI Uniform Resource Identifier.


URL Uniform Resource Locator.


USB Universal Serial Bus.


XSS Cross-Side-Scripting.


ZSK Zone Signing Key.



Appendix B



Requirements To Petname Systems


There we have listed the different requirements and properties related to a
 Petname System.


F1. A Petname System must consist of at least a Pointer and a Petname.


F2. Nickname is optional.


F3. Pointers must be strongly resistant against forgery so that the
 Pointer can not be used to identify a false entity.


F4. For every user there must be a bi-directional one-to-one mapping
 between the Pointer and the Petname of each entity.


Table B.1: Functional Properties [22]


F4. For every user there must be a bi-directional one-to-many mapping
 between the Petname and the Pointer of each entity only if these
 pointers refer to the same entity, otherwise a bidirectional 
 oneto-one mapping between the Petname and Pointer of each entity has
 to be enforced. That is, the same Petname can be used for different
 pointers only if all these pointers refer to the same entity.


Table B.2: New Functional Property [23]


A1. Users must understand which security actions are required of
 them.


A2. Users must have sufficient knowledge and the ability to take the
 correct security action.


A3. The mental and physical load of a security action must be tolerable.


A4. The mental and physical load of making repeated security actions
 for any practical number of instances must be tolerable.


Table B.3: Security Action Usability Principles [44]


SA1. It is the user who must assign the Petname for each Pointer.


SA2. Users must assign the Petname for the Pointer with explicit
 action.


SA3. As the relationship between the user and other entities evolve,
 the user should be able to edit the previously applied Petname
 for a Pointer to a new Petname.


SA4. Suggestion on the Petname based on the Nickname can be
 provided as an aid for the user to select a Petname for a Pointer.


If the Nickname is missing, other criteria could be chosen for the
 suggestion.


SA5. If a suggestion is provided and the user wants to accept it as the
 Petname, then he must do so with explicit action.


SA6. Petname Systems must make sure that the user-selected, created
 or suggested Petname is sufficiently distinct from the Nickname
 so that the user does not confuse them with each other.


SA7. Petname Systems must make sure that the user-selected, created
 or suggested Petname must be sufficiently different from existing
 Petnames so that the user does not confuse them. This is needed
 to reduce the risk of mimicry of the Petname upon which the
 security of the Petname System largely depends.


SA8. If the user chooses a Petname that may resemble a Nickname or
 other Petnames, he should be warned explicitly.


SA9. The User should be alerted to apply a Petname for the entity that
 involves in highly sensitive data transmission.


SC1. The Pointer and the corresponding Petname must be displayed at
 all times through the user interface of the Petname System. This
 will make the user confident about his interaction and help to
 draw the security conclusion easily.


SC2. The Petname for a Pointer should be displayed with enough
 clarity at the user interface so that it can attract the user’s
 attention easily.


SC3. The absence of a Petname for a Pointer should be clearly and
 visually indicated at the user interface so that the user is surely
 informed about its absence.


SC4. The visual indication for suggested Petnames and Nicknames
 should be unambiguous enough so that the user does not confuse
 them with each other.


SC5. The warning message that will be provided when there is a direct
 violation of any of the above properties should be clear enough so
 that the user can understand the problem and take the necessary
 security action.


Table B.4: Security Usability Properties [22]


C1. Users must understand the security conclusion that is required for
 making an informed decision.


C2. The system must provide the user with sufficient information for
 deriving the security conclusion.


C3. The mental load of deriving the security conclusion must be
 tolerable.


C4. The mental load of deriving security conclusions for any practical
 number of instances must be tolerable.


Table B.5: Security Conclusion Usability Principles [44]



Appendix C



Phishing Sites Compared With The Original


The following screen shoots of web sites on the next pages. The fake sites
had only one function; ask for user name and password and return invalid
password. They were also as like as possible to the original. The work done
is nothing more then what any attacker could replicate.



C.1 Facebook


Figure C.1: Real Facebook site


Figure C.2: Fake Facebook site
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