

  
    
            
        
      
      
        
          
        

        
          
            
          
        
        
          
            
              
                
              
            

            
              
                
                  Siste søk
                

              

                
                  
                      
                      
                        
                      
                  

                
              
                No results found
              

            

          

          
            
              

                
              
            

            
              
                Tags
              

              
                
                  
                      
                  
                
              

              
                

              

              
                No results found
              

            

          

          
            
              
                
              
            

            
              
                Dokument
              

              
                
                  
                      
                  
                
              

              
                

              

              
                No results found
              

            

          

        

      

    

    
      
        
          
        
      
              

                        
  
  

                
            
            
        
        Norsk
                  

                        
  

                Last opp
                        
          
            
            
              
                Hjem
                
                  
                
              
              
                Skoler
                
                  
                
              
              
                Emne
                
                  
                
              
            

          

        


        
          Logg inn
        
        
        
        
        
          

  





  
    
      
      	
            
              
              
            
            Slett
          
	
            
              
              
            
          
	
            
              
                
              
              
            
          
	
          

        
	No results found


      
        
          
        
      
    

  







  
        
        
    
                
            
                
                    
    	
                                    
              Hjem
            
            








	
                          
                
              
                        
              Annet
            
            


                    Reported computer crime incidents and consequences
                

                                    
                        In document
                        
    07-02558
                        (sider 30-34)

                    

                            
            
                                                                                        4 How vulnerable are Norwegian Enterprises for outages in  Internet services and how serious are the consequences of

                                                                4.2 Reported computer crime incidents and consequences

                                
                    The number of reported computer crime incidents in the survey are presented in Table 4.1 and 
 organized according to the taxonomy, see Figure 3.1. We observe that the number of real 
 malware infections surpasses the number of all other reported incidents in the survey. After 
 malware infections, theft of computer equipment is most common. It must be emphasized that 
 outliers are included in the reported statistics. What to do with the outliers were discussed at one 
 meeting of the Computer Crime Committee, and the committee decided to include the cases that 
 reported exceptional large number of incidents after comparing the findings with previous 
 surveys and discussing the findings with Perduco. This decision has later been criticized in a 
 master thesis at Gjøvik [29]. The author emphasized that if the outliers were excluded, the total 
 number of computer crime incidents would be reduced from 2079 to 1386, hence reducing the 
 dark numbers. She also argued that the outliers were typing errors and should not be included at 
 all. Including or excluding outliers affects the numbers of malware infections, DoS attack and 
 hacking. Removing the outliers change the internal ranking of the top three threats from 1) 
 malware infections, 2) theft of IT equipment and 3) hacking to 1) malware infection, 2) theft of IT 
 equipment and 3) IT-misuse. 
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If we add this uncertainty to the challenge of detecting computer crime incidents, it becomes 
 apparent that the reported incidents, at best, provide an indication. This is also one of the 
 challenges of using these answers for further analysis.  


Table 4.1 The number of reported computer crime incidents sorted according to the taxonomy 
 Taxonomy 


category 


Computer crime incidents  The number of 
 reported incidents 
 during last 12 moths 


Number of 
 responses (N) 


Misuse/abuse of IT resources  94  493


Individual 


Threats to attack the IT 
 systems (extortion attempts) 


33 537


Architecture DoS attack  149  493


Hacking 226 532


Unauthorized copying of data  7  506


Unauthorized 


altering/deletion of data 


88 516


Illegal distribution of data  13  495


Internet fraud by using credit 
 cards 


31 547
 Software 


Viruses, worms and Trojans  1118 534


Physical 
 security 


Theft of IT equipment  320  587


All categories  2079 


If we then study the percentages of enterprises attacked within each computer crime category, we 
 see that malware infection and misuse/abuse is the most common computer crime incidents. From 
 this comparison we can also observe that those enterprises that have reported theft of data 


equipment, have reported several theft incidents. Those reporting misuse/abuse report fewer 
 incidents per enterprise. 


Table 4.2 Percentage of enterprises that have reported incidents 
 Taxonomy 


category 


Computer crime incidents  Percentage of 
 enterprises 


Number of 
 responses (N) 


Misuse/abuse of IT resources  8.8  493


Individual 


Threats to attack the IT 
 systems  


0.6 537


Architecture DoS attack  4.6  493


Hacking 3.9 532


Unauthorized copying of data 
 (theft of data) 


1.2 506
 Unauthorized altering/deletion 


of data 


5.2 516


Illegal distribution of data  1.6  495


Internet fraud by using credit 
 cards 


1.3 547
 Software 


Viruses, worms and Trojans  35.2 534


Physical security  Theft of IT equipment  26.1  587


All categories 
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The 2005 FBI Computer security Survey [2] and the Australian survey [11] show a higher 
 percentage of attack (virus infection and theft) compared to the Norwegian survey even when 
 outliers are included. One possible explanation is that larger organizations have more users and 
 complex networks, and are thus more exposed. What are the consequences of computer crime 
 incidents? The Norwegian survey measures the consequences as time to restore the system after 
 an attack. The results in Figure 4.3 show that threats, illegal distribution of data and theft of 
 computer equipment have the most serious consequences, which was also most costly to recover 
 from. 


0 % 50 % 100 %


Attack threats
 Theft of IT
 equipment
 Illegal distribution
 Virus/worm/Trojans
 Hacking
 Unauthorized
 alteration
 Theft of data
 Misuse/abuse
 DoS
 Credit Card fraud


Prosentandel virksomheter


<one hour


<one day
 2-3 days
 4-7 days
 1-4 weeks


> 1 month
 Never recovered


Figure 4.3 Consequences of different computer crime incidents – time to recover 
 Figure 4.4 shows that the majority (67.2 %,) of the enterprises reported extra work as a 


consequence of computer crime incidents. As much as 28.9% did not report consequences at all. 


Loss of reputation is reported by just 0.6% of the enterprises that answered the question. This is 
 very low in contrast to the findings of foreign surveys [11][12]. 
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0,6


Figure 4.4 Consequences of computer crime incidents, multiple answers (N=341) 


Studying the economic consequences, the data shows that few enterprises report huge losses. The 
 Norwegian losses are small compared with losses documented by foreign studies. As much as 
 55% of those answering the question on economic losses report to have no economic losses at all.  


Table 4.3 Economic consequences: costs and losses (N=209) 


Cost interval  Percentage of enterprises N
 No costs or losses  55,5 116


1000-9999 NOK  9,1 19


100000-19999 NOK  7,7 16


20000-39999 NOK  9,6 20


40000-59999 NOK  10,5 22


60000 NOK  7,7 16


Table 4.4 shows the number of responses to the questions about perpetrators and how many times 
 the perpetrators were detected. We see that own employees constitute a considerable contributor 
 to computer crime incidents. Also consultants are a risk factor. But the high number of 


unidentified perpetrators also illustrates the difficulties in identifying and catching the perpetrator. 


Table 4.4 Who are the perpetrators?  


Perpetrator 


Number of times the 
 perpetrator were detected  


Number of responses 
 (N)


Own employees  155 116


Consultants/service 26 19


External 220 101


Unknown 448 169


Total 849
 Summary: 


•  Due to large uncertainty in the reported numbers the reported incidents provide an 
 indication rather than an exact answer. Malware infection and theft of IT-equipment are 
 the two most common incidents reported in the survey, even when outliers are removed. 


•  It is difficult to identify the perpetrator when security breaches are detected. When 
 identified, insiders are a significant threat although external actors dominate. 
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•  The reported economic losses are low. 30% of the enterprises that answered the question 
on consequences of computer crime incidents reported no consequences at all. The most 
frequently reported consequence is extra work. 
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