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Design


This chapter outlines the architecture and design of the system based on the
 background knowledge in Chapter 2 and the functional and non-functional
 requirement stated and described in Chapter 3.



4.1 System Architecture


In Chapter 3, the system model was presented and shown to consist of three
 distinct units. The presentation of the system architecture will be structured
 around these units.


4.1.1 Frontend


There are mainly two approaches to how an end-user can access their personal
 data. Either an end-user can access her personal data directly on the 
 web-services sites. The functionality available will then depend on that is offered by
 the particular site. For instance, can the functionality to export a self-tracked
 record in an given file format be offered, the end-user can be offered the 
 op-portunity to manually input a activity.


The other approach is to use a third-party system, such as this prototype system,
 that has access though the OAuth authentication protocol to the personal data
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on the web-services.


The architecture of our system is based on a client-server model, where the
 client side provides thegui. The input from the end-user will mainly be request
 for personal data from the web-services in form of a range query. The server side
 receives requests from the client side, processes and performs the requested
 service.


The frontend computes the personal data for presentation and consolidation
 in thegui. By having the computation on the frontend the system scalability
 is increase. Although, given a very large number, for instance 10 000 or 100
 000, end-users to the system, backend performance will impact overall system
 performance. A solution to this would be to have multiple homogeneous 
 back-ends with the same component connection to a master backend that has the
 storage component with all the authentication credentials for all the end-users.


The main reason for not implementing this approach is the limitation in testing
 with multiple end-users.


The frontenduiruns in a web browser, which make it possible to access from
 many devices, such as stationary computers, laptops, tablets and smart phones.


In addition, the advantage with running the system in a web browser solution
 that it will be independent of the operating system or platform. One issue can
 be if a specific web browser does not have support for a given functionality. An
 alternative solution for the frontenduiis to have a program or application 
 in-stalled at the frontend. With a program or application, the end-user must install
 it on the frontend, and one needs to take into consideration what operating
 system the program or application will be installed on.


4.1.2 Backend API


The backendapi is the intermediate between the frontend and all the 
web-services, and provides interoperability when different heterogeneous web-services
respond to a given request. By making the backend in this way, extensibility
and maintainability is increased. The backend handles request from the 
fron-tend and processes these requests. The handling involves sending requests to
the web-services and receipt of responses. The main type of requests from the
frontend are range queries, for retrieval of end-user personal data from the
web-services.
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Figure 4.1:System Architecture


4.1.3 Access Control


A major consequence with personal data scattered over different systems and
 web-services is that an end-user can quickly lose control over who has access
 to their personal data. The system supports that every end-user has control
 over who has access to retrieve their personal data through the system from
 the supported web-services.


One of the main components of the system are two Access Control Listsacl.
 One is for controlling who the end-user has authorized to access her personal
 data. The other is a list of who the end-user has access to retrieve personal
 data on behalf of. A use case scenario for this is if a coach wants to access a
 player’s activity to gain insight in a player’s activity or perhaps sleep quality.


A coach can then be pro-active and find reasons why the performance on the
field is not as expected, and analyze and use this personal data for improved
coaching.


4.1.4 Storage


One of the main reasons for the system to have a storage component is for 
 in-creasing performance and fault tolerance. In context of performance, given that
 the web-services have access and request limitations, and if these limitations
 are encountered, the system will then be unavailable. However, if a defined
 amount of end-user personal data is stored at the backend storage component
 it will decrease the load upon the web-services. Furthermore, having 
 replica-tion of personal data supports and increases the systems fault tolerance. Hence,
 storing personal data impact the performance by decrease the access time to
 retrieve the personal data.


The storage component of the system will contain a cache and a MySQL database.


Retrieving end-user data from the different web services requires end-user 
 cre-dentials, and these credentials are stored in an end-user table in the database
 the very first time an end-user logs into the system. By storing the end-user
 credentials, the end-user does not have to the same first sign in stages the
 next time she uses the system. A database table will be used to hold theacl
 describing who has access to end-user data.


In the cache, end-user personal data is temporally stored from current date
 and backwards 30 days, because it is more likely that an end-user chooses
 to examine and analysis the freshest data. In Haystack [3][14], although in
 context of photos, they prove that the newest photos are the most likely to be
 revisit in the nearest future. The same argument may be used for personal data;


the freshest data is the most likely to be accessed.


Another scenario for supporting the choice of what personal data to cache, is
 that an end-user will also for current insight and progression see yesterday, last
 week or perhaps last months activity. The number of steps taken on a given
 date several months or years ago is not that likely to be accessed.


"You may cache data you receive through use of the Health Graph API in order
 to improve your application’s user experience, but you should keep the data up
 to date."¹, state that caching of Health graph data is allowed.


If an end-user wants to delete her personal data and account from the system,
 her personal data and credentials are deleted in all storage components. 
 Al-though stated at RunKeeper: "Should a user disconnect from your application,
 you may continue to store previously cached data, unless the user requests (via
 mechanism we provide) that you delete such data. Upon such request, you


1. http://developer.runkeeper.com/healthgraph/api-policies
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shall delete the cached data of the disconnected user."²


An alternative system architecture is to remove the backend and have the
 frontend access the web-services directly. One will then perhaps increase the
 performance. One of the main issues supporting the backend solutions is that
 the end-user authentication credentials should never be sent to the frontend
 side. A security issue with having authentication credentials at the frontend,
 however, is that one will then have to encrypt or embed them. Another issue
 with not having a backend is that if an end-user accesses the web-services from
 different devices the authentication process needs to be complied for each
 device, since the credentials would be stored locally at the devices without an
 backend solution.


4.1.5 Crawling


The crawler component of the system is for fetching the freshest data for each
 end-user. This functionality ensures that the cache will contain the newest
 data generated by the end-users. End-user personal data from RunKeeper is
 not crawled because of stated in theapipolicies: "You cannot use web scraping,
 web harvesting, or web data extraction methods to extract data from the Health
 Graph or RunKeeper"³, To not violate these terms, no data from RunKeeper
 is fetched without real-time end-user interaction. Regardless, RunKeeper have
 no access limitation, therefore there are no need to crawl and cache personal
 data from RunKeeper.


Crawlers have policies that will affect their design and behaviour. Combinations
 of policies are selection, re-visit, politeness and parallelization policies.


Selection Policy: Selects Fitbit Sleep and Activity through the resource 
 Uni-versal Resource Location (url).


Re-visit Policy: Uniform frequency visits the selected cites every night after
 midnight in a fixed order.


Politeness Policy: Limitation per end-user is 150 request per hour, and only 2
 requests per end-user. The crawler should not in any cases overload the
 server for the web-services.


Parallelization Policy: Not taken into account. Seen as out of scope for this
 theses, can be added to further work.


2. http://developer.runkeeper.com/healthgraph/api-policies
3. http://developer.runkeeper.com/healthgraph/api-policies


The crawler components backups the performance of the system through 
 hold-ing the freshest personal data in the system, which is most likely to me access
 by the end-user.



4.2 Web Services and their APIs


Using aapican have many advantages and disadvantages. One of the major
 drawbacks can be if the company that has developed theapi changes it so
 much that current systems or applications that are using it cannot longer work
 properly because of the changes. A worst case scenario is if the company decides
 to stop supporting and terminates theapi. The web-services are factor that
 the third-party developers have minimal control over.


An example of this is as follows:"Further, you acknowledge that Fitbit reserves
 the right to disable or upgrade the Fitbit API and related services at any time
 without notice to you and without any form of compensation or consideration
 to you, regardless of the status of any Developer Applications. Fitbit has no
 obligation to ensure that an upgrade of the Fitbitapior related services will
 continue to be compatible with existing Developer Applications." as stated by
 Fitbit.


"Termination. FitnessKeeper, Inc. may change, suspend or discontinue all or
 any aspect of the Health Graph API, including its availability, at any time, and
 may suspend or terminate your use of the Health Graph API at any time. 
 Fit-nessKeeper, Inc. may terminate your access to the Health Graph API and your
 right to use it at any time, for any reason, or for no reason including, but not
 limited to, if you engage in any action that reflects poorly on FitnessKeeper, Inc.


or otherwise disparages or devalues the FitnessKeeper trademarks or 
 Fitness-Keeper, Inc.’s reputation or goodwill. If you desire to terminate your agreement
 to comply with the Health Graph Terms and Policies, you must cease to use the
 Health Graph API" stated by RunKeeper.


Allapis sets some terms and policies for the third-party developers, to protect
 the rights and privacy of the end-users. The developers must agree on these
 terms and if they are violated, the access to theapican be withdrawn from
 the third-party.


There is an ecosystem of web-services out there, as the Survey in Section 2.5
illustrates, but not many off them offers a third-partyapifor developers. This
will limit what web-services can be connected to our system. The web-services
that the system is currently supports include RunKeeper and Fitbit, illustrated
in Table 4.1.
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Web Service Type Data


Fitbit Flex Armband Steps, calories, sleep
 RunKeeper App Smartphone Position, calories, distance etc


Table 4.1:Current Data Sources


4.2.1 Fitbit


Although an end-users activities and sleep can be recorded by the same 
 wear-able device, it is not guaranteed that the end-user remembers to track her sleep.


For that reason, the system sees the sleep and the activities from an end-users
 Fitbit account as two different sources of personal data.


Fitbit has two APIs: A one Public and a one Partner API. The Publicapican
 developers use after they have registered their application on Fitbit developer
 cite⁴. Here the developer states and describes the purpose of the application
 and where the application should be redirected through stating the callback
 url. The Publicapiis currently rate limited to 150 requests per hour for each
 end-user. Although the number of end-users of the system may increase, it will
 not affect the limit rate for the system using the Fitbitapi. This limitation is
 for insuring a consistent and stable access for all applications. If the limit is
 exceeded, the Fitbitapi will email the developer a notification to the email
 address registered.


The Partnerapiis an extension to the Publicapi. In addition to offering the
 same as the Publicapiit can also fetch more detailed end-user data with finer
 granularity. For instance, the Publicapi offers only number of steps per day,
 but with the Partnerapi, one can retrieve with a granularity of steps per 15
 min or 1 min, making the data fetched more accurate and precise. To gain
 access to the Partnerapia developer must inquire a personal request to Fitbit.


These request are granted individually on a case-by-case basis, depending on
 why it is necessary to have access to the Partnerapi.


The system will use the partnerapifrom Fitbit for accessing optimal granularity
 for activity. The access to the partnerapi is gain though Girji [20], that has
 these privileges.


4. https://dev.fitbit.com/apps/new


4.2.2 RunKeeper


RunKeeper and the Healthgraphapihave not listed any limitations upon what
 the system needs to fetch of personal data and will not affect the design of the
 system.⁵.


Although, it would be most preferred to utilize web-serviceapis with no 
 limita-tion. One must use the different web-service because they track and record 
 dif-ferent personal data. For instance, RunKeeper do not track sleep activity.



4.3 Summary


In this chapter the architecture of the system is discuses and presented. Design
 decisions are taken in relation to the functional and non-functional 
 require-ments stated in Chapter 3.


5. http://developer.runkeeper.com/healthgraph/api-policies
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Láhttu


This chapter presents the Láhttu system. Láhttu is a word from the Sami 
 lan-guage meaning making tracks in the snow done by ski. These tracks leave a
 visible trace for others, until the tracks eventually melt or snow away. Similarly,
 tracking activities can leave a virtual track of the activity for insight, 
 study-ing, and analyzing. The many details around the implementation of Láhttu is
 describe in this chapter.



5.1 Frontend


As stated in Chapter 3 and Chapter 4, Láhttu has a frontend unit. The Frontend
 part of Láhttu consists of gui for the end-users, as well for input requests
 from the end-users. For accessing and using Láhttu, creation of a user account
 and password is not necessary. Láhttu utilizes already existing technology and
 methods for managing end-user account. Maintenance of end-user information
 and corresponding end-user password are the RunKeeper handles. Through
 methods offered by Healthgraph, a developer can easily establish a connection
 to RunKeeper by configuring a login button with the proper information that
 is required. The required information is the Client ID, a 16 bytes HEX string,
 which is assigned to the developer after registration of the third-party system
 or application on the HealthGraph. Also, it contain a redirecturifor where the
 end-users should be redirected after the signing process, which is the main page
 of Láhttu. The developer can also configure login buttons with Cascaading Style
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Sheets (css) and structure HyperText Markup Language (html) through
 support from the HealthGraph. This button is shown in the screenshot 5.1. This
 is a method of authentication when signing up for Láhttu or returning.¹


Figure 5.1:Screenshot of Láhttu login page with the RunKeeper connection button
 The end-user is upon first login presented with two options; either 
 allow-ing Láhttu privilege to access their personal data on the terms stated at the
 end-users account at RunKeeper, or denying Láhttu access. Shown in 
 screen-shot 5.2.


If an end-user chooses to deny Láhttu access, the end-user will be redirected
 to an error page. However, accepting the terms of Láhttu for RunKeeper, the
 end-user will be redirected to the main page of Láhttu. The process is shown
 in Figure 5.3.


1. http://developer.runkeeper.com/healthgraph/login-plugin
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Figure 5.2:Screenshot of the option for the end-user for RunKeeper


Figure 5.3:Flow over the login process


Once an end-user has allowed and accepted the terms of Láhttu for their 
 Run-Keeper account, the system checks in the database for the Fitbit credentials for
 the end-user. If they do not exist in the database, the end-user is redirected
 to the Fitbit site, where the end-user must allow or deny Láhttu privilege to
 access her personal data on Fitbit. Láhttu utilizes the Partnerapifor Fitbit, this
 privilege is gain through the Girji system [20] which has access to the Partner
 api, as Figure 5.4 illustrates.


Figure 5.4:Screenshot of the option for the end-user for Fitbit


Both for RunKeeper and Fitbit this will only happen the very first time a 
 end-user uses Láhttu.


When the sign-in process is done, the end-user is at the main site of Láhttu
where the end-user can choose a range query between two dates for fetching
personal data from any web service Láhttu currently supports, as shown in
Figure 5.5.
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Figure 5.5:Screenshot of the main page of Láhttu


The end-user will then be presented with an timeline over consolidation of
 activity recorded and at which web services the personal data is located. Shown
 in screenshot 5.6.


Figure 5.6:Screenshot of the main page of Láhttu after an Range Query for 4th of
 March


Láhttu at the client-side offers a dynamic, interactive web interface, and this is
implemented by using JavaScript with several JavaScript libraries, as Shown in
Table 5.2. Communication and requests from the end-user are done by 
Asyn-chronous JavaScript and XML (ajax) in an asynchronous style with http
methods between the frontend and backend, without reloading the interactive
web interfaces of the frontend[23]. However, communication could have been


done with WebSockets, which initialize a TCP connection between the client
 and server side. The communication channel is held open until the connection
 is closed, making it possible for the server side to send content to the client side.


A major drawback with WebSocket is that not all web browsers have support


A major drawback with WebSocket is that not all web browsers have support
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