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                    Fitbit Inc. is a company which produces wearable activity tracker devices. The
 Fitbit devices measure personal data such as number of steps walked, distance
 walked or run, very active minutes, calories burned per day, and 
 duration/qual-ity of sleep. Fitbit offers an application and web interface for the end-users
 account.⁴ The end-users can record and log their food and water intake, weight,
 and personal goals; this could be weight lost, drinking more water or having a
 more active day.


The application on a smart-phone synchronizes data between the device and
 the end-users online account. For instance, the Bluetooth enabled Fitbit Flex, as
 illustrated in Figure 2.1, synchronizes the data recorded on the wristband when
 it is in range of either the communication dongle inserted into a computer that
 has the Fitbit Connect software running or with a mobile device that has been
 paired to the given device. The end-users can interact with friends, comparing
 who is the most active one. It is also possible to create and organize groups,
 setting common goals and competing against each other.


Figure 2.1:The Fitbit Flex


Fitbit Inc. also produces a scale, Fitbit Aria, for tracking the weight of up to eight
 persons, their body fat percentage andbmi. This personal data is wirelessly
 synchronized with the end-users account at Fitbit. Fitbit offers an openapifor
 developers to make third-party applications. This allows developers to access
 and utilize Fitbit data in their own third-party applications.


2.1.2 ZXY Sport Tracking


zxyis a stationary radio-based system developed by a Norwegian-based 
 com-pany for recording telemetry from players in soccer matches.zxyis used by


4. http://www.fitbit.com/


several soccer teams in Tippeligaen and Addecoligaen, the Norwegian elite
 series for soccer and the secondary level. Among these teams are Tromsø IL in
 Tromsø and Rosenborg BK in Trondheim.


Figure 2.2:ZXY sensor belt [15]


A sensor belt is placed on the waist of all the soccer players, and on the belt is
 a sport chip for measuring and sending data.


Figure 2.3:ZXY radio receiver on an antenna at Alfheim Stadium [15]


There are radio receivers placed around the stadium for receiving information
from the soccer players, sampling data up to 20 times per second. This 
infor-mation is stored in a SQL Anywere database on a server. The data generated
fromzxyare telemetry like position, acceleration, playtime, run distance, pulse
and more from a soccer match[15]. It has been proven thatzxyis accurate
for recording and tracking [15]. Hence, one can assert that thezxysystem is
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 reliable.


Figure 2.4:Overview of the ZXY Positioning Sensors [15]


2.1.3 RunKeeper


RunKeeper is a fitness-tracking application with more than 26.2 million 
 end-users as of the 26th of November 2013 for both iOS and Android. RunKeeper
 was launched in 2008. End-users track their walking, running, cycling, hiking,
 biking and other activities using thegps in their smart phones, turning the
 device into their own personal trainer.


RunKeeper tracks performance over time, allowing end-users to see statistics
 and detailed history of their activities and consequent progression. One can
 also share these activities by posting them on Twitter and Facebook.


RunKeeper offers an openapifor third-party developers to plug into RunKeeper
 user feeds, making a community of applications for RunKeeper [24].


Theapithat RunKeeper uses for generating a cloud of health and fitness 
 appli-cations is theHealthGraph[16]. The HealthGraph is a digital map of a persons
 health, with health data as either interrelations or connections. HealthGraph
 snapshots ones current physical condition, as well as maintaining a health 
 his-tory and how it has evolved over time [24].


2.1.4 “Internet of Things” (IoT)


Internet of Things (iot) is things or objects that are connected to the Internet.


Although most familiar are devices such as laptops, servers, smartphones and
tablets, are the concept of iot in a much larger scale. iot devices can be
wearable devices, alarms, sensors, home appliances such as television, remote
controller, lamps and vacuum cleaners as illustrated in Figure 2.5. In 2008, the
number of devices connected to the internet was greater than the number of
people in the world who were using the Internet [41].


Figure 2.5:Connected devices in the Internet of Things (figure from [7])


It is estimated that theiotis to reach 50 billion devices before 2020[41]. To
 illustrate the exponential growth in things connected to the Internet, Cisco has
 created a counter to track the number ofiot[1].



2.2 Personal Data Vaults


In recent years, technology and software that focus on health which can be 
 de-fined as eHealth (Electronic health).⁵ have increased. mHealth (Mobile health)
 is mobile devices that are used for supporting the practice of health and medicine,
 such as communication, data exchanging and reports. These mobile devices
 include everything from smart phones, tablets and laptops, also includingiot
 devices.


Ohmage [34] is system for acquiring end-user data for recording and analyzing.


An Ohmage implementation can acquire Rating of Perceived Exertion (rpe)
 from a cellular, which is a feedback form in a scale for measuring perceived
 exertion. During a test or exercise a sport coach and athlete can rate the current
 physical health and wellness of the athlete.


Microsoft has a platform for health and fitness information for storing and 
 main-taining personal data, Microsoft Health Vault.⁶ Every end-user has a 


Health-5. http://www.who.int/topics/ehealth/en/


6. https://www.healthvault.com/
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 Vault account with their individual health information stored. Access control
 can be adjusted so that a mother may have access to her childrens account or
 other relatives. HealthVault have support and functionality to let the end-users
 connect medical devices and application to their HealthVault account. Worth
 mentioning is that Google had a similar project, Google Health, that has been
 permanently discontinued.


Personal Data Vault (pdv) [26] is a privacy architecture concept of gathering
 and storing personal data. Such personal data can be anything from sleep
 recording, nutrition and diet or everyday activity and exercises. In addition,
 more sensitive personal data be integrated in thepdv. A Personal Health Record
 (phr) is a health record over an end-users lifetime history with diseases, 
 aller-gies, illness, and hospitalizations.



2.3 Authentication with OAuth


Working and accessing personal data involve access to possibly sensitive data.


There are several areas in computer security that must be taken into 
 considera-tion. OAuth is an open protocol for authorization⁷ of web services. Its goal is to
 be a secure, simple, and standard method to allow users to approve applications
 to act on their behalf to gain access to resources without sharing their 
 creden-tials, such as usernames or passwords. For instance, large, software companies
 such as Facebook, Twitter, and Google uses OAuth. Any application which is
 able to post something on ones Facebook site have been given permission to
 do so by you using OAuth.


OAuth is a way to give third-party services permission to use an end-users
 account information, without revealing the users credentials: either username
 or password to the service. What differentiates OAuth from for example OpenID,
 which is a solution based on using a single identity account to access different
 sites, is that with OAuth you give each third-party the permissions and access to
 only what they need, without the possibility to see, modify or change anything
 else and keep your credentials secret.


Any website with commentaries for instance, can make their end-users use
 OAuth to connect to their social network account, like Facebook, Twitter or
 Google+ to sign their commentaries. This prevents the users from having
 to create accounts on every site and the websites from having to implement
 user accounts in their systems. It also works the other way around. If you for
 example want an application to see, post or change something on one of your


7. http://oauth.net/


social network sites, you do not give the application your account information,
 but instead you, via the application, log in to your Facebook, Twitter, or Google+


account and in turn, give the applications the permission it needs.


To achieve its goals, OAuth uses three credentials: client, temporary, and token,
 with the client credential supporting RSA encryption. The credentials are used
 to authenticate the client, allowing information to be collected, and resources
 provided. Tokens are used for giving out usernames and passwords.⁸


There are two version of OAuth: 1.0 and 2.0. Although, version 1.0 is upgraded
 to 1.0a, that fixed a security fault with the 1.0 version. The main difference
 between the two versions are security, where OAuth 2.0 relies on SSL using
 HTTPS. This means one can just send theapikey and tokens as query strings,
 whereas with OAuth 1.0 one must «sign» requests and send two security tokens
 for eachapicall.


An important issue with Oauth is that it is non-interoperable with different
 implementations of the OAuth protocol. Hence, integration of one system that
 use different versions of OAuth is not straightforward.



2.4 Access Control, Data Management, and Storage


Data storage is how data is retained and maintained in a storage component.


Data storage can be structured as a hierarchical pyramid. The top of the 
 pyra-mid is fast but costly memory. Downwards the pyrapyra-mid, access to the memory
 becomes slower but is cheaper to buy. Hence, it is natural that one has most
 of the cheapest memory. Two concepts that are important in data storage are:


volatile, data remains after the power turn off, and non-volatile, data is removed
 when the power is turning off[32][42].


In data management, access control is about controlling who can access data,
 so that the user can control how has access to their own data. This can be
 done with a Access Control List (acl), which is a list over who has access
 rights to given data. In theacl, each end-users privileges are defined. This
 includes whether a user should have write, delete or read privileges to the data
 records [42]. There can be multiple or groups of end-users accessing the same
 data object [38].


8. http://oauth.net/
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Figure 2.6:Memory hierarchy


2.4.1 Database


A database is a collection of data in a structured and organized manner, and
 there are many types of organized models for structuring the data. A database
 schema is the structure describing the database system. Relational Database
 Management System (rdbms), store data in related tables, making it quite
 easy to understand how data is related. A table consists of columns and rows
 that are related. A database is volatile, and holds information after power is
 turned. One can expect longer access time to retrieve data stored at a database
 then in the higher levels of the memory hierarchy. This is of the seek time on
 disk for finding where the data is located [32].


2.4.2 Cache and Caching Algorithms


Cache is a storage component for temporally storing data. The cache is in one
 of the top levels of the memory hierarchy. Data stored in a cache is in most
 cases temporary and the cache is often small in size resulting in fast access
 time to the data. The cache is also non-volatile, meaning that data will not be
 preserved when power is turned off. If these data need to be preserved, one has
 to store data to one of the lower levels in the memory hierarchy [32].


If requested data is present in a cache, it is called a cache hit and if the requested
 data is not present it is called a cache miss. If a cache miss occurs, one needs
 to acquire the data from another storage component.


When a cache storage is full, one needs to replace an entry in the cache for a
 new entry of data. There are several replacement policies for caching:


Least Recently Used: Replace the data that was Least Recent Used (lru) in
the cache. That is, evict from the cache the data that are unused for the


longest amount of time. One needs to keep track of when a data was last
 used. There are several, almost similar replacement algorithm versions
 and variants based onlru.


Most Recently Used: Replaced the data in the cache, which was most recently
 used. That is evict from the cache, the data that is used for the recent
 amount of time. One need to keep track of when a data was last used.


Random Replacement: Simple, randomly select a data entry for replacement.


2.4.3 "Big Data"


Big data involves large and complex collections of data, where traditional data
 processing is difficult to apply due to data volume. Challenges range from 
 acqui-sition of data, analysing, storage, and visualization. Big data defines challenges
 in three-dimensions [21]:


Volume: Increasing the amount of data volume.


Velocity: In and out speed of data.


Variety: Many heterogeneous data types and sources.


In addition, an update to the definition adds two more challenges:


Veracity: The quality and trustworthiness of the data.


Value: The value and meaning of the data, in the context of how useful or
 useless the data is.


Big data are used for many purposes. One thing is to find recognise patterns and
 derive insight in the big volume of data and utilization of that information. For
 processing the large amount of data, programming models such as MapReduce
 [8] are often used. MapReduce mainly involves the writing of two functions.


A Map function takes the input and maps it into smaller key/value pairs, and
 assign this smaller problem to working proccesses. Then the Reduce function
 gathers the results from the working processes and combines these results in
 a holistic result. An implementation of MapReduce is Hadoop MapReduce⁹,
 which is an open source framework. Additionally, Cogset [44] is a MapReduce
 implementation that is proven to be more efficent than Hadoop MapReduce in
 almost every case. Instead of dynamic routing of data done in other MapReduce


9. http://hadoop.apache.org/
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implementation, Cogset does the routing static.


In 2012, president Obama, announced and unveiled $200 million in research
 and development initiative to Big data. To address the important problems
 that can be faced and dealt with Big data [29].


2.4.4 RESTful API


Representational State Transfer (rest) is a software architecture style 
 princi-ple consisting of several properties[10][36] . These properties and principrinci-ples
 are:


Client-Server: Separation of concerns. The client have no concerns about the
 server- side and vice versa. For instance, the client side has no concerns
 about the storage at the server-side. The server-side has no concerns
 about the interface at the client side. Simplifies things. That each side
 only is concerned about itself.


Stateless: Stateless requests, were the server maintains no static accuse 
 re-quests.


Uniform Interface: The separation of concern is done through encapsulation.


Each part can be developed independently because of the de-coupled
 design.


Layered System: Load balancing benefits a layering system. Each layer only
 interacts with its intermediate layer. It simplifies the behaviour and 
 re-sponsibility for each layer by restricting the knowledge of other 
 compo-nents in other layers.


In almost all casesrestuses the Hypertext Transfer Protocol (http) for 
com-munication. It focuses on how system resources are addressed and transferred
overhttp by any client written in any language. restarchitecture 
princi-ple operates thehttpmethods with CRUD (create, read, update and delete)
corresponding with thehttprequests POST, GET, PUT and DELETE. Since its
introduction in 2006, REST has become popular because of its simplicity and 
us-ability, often replacing other older technology like SOAP and WSDL [35].



2.5 Data Integration and Interoperability Survey


Data integration is combining data from heterogeneous sources and providing
 a uniform, homogeneous representation of these data. Interoperability is the
 ability and functionality of making heterogeneous systems and applications
 collaborate and work together as a whole system.


Many of the web services in the Health cloud do already connect to one another
 to share and exchange data. To gain insight in the growing complexity of these
 interconnected services, we have conducted survey on several popular activity
 tracking web services, as shown in Figure 2.7. In the figure, blue are systems
 with dedicated hardware devices, red are professional sport systems, and orange
 are smart-phone based systems.


Figure 2.7:Eco-system of tracking system and devices.


We observed that connecting two services mostly consisted of adding an “app”


that could intermediate between the web-services. Every end-user account has
control over which application or web-services is connected to the account,
and different connections between the web-services offers different support for
synchronization of end-users personal tracking data. An example of connecting
an app from a Fitbit end-user account to Endomnondo and RunKeeper can be
found in Figure 2.8. Although interfaces are mostly simple to operate, we
found no common mechanism for connecting accounts, and it is unclear what
the underlying consistency and data sharing models are.
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Figure 2.8:Control over applications connected to a Fitbit end-user account


By manually inspecting all services in Figure 2.7 we constructed a data flow
 graph, as shown in Figure 2.9, that summarize which services interact with
 one another. Note that we could only obtain official data flow information
 from the service providers. Data exchanges between third-party entities, from
 third-party software developers, is out of scope for this survey.


Figure 2.9:Connection of Application, synchronous data between


2.5.1 Data Consistency Issues


Although the functionality to automatically synchronize end-user data between
 the different services in the self-tracking ecosystem is benificial for availability, it
 raises the question of data consistency. Moreover, there does seemingly not exist
 a standard data rapresentation of data format or granularity, which might lead
 to data corruption or other artefacts. This leads to several problems related to
 how data flows between different systems, which we will exemplify next.


Data inconsistencies. For instance, when RunKeeper automatically 
 im-ports Fitbit end-user activity data, this will show in the "Fitness Feed" for the
 RunKeeper end-user account. Although the imported Fitbit activities shows in
 the feed, it does not reflect in overall activity summary numbers like calories
 burned. A Screenshot of this is shown in Figure 2.10. In the upper bar, with 
 in-formation such as total miles, total activities and total calories, is the summary
 provided for the RunKeeper end-user account. Under this bar one can see the
 feed with several Fitbit posts with activity from Fitbit.


Figure 2.10:Fitness Feed in an end-user account at RunKeeper, the end-user are 
 anony-mously


Data duplication. When an end-user has connected Fitbit and Endomondo


¹⁰, the activity from Fitbit will automatically synchronize with the Endomondo
user account, and present the activity with the total summary for the 
end-user. Figure 2.11 shows the Fitbit activity with distance, duration and steps.


¹⁰, the activity from Fitbit will automatically synchronize with the Endomondo
user account, and present the activity with the total summary for the 
end-user. Figure 2.11 shows the Fitbit activity with distance, duration and steps.
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