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    Legal regime of privacy and data protection in Kazakhstan, in particular liability issues and conflicts with the right to freedom of expression
                        (sider 38-44)

                    

                            
            
                                                                                        3 ACTUAL PROBLEMS OF APPLICATIONS OF THE LAW ON PERSONAL

                                                                3.1. CONTRAVENTIONS TO THE LAW ON PRIVACY AND ITS PROTECTION

                                
                    Law "On personal data and its protection" prohibits to any organization demanding 
 from the citizen his personal data if they are directly needed. For example, if a citizen is not 
 a lifeguard, pilot or military, when applying him for a job employer has no right to request 
 information health status, fingerprints, information about blood group and Rh factor32. 


The new amendments to the Civil Code now allow Kazakhs to demand prohibition 
 of  the  use  of  his  name  and  other  personal  information,  without  his  consent,  except  those, 
 which are provided by law. 


All  these innovations  would have only been welcomed, if the law specifically had 
 defined what it refers to personal data and to what extent the protection of individual rights 
 to  maintain privacy  -  and the public interest  in  the freedom  of speech and freedom  of 
 in-formation should be limited. Any law is a restriction of rights and freedoms. Law "On 
 per-sonal  data  and  its  protection"  was  adopted  to  protect  the  privacy  right  and  perper-sonal  data, 
        


31 Bassin Y. G. Transaction. - Almaty, 1997. 


32 The Law of RK №95-V from May 21, 2013 "On personal data and its protection" 


and it is clear that protecting the rights and legitimate interests of some subjects, it will 
 im-pose  additional  obligations  and  responsibilities  for  non-compliance  on  others.  Regarding 
 journalists  and  the  media,  taking  into  consideration  the  specificity  of  their  activities,  the 
 rules of this law can be used in two ways.  


In fact, the legislature created a kind of "constitutional oxymoron." Oxymoron is a 
 paradoxical  combination  of  opposites.  Indeed,  in  the  Constitution,  along  with  the  article, 
 protecting  privacy,  there  is  also  an  article  on  freedom  of  speech.  Introduce  legislation 
 makes  this  story  a  fiction,  creates  a  constant  threat  to  the  media,  trying  to  conduct  
 inde-pendent investigative reporting on the facts of abuse and corruption of officials and 
 offic-ers. 


In the law the concept of "personal data" is defined very vaguely, "information 
 re-lating to an identified or identifiable on the basis of their subject of personal data fixed in 
 electronic, paper and (or) other tangible medium." If you look closely to the articles of the 
 new law, its watchdog entity becomes clear.  


For  example,  Article  8  states  that  the  subject  or  his  legal  representative  gives  (revokes) 
 consent  to  the  collection,  processing  of  personal  data  in  writing  or  in  electronic  form.  In 
 other words, the use of any information about a person without his consent is illegal. 


However,  Article  9  provides  the  collection  and  processing  of  personal  data  in  the 
 case of legitimate activities of journalists or media, but here there are very significant 
 cave-at:  "subject  to  the  requirements  of  the  legislation  of  Kazakhstan  to  ensure  the  rights  and 
 freedoms of man and citizen."33 And as the citizen defines himself whether his rights were 
 violated or not, the journalist or the media may  come under judgment for any mention of 
 some facts that this citizen will refer to their personal or family secrets.  


Here is an example, the notorious case in neighboring Russia. In February 2013 the 
 opposition  blogger  Navalnyi  posted  accusations  of  deputy  from  "United  Russia  fraction" 


Vladimir  Pekhtin  in  his  blog.  He  showed  some  documents,  according  to  which  Pekhtin 
 owns property in Miami (the USA) priced at 2 million dollars, not made to the income 


       


laration.  As  a  result,  after  lighting  the  history  by  the  media,  Pehtin  has  resigned  deputy 
 powers of the State Duma. The process of exposure was named by bloggers as "pehting." 34


With the adoption of the  Law in  Kazakhstan such "pehting" is  now very  and very 
 unlikely. Because if such facts about some Kazakhstan government officials are published 
 in  a  newspaper  or  television  station,  prosecutor  can  come  and  open  a  criminal  case  -  for 
 abuse of mazhilisman’s personal data, which he attributes to his private family life. 
 News-papers  and  journalists  can  be  subjected  to  very  large  fines  that  they  just  ruin  or  even  
 im-prisonment with confiscation of property. 


A paradoxical situation: in the law of Kazakhstan there is an article of the Criminal 
 Code on libel. So if a journalist is wrong, and there is no official property on the beautiful 
 island of Mauritius - he will be gaoled for libel. If he told the truth, and this property is still 
 there - he will be convicted for the disclosure of personal data. 


The  fact  that  all  of  this  is  not  an  empty  threat  is  evidenced  by  the  adoption  of 
 amendments  and  additions  to  other  legislative  acts  of  Kazakhstan.  The  example  is  the 
 Criminal Code. In particular, Article 142 of the Criminal Code35 states that "illegal 
 collec-tion of informacollec-tion about the private life of individuals that make up his personal or family 
 secret, without his consent or causing substantial harm to the rights and legitimate interests 
 of the person as a result of illegal collection and (or) other processing of personal data "is 
 punishable by a fine of four hundred to seven hundred monthly calculation indices. These 
 are millions of fines, which cannot be afforded even by a successful and rich media. 


The same acts committed by a person through using his official position in order to 
 reap the benefits and advantages for himself or for other individuals and organizations, as 
 well  as  the  dissemination  of  information  in  the  media  is  punishable  by  a  fine  from  one 
 thousand to two thousand monthly calculation indices, or by deprivation the right to occupy 
 certain positions or engage in certain activities for a term from two to five years, or 
 impris-onment  for  up  to  five  years  with  confiscation  of  property,  which  is  a  tool  or  means  of 
 committing a crime, or without it. 


       


34 www. adilet.zan.kz 


35Criminal Code of the Republic of Kazakhstan dated by July 16, 1997. 


Of course, it is possible that the power will not use the law as a cudgel against 
 free-dom of speech to the full extent – anyhow Kazakhstan   holds itself out  as  the abode of 
 democratic  values,  he  is  interested  in  world  public  opinion,  its  image  in  the  eyes  of  the 
 West. But there is no doubt in fact that against the freedom of speech, against all types of 
 media a constant and very real threat in the form of a new law that allows the most brutal 
 manner overlapping channels "unwanted information" is created. 36


Dosym Satpayev, political scientist’s opinion on this issue: 


"- This very controversial law was introduced without a broad public debate, it was 
 created and adopted in privately atmosphere of bureaucratic offices. In the interpretation of 
 this law, there is no clear definition of "personal data", it is vague, amorphous. That creates 
 great risk of abuse provisions of the Act by officials and government agencies. 


Generally all adopted laws can be divided into two categories: those, which are not 
 executed at all, and those, which are executed incorrectly, with distortions. There is a great 
 danger that the law will be enforced just partially, in the interests of those who are 
 interest-ed to conceal important information to the public, manipulating the concepts of protection 
 of the private life of a citizen. We should also add an amazing and legal incompetence  of 
 our officials that proved and passed the certification of law enforcement and security 
 agen-cies. Testing of officials, selected for senior civil service positions in the so-called "body" 


A ".  It  turns out  that  a large number of them do not  know the law.  They cannot  to  use it 
 correctly. Offers of human rights defenders, independent experts are simply ignored, and as 
 a result we got a law that will not defend, and to a greater extent to violate the rights and 
 freedoms of Kazakh people." 


Sergei  Duvanov,  expert  of  Kazakhstan  International  Bureau  for  Human  Rights,  a 
 human rights activist and publicist: 37


"-  This  law  is  not  something  special,  it  fits  well  in  a  number  of  other  laws  
 intro-duced in recent years in Kazakhstan, which restrict citizens criticizing those in power 
 offi-cials. I mean the laws "On the Media", "On political parties" and many others. But this law 
        


36 Baimakhanov M. T. Selected papers on the theory of state and law 


is the last limit point. In a sense it is a landmark law! In fact, any criticism of the authorities 
 is prohibited. Mention of the name and surname in the media or public speaking - is cause 
 for prosecution. One has only mentioned the name of the official in a negative aspect - and 
 he gets the full legal right to receive "satisfaction", including - to condemn a person to 
 im-prisonment. 


Of  course,  you  can  speak  and  publish  that  some  official  has  property  or  accounts 
 abroad, but the price paid will be fierce: a multimillion-dollar fines or prison. It is suicidal 
 for journalism.  The power has protected them  completely  from  any  criticism. This  law is 
 much  more  radically  solves  the  problem  of  the  ban  on  unsolicited  information  to  the  
 au-thorities. And the fact that the government is appealing to the rights and interests of citizens 
 is a smokescreen to hide the punitive nature of the law. It allows the government, not 
 par-ticularly straining, to lock up anyone who mentions the name of corrupt officials. 


Throughout the world, there is a concept: public activities. If you are an official or 
 politician - forget about my personal life, it all will be constantly under the scrutiny of the 
 public and the press. Public figures have to be open - it is a principle that provides a 
 health-ier society by corrupt officials and those who violate the code of conduct for civil servants. 


And we have the power, officials fully protect themselves. In our law there is no such thing 
 even as "public work". This is a flagrant violation of human rights and freedoms. The most 
 shameful for us is to keep silent. This is an indication that we have not yet matured to the 
 civil  society.  In  any  European  country  adoption  of  this  law  would  cause  a  mass  protest 
 demonstration millions. This is an indicator of our civic maturity." 38


I think that the law will affect the state of our media. The closest result would be the 
 consequence of the termination of various types of inter-clan struggle in the media, stuffing 
 compromising  than  the  often  used  different  power  groups.  Those  who  are  used  to  write 
 smoothly conflict free without touching the power to continue to operate. Those who 
 criti-cize the government will be forced to go on the Internet to which the hands of our 
 "protec-tors",  fortunately,  have  not  yet  got.  But  the  most  important  negative  consequence  of  it  is 
        


38 Internet-resourse- www.exclusive.kz 


other:  a  huge  part  of  the  population  remains  today  without  a  good  part  of  truthful  
 infor-mation about the power that rules the country today.


The  main  international  documents  in  the  field  of  human  rights  and  freedoms  
 con-firm the importance of the right of everyone to respect for his private life and the right to 
 freedom of expression, as fundamental to a democratic society. These rights are not 
 abso-lute and are not subordinated to the other one, they are both equal. Thus, there is necessity 
 to  find  a  way  to  balance  the  two  fundamental  rights  that  are  guaranteed  by  international 
 instruments: the right to privacy and the right to freedom of expression. 


In  the  Constitution  of  Kazakhstan,  in  Article  20  "1.  Freedom  of  expression  and 
 creativity  are  guaranteed.  Censorship  is  prohibited.  2.  Everyone  has  the  right  to  receive 
 freely and disseminate information by any means, which are not prohibited by law...."39


Decisions  of  the  problem  of  competition  between  the  media  rights  to  freedom  of 
 expression and the right to respect for private life revealed to point out a number of 
 funda-mental principles of media boundaries intervention in private life. Among them there are: 


1)  Freedom  of  expression  constitutes  one  of  the  most  important  foundations  of  a 
 democratic society, and the media play a crucial role in the implementation of this 
 princi-ple. Freedom of speech includes freedom to hold opinions, receive and impart information, 
 the form and content of which offend, shock or disturb the State or part of the population; 


2) Maximum freedom and protection from interference in the freedom is allowed in 
 the publication of the press  opinions,  estimates  and statements,  including, and relevant  to 
 the private life of citizens 


3) A greater degree of interference with press publication of information relating to 
 one or another part of the private life of persons occupying a prominent place in public life 
 (political  and  social  leaders,  officials  of  different  categories,  big  businessmen  and  other 
 similar figures), compared with ordinary citizens is allowed; 


4)  A  clear  distinction  should  be  between  reporting  facts,  that  can  have  a  positive 
 impact on the discussion in a democratic society issues related to, for example, politicians 
        


39 The Constitution of the Republic of Kazakhstan dated by August 30, 1995, with changes and additions. 


in the exercise of their functions, and reporting details of the private life of a person who is, 
 everything else is not engaged in any official activities . 


In the first case the press performs its vital role as guarantor of democracy, 
 inform-ing the public on matters of public interest, but in the second case, it doesn’t play such a 
 role, and it is only to satisfy the curiosity of a particular readership to the details of the 
 pri-vate life of a person40. 
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