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(3)INTRODUCTION 


In the XXI century humanity meets more and more new objects, which need protection by 
 assigning  the  relevant  rules  of  the  Law.  The  main  object  of  today  is  information.  Nowa-
 days, society is entirely dependent on the received, processed, and transmitted data. For this 
 reason, the data itself acquires high value. The more price of useful information, the higher 
 its safety is. 


One major feature of legal state is the realization of the rights of individuals and providing 
 their free development. Legal State admits the individual’s certain freedom, beyond which 
 government intervention is unacceptable. 


Information has special value; it carries the data on personal, individual or family life.  


Article 2 of the Constitution establishes the basic principles of modern democratic society: 


"Man,  his  rights  and  freedoms  are  the  supreme  value."  Accordingly,  the  information  that 
 directly affects the private interests of the individual must be respected and protected by the 
 state. One of the main areas of protection of the individual is to respect the privacy of indi-
 viduals and citizens, respect for its integrity. In everyday life safety of private information 
 depends on him. 


The  idea  of  privacy,  has  more  than  a  hundred  years  history  of  legal  thought  in  foreign 
 countries, meanwhile has passed a difficult way to becoming law; by fixing the individual 
 components of the subjective right, a formal declaration in the Constitution of the USSR of 
 19771 to translate ideas into real-life, based on the norms of the Constitution of 19952, and 
 fixing  the  system  of  personal  information  protection  and  guarantees  privacy  standards  in 
 various areas of law upgraded the Republic of Kazakhstan. 


Certain  attempts  to  highlight  issues related to  this problem are found in  pre-revolutionary 
 literature, including relation to criminal law. However, in the Soviet legal thought the idea 
 of privacy was not honored, that is why this topic was unjustly kept quiet. 


       


1 Until 1991 Kazakhstan was part of Soviet Union 



(4)As  a  complex legal  institution,  protection  of  personal  data  and  the  privacy  right  began  to 
 form only with the adoption of a new Constitution in 1995. Regulations on the personal and 
 family secrets protection in general, as well as a number of other rules prohibiting improper 
 handling of confidential information, including personal nature were set out in 1998 in the 
 Criminal Code of Kazakhstan for the first time (in the Criminal Code of the Kazakh SSR, 
 this article is not intended). Research interest to this subject appears gradually. 


Meanwhile,  the  system  of  rules  dedicated  to  the  protection  of  confidential  information, 
 including personal nature, is complicated from day to day. The right does not stand at one 
 place, and today in Kazakhstan a new law "On personal data and its protection" is put into 
 effect in 25 November 2013 № 94-V. According to the document, the Act regulates social 
 relations in the sphere of personal data, as well as defines the purpose, principles and legal 
 basis for the activities related to the collection, processing and protection of personal data. 


The purpose of the Act is to protect the rights and freedoms of man and citizen in the col-
 lection and processing of personal data. 


The law states that personal data is information relating to an identified or identifiable on 
 the basis of their subject of personal data recorded on electronic, paper and (or) other tan-
 gible medium. 


In other words, the personal data refers to: surname, first name, middle name (if any), date 
 and place of birth, personal identification number, legal address, number of the document 
 proving  his  identity,  family  and  social  situation,  the  presence  of  movable  and  immovable 
 property, education profession and other personal information that identifies a person's per-
 sonality or allow you to install it. 


The isolation of the "personal data" category from the more general category "private life" 


is  primarily  associated  with  the  spread  of  automated  systems  for  processing  and  storing 
 information,  primarily  computer  data  bases,  which  can  remote  access  via  technic  links. 


Definitely these systems, which, in  fact,  made a revolution  in  the structuring, storage and 
 retrieval of data needed, set the stage for the emergence of the problem of protecting confi-
 dential information of a personal nature. 


The  development  of  this  problem  is  a  natural  need  for  reliable  protection  of  information 
resources and processes, streamlining of public relations in this area. Our state has already 



(5)started to implement legislative and executive areas of an integrated approach to the protec-
 tion of personal data. 


Today many issues related to the protection of private life, many of which, including in the 
 area  of  criminal,  constitutional,  criminal  procedure,  civil  procedure  law  and  other  sectors 
 covered in the present study remain open, it is proposed to solve them.  


This paper aim is to provide a comprehensive study of the legal norms, including criminal 
 law on privacy and data protection in Kazakhstan, in particular liability issues and conflicts 
 with the right to freedom of expression.  


It is worth noting that all references on this thesis to the applicable law concerns Kazakh-
 stan, unless the context otherwise required and/or otherwise states. 


Object of research is the theoretical and practical issues related to the application of exist-
 ing  legislation  in  the  field  of  objective  personal  privacy  right,  the  definition  of  personal 
 information - as an independent subject of criminal law protection and the different special 
 protection  for  some  officials  (i.e  state  servants  in  comparison  with  other  citizens)  in  Ka-
 zakhstan. 


Subject of study includes: 


- criminal law standards relating to the protection of confidential personal information, the 
 privacy right, set in Kazakhstan, foreign, international legislation; 


- The practice of law enforcement by courts in specific cases in Kazakhstan. 


This  paper  aim  is  to  provide  a  comprehensive  study  of  the  inviolability  of  personal  data, 
 information about privacy in the norms of criminal law in other areas of law. 


The aim of the study led to the formulation and solution of the following tasks: 


- To identify trends in the development of legislation on personal data protection and priva-
 cy of information about the private life; 


- To investigate criminal responsibility for violations of laws on protection of personal data 
 and the right to privacy; 


- To summarize the scientific experience and jurisprudence on this issue; 


- To make proposals  to  improve the existing legislation, as  well as other  branches of law 
rules. 



(6)This work is based primarily on the dialectical approach to the analysis of the research sub-
 ject.  The  analysis  was  conducted  on  the  basis  of  historical,  systematic  structural,  formal-
 logical,  linguistic, statistical  methods.  Comparative legal  analysis of the legislation stand-
 ards has a special place  


In the course of work the following sources were analyzed: the Constitution of Kazakhstan, 
 legal acts, administrative, civil, criminal law, as well as other legal and technical material. 


Scientific  novelty  of  research.  During  the  study  the  theoretical  principles  in  the  field  of 
 constitutional and legal regulation of personal data and privacy, the state of the rules affect-
 ing relations in this important for the society and the state public relations are analyzed. 


Theoretical  and  practical  significance  of  the  study  results.  In  according  to  the  object  and 
 purpose  of  all  findings  and  provisions  arising  from  the  study,  subordinated  to  the  idea  of 
 using them in the development of new and improvement of existing legislation and to build 
 an effective system of personal data protection and privacy law. 


The structure of the thesis. Master's thesis consists of an introduction, four chapters 
 (including paragraphs), conclusion, bibliography. 


Chapter  1  provides  overview  of  the  legislation  on  privacy  and  data  protection  in 
Kazakhstan. Chapter 2 describes  the types of liability (civil,  criminal) for  violation of the 
legislation on personal data in various forms. Chapter 3 presents the discussion on conflicts 
of  privacy  and  its  protection  laws  with  the  right  on  freedom  of  expression  and  the  fourth 
chapter familiarizes with special conditions which set up by the laws for protection of  the 
Kazakhstani officials.  



(7)CHAPTER 1. OVERVIEW PRIVACY AND DATA PROTECTION IN KAS-
 AKHSTAN 


1.1 PRIVACY AND DATA PROTECTION – GENERAL OVERVIEW 


The term "private life" is very multilayered and multilevel. Exhaustive definition of 
 private  life  does  not  exist,  but  it  is  -  a  broad  interpretation  term  and  it  covers  different 
 spheres of human life. 


The first attempt to formulate the essence of this concept was made in 1890 by the 
 American Bar Warren and Brandeis, who defined it as «the right to be alone» («the right to 
 be left alone", "right to be left to himself") 


Everyone has his own idea about what is “private life”, and presenting of it depends 
 on  the  psychological  characteristics  of  a  particular  person,  and  from  the  norms  and  tradi-
 tions that exist in a given society at a given historical period. 


Private  life  as  a  social  phenomenon  is  the  "physical  and  spiritual  area  that  is  con-
 trolled  by  the  individual,  that  is,  free  from  external  guiding  influence,  including  on  legal 
 regulation."3 In this aspect of private life is a combination of the following components: the 
 inner spiritual spheres of human life, the sphere of interpersonal communication and rela-
 tionships, organizational, medical and physiological, behavioral, property components. 


The question of establishing the limits of control over individuals and groups of in-
 dividuals from government, religious, and economic institutions has always been one of the 
 central problems in the history of the struggle for individual freedom. In essence, the tradi-
 tional  rights  enshrined in  the constitutions of democratic states  -  freedom  of religion,  i.e., 
 freedom  of  conscience,  the  inviolability  of  the  home,  the  guarantee  against  unauthorized 
 searches and against self-incrimination - intended to protect the desire of the authorities to 
 too closely to social control over the individual.4


       


3 Efremov "Information" C / P., 1999 



(8)A person needs "security zone", and it is not just a personal preference, it is an im-
 portant requirement of efficiency of the social structure. The privacy right creates this safe-
 ty zone, limiting social control beyond which we would define as necessary and sufficient. 


It provides individual personal autonomy, personal independence, just as the ownership of 
 the estate gives it independence (of course, both within the law). 


American  lawyers  L.  Brandeis  and  Warren  S.,  who  devoted  to  it  a  special  article 
 written in 1890 said: "The intensity and complexity of life, inherent to an developing civili-
 zation, lead to  the need to  have a safe haven from  the outside world,  so that solitude and 
 privacy  have  become  more  important  for  a  person  ;  but  modern  enterprise  and  technical 
 innovations,  invading  his  privacy,  causing  him  emotional  pain  of  suffering,  much  more 
 serious than those that may be caused by simple physical violence." 


It was undoubtedly a revolutionary step, because in the nineteenth century law pro-
 tects only "typical" property interests and was not inclined to recognize a category of moral 
 damage, i.e. damage that can’t be calculated in monetary terms. Now, the right meets a new 
 challenge: "... in addition to the protection of the human in its common interests, to give the 
 protection of specific personality in all the richness of its original features ...". In this way 
 famous Russian lawyer of the beginning of the century  I. A. Pokrovsky defined that task. 


Gradually this theoretical idea "inculcated" in consciousness of judges and legislators, and 
 meleno,  with  reservations,  the  right  to  the  inviolability  of  the  private  sphere  has  received 
 recognition in the judicial practice. 


This process was hampered by two major factors. Firstly, difficulties with determi-
nation of the content right have appeared. As it was already stated, the category of "private 
life" is devoid of legal content. Judicial practice faced with the fact that under the common 
roof  of  "privacy"  a  number  of  diverse  interests  who  took  to  identify  and  classify  is  gath-
ered. That is why it appeared not easier to specify the content of the privacy right through 
the powers available to the subject of this law, but through the violations of this right which 
it  protects.  Classification  of  such  disorders  can  be  represented  as  follows:  1)  violation  of 
the  privacy  of  the  person  or  interference  in  his  personal  affairs  (this  includes  violations 
such as  eavesdropping and interception of telephone conversations or  correspondence pe-
rusal); 2) Publication of personal data, which, from the point of view of the person adverse-



(9)ly affect its public image, or cause him pain and mental suffering (including in cases where 
 such information is untrue);  3) exposure of a person in a false light in the eyes of others; 4) 
 The use of the name or image of the face in the interests of the person who uses it (primari-
 ly for the purpose of commercial gain).5


The  second  factor  is  that  the  privacy  right  can’t  be  subject  to  certain  restrictions, 
 and such restrictions are objectively required to balance the interests of the individual with 
 the interests of other individuals, groups and the state, which, by definition, expresses the 


"public  interest."  More  consistently  the  courts  found  a  violation  of  privacy  in  cases  of 
 commercial use of a name and a face image (e. g. in advertising). Much more cautious po-
 sition they occupied in those cases where the offender could refer to the "legal protection of 
 property rights", for example, when the owner of the hotel, shop or company arranged sur-
 veillance of the behavior of  guests or employees. More problematic it was  to  achieve the 
 protection  of  the  privacy  right  when  it  came  to  matters  relating  to  the  publication  in  the 
 press of information about the private life of a person.  


In the postwar years, the situation changes dramatically. The privacy right comes to 
 the forefront of public attention. It is included in the catalog of human rights and enshrined 
 in many constitutions industrialized countries. The idea of legal protection of privacy takes 
 on  a  new,  deeper  meaning.  There  are  two  reasons  that  determined  the  realization  of  the 
 value of said rights and a broad social movement for its recognition and real protection. 


The  first  reason  is  a  historical  experience,  which  gave  impetus  to  the  mass  con-
 sciousness.  During  the  years  of  Nazi  domination  the  Europeans,  and  especially,  the  Ger-
 mans have experienced themselves to which tragic consequences brings total control. Ordi-
 nary Americans, for whom fascism remained "on the other side of the ocean," need an ad-
 ditional jolt of McCarthyism, to ensure that privacy is something much more serious than 
 the "patrician requirement", as the Americans were inclined to treat it early in the century. 


The  second  reason  is  strengthening  of  the  "de-privatization"  of  human  life  caused 
by  the  fact  that  information  about  the  person  begins  to  be  considered,  according  to  the 
American researcher A. Miller, "as  a cost-effective goods  and as a source of power", and 
       



(10)modern scientific and technological advances offer unprecedented opportunities for stock-
 piling and use of such information and its transformation, thus an instrument of social con-
 trol and manipulation of human behavior. 


Various devices for telephone and electronic eavesdropping, optical means for night 
 vision, hidden TV lenses allow monitoring and capturing every gesture, facial expression, 
 every word in a private conversation, extending the capabilities of the human eye and ear, 
 and creating a great temptation to use them instead of traditional methods of observation. 


Many of them are tiny and are available in the open market, so that they can take advantage 
 of not only the police or intelligence services, but also any interested in this person or com-
 pany. 


Another threat is associated with means of psychological penetration into the inner 
 world of man (testing, the use of "lie detector"). Methods of "scientific" validation of busi-
 ness qualities, integrity, political and personal orientation are being adopted by private and 
 public  organizations  in  the  selection  of  personnel.  Meanwhile,  the  scientific  accuracy  of 
 these methods, as well as at the level of accuracy of the particular case, is not absolute. 


And  finally,  the  most  massive  and  most  casual  threat  is  the  creation  of  computer 
 systems of personal data. Computerization - it's not just a new "technic" form of accumula-
 tion  of  information  about  individuals.  Modern  computer  technology  can  instantly  share 
 information,  compare  and  collate  personal  data  accumulated  in  various  information  sys-
 tems, so that any more or less trained person having access to the desired database, can be 
 traced for our lives, never even saw us. Medical information falls into the hands of the em-
 ployer,  information  on  income  -  in  the  hands  of  traders  and  producers  of  goods,  infor-
 mation about the arrest or conviction - in the hands of social services. 


Convention on the Protection of Individuals with regard to Automatic Processing of 
 Personal Data (Strasbourg, 28 January 1981) was adopted, its purpose was to strengthen a 
 system  of  the  right  to  privacy  guarantees.  The  legislation  of  different  countries  no  matter 
 whether they are parties of the Convention or not, meets these principles consistently more 
 or less. 


First of all, the Convention establishes the requirements for the data itself. Personal 
data must be obtained in a right way and lawful means; they should be collected and used 



(11)for well-defined purposes, which do not contradict the law and should not be used for pur-
 poses incompatible with those for which they were collected; they must be relevant, to the 
 full, but not excessive in terms of the purposes for which they are collected; they should be 
 stored in a form which permits identification of data subjects is no more than is required by 
 the purpose for which they were collected. Another principle states that personal data about 
 national origin, political opinions or religious or other beliefs, as well as personal data con-
 cerning  health  or  sexual  life,  may  be  subject  to  computer  processing  only  in  those  cases 
 where the rule of law provides a solid guarantee of their confidentiality. Finally, the Con-
 vention provides safeguards for the data subjects. These guarantees’ purpose is to give to 
 any person the right to be informed of the existence of personal data file and its main pur-
 poses, as well as its legal address; periodically and without waste of time or means every-
 one should be able to request that, if accumulated in the database with their personal data, 
 and to obtain information on such data in an accessible form; require alteration or destruc-
 tion of data that do not meet the requirements listed above (precision of reference to a par-
 ticular  purpose,  etc.);  recourse  to  judicial  protection  of  the  right  violated  if  his  request  or 
 demand for access to his personal information, clarification or destruction of data were not 
 satisfied.  Withdrawal  of  these  positions  is  allowed  only  if  it  is  expressly  provided  for  by 
 law and constitutes a necessary measure in a democratic society, established for the protec-
 tion of national security and public safety, the financial interests of the state or to prevent 
 crime. 


Furthermore, the information about privacy is a subject of legal protection. Together 
 with  the  privacy  right  Article  18  of  the  Constitution  establishes  the  right  to  personal  and 
 family privacy and the confidentiality of correspondence, telephone conversations, postal, 
 telegraph and other messages. 


Norms  of  the  Criminal  Code  protect  both  the  privacy  right  and  the  information 
 about the private life. At the same time, the direct object of the crimes set in Article 142 of 
 the Criminal Code, is not all analyzed right, but only its information aspect. 


Public danger is represented not only by the collection and dissemination of infor-
mation constituting a personal secret, but also by actions and public information about the 
private life of individuals subject to its further generalization and systematization. 



(12)It is suggested to refer this category of criminal cases to the number of cases of pri-
 vate prosecution. This is because, firstly, the collection of information about the private life 
 of a person without their consent is unacceptable in any case, except in cases stipulated by 
 legislative acts. Secondly, the state is not the only source of ideological coercion: the power 
 of the dominant morality severely limited privacy throughout history. This power began to 
 wane only recently. For example, freedom of sexual life, as a part of personal life, has be-
 come a truly complete only now, when the French Penal Code and the jurisprudence of the 
 European Court of Human Rights were destroyed articles about criminal liability for adul-
 tery (1975), and homosexuality (1982).  


In France, the law from 17th of July 1970 protects the privacy from the citizen and 
 the  criminal  point  of  view.  He  thwarts  attempts  to  "violations  of  privacy  of  intimacy"  by 
 eavesdropping  the  transmission  of  words  or  visual  fixation  in  private  places  without  the 
 consent of the person concerned. 


Taking  into  consideration  the  danger  of  exposure  of  computer  science  on  private 
 life  of  every  citizen,  the  Law  from  6th  of  January  1978  relating  to  computing,  files  and 
 freedoms, with a new force asserts the need to protect privacy and instructs to the National 
 Commission  on  Informatics  and  Liberties  to  follow  this.  Right  to  respect  for  private  life, 
 being the embodiment of the principle of legal interference in the personal affairs of each, 
 that  is  an  expression  of  the  sovereignty  of  the  individual,  is  a  fragile  social  achievement, 
 which  is  threatened  by  the  social  and  political  upheavals,  as  well  as  a  huge  opportunity, 
 monitoring and control appearing in the course of technical progress. 


1.2  PRIVACY  AND  DATA  PROTECTION  IN  KASAKHSTAN  -  BACK-
 GROUND 


Law "On personal data  and its protection" establishes that personal data  - is infor-
 mation referring to an identified or identifiable subject of personal data on its basis, fixed in 
 electronic, paper and (or) other tangible carrier. 


In other words, the personal data refers to the surname, first name and patronymic 
(if  any),  date  and  place  of  birth,  personal  identification  number,  legal  address,  the  docu-



(13)ment proving his identity, family and social situation, the presence of movable and immov-
 able  property,  education,  profession,  and  other  personal  information  that  identifies  a  per-
 son's personality or allows to install it. 


Individual, whose personal data is mentioned, is called the subject of personal data. 


Personal data are completed in the database, depending on the purpose of their purpose and 
 use.  Public  bodies,  physical  and  (or)  legal  entities  who  owns  the  right  of  ownership,  use 
 and manage databases containing personal data, are called owners.  


What can be done with a personal data? Personal data can be collected and may be 
 processed, i.e.: 


- accumulated; 


- destroyed; 


- depersonalized; 


- stored; 


- used; 


- changed and supplemented; 


- access to them can be blocked; 


- distributed; 


- transferred to third parties. 


In addition, the database containing personal data must be protected from unauthor-
 ized access or hacking. 


Public body, physical  and (or) legal person performing the functions of collection, 
 processing and protection of personal data, is called the operator of personal database. 


The  general  rule  established  by  the  Law  "On  personal  data  and  its  protection"  de-
 termines  that the collection and processing of personal data  carried out by the owner  and 
 the operator, with the consent of the subject or his legal representative. Consent of the sub-
 ject or his legal representative is made in writing or in electronic form or in any other man-
 ner with the use of elements of protective actions. 


However, the law provides a number of exceptions to the general rule when collect-
ing and processing of personal data may be made without the consent of the subject or his 
legal representative. 



(14)For example, journalists collect and use personal data not only for the preparation of 
 positive materials in respect of which the subjects would willingly give their consent to the 
 processing of personal data. It's hard to imagine that the hero or heroes of corruption scan-
 dal or critical publications would agree to the use of their personal data and their dissemi-
 nation in the media. Applying the general rule the collection and use of personal data only 
 with  the  consent  of  the  subject  would  have  made  it  impossible  to  carry  out  professional 
 activities  of  journalists,  especially  when  it  comes  to  preparing  materials  with  the  public 
 interest, critical, expose corruption and other offenses and crimes. 


 Therefore, if the collection and processing of personal data are made for legitimate 
 professional activities of a journalist and (or) the activities of the media or scientific, liter-
 ary or other creative work - to get the consent of the subject is not required. 


    Thus: 


-  Journalists  have  a  right  to  collect  and  process,  distribute  (i.e.,  publish),  personal 
 data without the consent of the subject they belong, or his legal representatives only in the 
 presence of their legitimate professional activities. Professional activities (not only journal-
 ists,  but  any  representative  media)  refer  to  the  collection,  processing  and  preparation  of 
 reports  and  materials  for the media on the basis  of employment  or other  contractual rela-
 tionship; 


- Such consent for scientific, literary or other creative activities is not required; 


- Exception for journalists and the media acts if the requirements of the legislation 
 of RK to ensure the rights and freedoms of man and citizen are observed. 


Government of Kazakhstan in the near future6 will issue the regulations on approv-
 ing  the  procedure  for  determining  the  owner  and  (or)  the  operator  of  the  list  of  personal 
 data  is  necessary  and  sufficient  to  perform  the  tasks  undertaken  by  them,  and  on  the  ap-
 proval procedure of the owner and (or operator) measures to protect personal data. 


1.3  OVERVIEW  OF  LEGAL  REGULATION  OF  PRIVACY  AND  DATA 
 PROTECTION IN KASAKHSTAN 


       


6 The newspaper "Kazakhstan truth" (May 22, 2013 in №№ 173 - 174 (27447 - 27448) 



(15)1.3.1  ANALISYS  OF  THE  LAW  “ON  PERSONAL  DATA  AND  ITS  PRO-
 TECTION” AND OTHER LEGAL ACTS 


The purpose of the  Law of RK № 94-V of 25 November 2013 "On Personal Data 
 and its Protection" is to ensure the protection of the rights and freedoms of man and citizen 
 in the collection and processing of personal data. 


Law regulates the relations between the subject, the owner, operator and third party 
 related  to  the  collection,  processing  and  protection  of  personal  data.  In  addition  to  this 
 rights and obligations of the subject, the owner and operator are legally established. 


However, it is set by law, that collection, processing of personal data by the owner 
 and (or) operator with  the consent  of the subject  or his  legal  representative, except  in  the 
 case of  activities of law  enforcement  agencies,  courts, enforcement proceedings, the state 
 statistical activity, the implementation of international treaties, etc. 


Guarantee on the protection of personal data by the state when their collection and 
 processing is carried out only in cases of protection of personal data is set. 


Legislation  in  the  field  of  regulation  of  personal  data  regulates  the  relations  con-
 nected with the collection, storage, processing and use of automated personal data. Moreo-
 ver, this legislation exists as an independent along with the general law on the protection of 
 the right to privacy, and provides: 


- The protection of personal data from unauthorized access by others, including rep-
 resentatives of government agencies and services that do not have the necessary powers to 
 it; 


- Ensuring the safety, integrity and reliability of data in the process of working with 
 them, including the transfer on the international telecommunications; 


- Ensuring appropriate legal regime of the data while working with them for the var-
 ious categories of personal data; 


- Control over the use of personal data by the subject himself. 


Organization order of work with personal data is regulated by legal and legislative 
acts, legal and regulatory guidance documents. 



(16)The  main  document,  regulating  the  work  with  personal  data  is  the  Labor  Code.  It 
 gives  the  concept  of  personal  data  of  the  employee,  establishes  regulation  of  work  (pro-
 cessing)  of  personal  data  rights  provides  general  requirements  for  the  processing  of  data 
 containing personal information, are safeguards DA determined the storage, use and trans-
 fer of personal data." 


Law “On personal data and its protection” was developed in order to improve the 
 legislation in the sphere of application of information technology, information security and 
 implementation  of  the  right  to  seek,  receive,  transfer,  product  and  distribution  of  infor-
 mation. 


Its provisions are intended to achieve the objectives to eliminate the available gaps 
 and  contradictions  in  the  legislation;  solving  urgent  problems  that  marked  the  practice  of 
 application  of  the  earlier  Law  "On  Information,  Informational  support  and  Protection  of 
 Information"; updating and optimization of the conceptual apparatus; formation of the nec-
 essary  regulatory  framework  for  the  protection  of  public  and  civil  rights  to  information; 


creation of legal conditions for effective interaction between the different actors of the in-
 formation society and the successful market information services and information technol-
 ogy. 


The adoption of the Act is a necessary condition for the creation of the information 
 society, the problem of constructing of which is mentioned in the state's strategic program 


"Kazakhstan-2030", and the entering of Kazakhstan in the global information space. 


Legal regulation of the processing of personal data was necessary to ensure consti-
 tutional  human  and  civil  rights,  in  particular  the  right  to  privacy,  as  well  as  to  bring  Ka-
 zakhstan's  legislation  in  line  with  internationally  accepted  standards  and  principles.  More 
 than 20 countries have laws similar to the newly adopted law from 25th of November 2013, 
 which means a unified interaction states in the field of personal data. 


Law "On Personal Data and its Protection" is aimed at: 


-  Providing  a  legal  protection  of  citizens  in  constantly  increasing  number  of  data-
 bases containing personal data; 


- The creation of a legal framework for the adequate protection of personal data of 
citizens from interest to them by criminal organizations; 



(17)-  Regulation  of  cross-border  transfer  of  personal  data  within  the  framework  of  in-
 ternational agreements; 


- Improving the organizational and legal support of individuals and entities, public 
 authorities, local governments for storage, use, transfer, disposal and other acts of personal 
 data. 


For non-compliance of the established order of work with confidential information 
 the administrative, civil and criminal liability is set. 


Kazakhstan's legislation contains a number of rules relating to the protection of per-
 sonal data and information privacy. 


Firstly, these are the provisions of Article 18 of the Constitution: 


"1.  Everyone  has  the  right  to  privacy,  personal  and  family  secrets,  protection  of 
 honor and dignity. 


2. Everyone has the right to confidentiality of personal deposits and savings, corre-
 spondence, telephone  conversations,  postal,  telegraph and other messages.  Limitations  of 
 this right shall be allowed only in cases and in the order, strictly provided by law." 


3.  State  bodies,  public  associations,  officials  and  the  media  are  ought  to  provide 
 every  citizen  with  the  opportunity  to  familiarize  themselves  with  the  documents,  affecting 
 their rights and interests of documents, decisions and sources of information. 


Privacy, personal  and family secrets  are protected by the Constitution and laws  of 
 Kazakhstan and, above all, by the norms of criminal law. Private life is an area of human 
 activity that relates to the individual, and the road belongs to him. Therefore, according to 
 the general rules, it is not subject to control by the state and society. This is the sphere of 
 personal and non-business relationships and concerns. 


Personal  and  family  privacy  is  part  of  private  life,  the  sphere  of  delicate  and  inti-
 mate  aspects  of  personality  existence.  Therefore,  the  disclosure  of  certain  information 
 about it is recognized as immoral. Personal privacy, in particular, can include information 
 about the state of health, intra-family life, secret of adoption. The law can’t interfere in this 
 sphere; it is intended to protect it from any unlawful interference. 


On  the  provisions  of  the  Constitution  of  Kazakhstan  it  is  based  a  number  of  legal 
rules governing the protection of private, personal and family privacy of the individual. In 



(18)particular,  the  articles  of  the  Criminal  Procedure  Code  provides  that  if  the  criminal  pro-
 ceedings are not permitted to collect, use, and dissemination of information about the pri-
 vate life, as well as personal information that a person finds it necessary to keep secret for 
 purposes not specified tasks of procedural activities. And in the course of criminal proceed-
 ings  measures  to  protect  the  received  information  constituting  personal  secret  are  taken. 


Such data of inquiry and preliminary investigation shall not be disclosed, and personal se-
 crets,  authorized  to  representative  of  a  number  of  professions  to  protect  the  legitimate 
 rights  and interests of citizens, are a professional  secret.  These include the confidentiality 
 of adoption, medical diagnosis, wills, attorney secrets, preliminary investigation and so on. 


The  legislation  of  Kazakhstan  provided  that  if  the  relevant  persons  (eg.,  judges,  social 
 workers,  doctors,  notaries)  have  become  aware  of  any  facts  that  constitute  a  personal  or 
 family secrets, they shall not disclose them. Otherwise, the perpetrators shall be established 
 by law. 


Such liability is established by civil, administrative and criminal law. A citizen has 
 the right to protection of privacy. Disclosure of privacy is possible only in cases stipulated 
 by legislative acts. Every person has the right to protection of honor and dignity in court. 


The above rights are not only received consolidation, but also filled with new con-
 tent in the Constitution of Kazakhstan. In recent decades, a proliferation of new media (in-
 ternet, fax, cellular telephone) became very popular. 


That is why the Constitution is not limited with an exhaustive list of them, and pro-
 vides  the  opportunity  and  other  communications,  the  secret  of  which  is  also  protected  by 
 law. 


Mystery of post and telegraph correspondence relates to personal privacy. A special 
feature here is that the citizen trusts post, telegraph is not the actual content of negotiations, 
but  only  mail  forwarding  or  technical  support  phone  calls.  Particularly  acute  question  in-
violability of the secrecy of correspondence, telephone conversations and postal, telegraph 
and  other  communications  acquires  due  to  the  fact  that  in  order  to  fight  crime,  law  en-
forcement  authorities  have  the  right  to  monitor  correspondence,  telephone  conversations, 
telegraph  and  other  communications  of  citizens.  Therefore,  the  legislation  clearly  defines 
the grounds and procedures taking actions that restrict these rights. 



(19)Control of post and telegraph correspondence, as well as wiretapping allowed when 
 implementing  covert  operative-search  activity.  Carrying  out  operational  search  activities 
 related to the control of correspondence and telephone charges, shall be permitted only on 
 the basis of the Law "On operative-search activity" on September 15, 1994. Last also pro-
 vides  that  all  the  resulting  operational-search  activity  information  concerning  the  private 
 life  of  citizens,  the  honor  and  dignity  of  the  person,  if  they  do  not  contain  information 
 about the commission of acts prohibited by law, can’t be stored and destroyed. 


Private  life  is  regulated  by  the  Criminal  Code.  Articles  142-145  of  the  Criminal 
 Code establish criminal  responsibility for private life violation, illegal violation of the se-
 cret  correspondence,  telephone  conversations,  postal,  telegraph  or  other  communications, 
 disclosure of medical privacy, trespassing.  


According to Article 16 of the Criminal Procedure Code (hereinafter CPC), the pri-
 vate  life  of  citizens,  personal  and  family  secrets  are  protected  by  law.  Everyone  has  the 
 right to confidentiality of personal deposits and savings, correspondence, telephone conver-
 sations, postal, telegraph and other messages. 


Restrictions of these rights in criminal proceedings are allowed only in cases and in 
 the order strictly set by law. Reasons and procedure for detention of correspondence, mes-
 sage intercept,  monitoring and recording of negotiations are set  out  in  Articles 235-237of 
 CPC.  


Article 10 of CPC says that private life of citizens, personal and family secrets are 
 protected by law. Everyone has the right to confidentiality of personal deposits and savings, 
 correspondence, telephone conversations, postal, telegraph and other messages. 


Restrictions of these rights during civil proceedings are allowed only in cases and in 
 the order strictly set by law. 


Finally,  according  to  Article  18  of  CPC,  the  private  life  of  citizens,  personal  and 
family  secrets  are  protected  by  law.  Everyone  has  the  right  to  confidentiality  of  personal 
deposits and savings, correspondence, telephone conversations, postal, telegraph and other 
messages. Restrictions of these rights in criminal proceedings are allowed only in cases and 



(20)in the order strictly set by law, nevertheless, these legal rules are not sufficient to guarantee 
 the observance of the rights of all state bodies, individuals and organizations. 


Administrative  Rule  contains  no  articles  directly  related  to  responsibility  for  citi-
 zens' rights to privacy violations. Responsibility for refusal of giving the information (Art. 


84 of the Administrative Code), the dissemination of information about the guilt before the 
 entry  into  force  of  a  judgment  of  conviction  (Art.  86  of  the  Administrative  Code)  or  re-
 sponsibility for the violation of peace (Art. 333 of the Administrative Code) is difficult to 
 attribute to the measures for the protection of the right to privacy. 


To bring Kazakhstan's legislation in line with international standards for the protec-
 tion of the right to privacy, it is necessary to adopt a special law that would guarantee the 
 protection of and illegal, and arbitrary interference, as reflected in General Comment of the 
 UN Committee on Human Rights. 


It is necessary for Kazakhstan's legislation to contain all the definitions used in Ar-
 ticle 17 of the ICCPR, in accordance with the recommendations of the UN Committee on 
 Human Rights and the international practice. 


It  should  be  noted  that  in  practice,  facts  of  violation  of  citizens'  rights  to  privacy, 
 personal and family privacy by the customs authorities of Kazakhstan often occur.  In par-
 ticular,  according  to  existing  customs  regulations  on  the  mandatory  provision  of  citizens 
 exported video cassettes, audio cassettes, CDs and films for preview on their content of the 
 forbidden information. 


According  to  the  Commission  on  Human  Rights,  the  customs  requirements  led  to 
 justified complaints of citizens because of the complexity of their implementation and con-
 tributes to corruption offenses on the part of customs officials. 


1.3.2 TRANS-BORDER TRANSFER OF PERSONAL DATA 


Normative  regulation  of  information  exchange  processes,  including  personal  data, 
as  well  as  the  implementation  of  such  processes  under  the  influence  of  active  interstate 
interaction are becoming more relevant.  



(21)It  is  necessary  to  ensure  the  effective  protection  of  human  rights  and  fundamental 
 freedoms, in particular the right to privacy, with respect to such exchanges of personal data 
 with the growth of exchanges of personal data across national borders. 


Legislation  on  personal  data  is  formed  long  time  ago  in  many  countries,  and  in 
 some is widely developed. International standards specify that the national law relating to 
 the  party  transmitting  the  data  may  authorize  international  transfers  of  personal  data  to 
 countries that do not provide the level of protection provided for in this document, if such a 
 transfer is necessary and is made in the interest of the data subject in the framework of con-
 tractual relations, to protect the vital interests of the data subject or another person, or when 
 it is required by law in the public interest. How and who will determine whether the protec-
 tion of the rights of subjects of personal data in cross-border transmission of data is imple-
 mented, the Law does not specify. In Europe, the question of such a line is easily solved - 
 whether the State is party of the Convention on the Protection of Individuals with regard to 
 Automatic Processing of Personal Data (Strasbourg, 28 January 1981), and whether it ful-
 fills the directive of the European Parliament and of the Council of the European Union for 
 the  processing  of  personal  data.  Kazakhstan  is  not  a  party  of  these  international  instru-
 ments.  In  fact,  there  are  no  such  documents  developed  at  the  regional  level  in  the  post-
 Soviet space. 


As  fairly  the  Committee  on  Foreign  Affairs,  Defense  and  Security  of  the  Majilis 
points out: firstly, the transfer of personal data affect the rights  and freedoms of man and 
citizen.  In accordance with the Law of Kazakhstan "On  International  Treaties  of Kazakh-
stan",  international  treaties,  which  are  the  subject  of  the  rights  and  freedoms  of  man  and 
citizen shall be subject to ratification. In this connection, it is necessary to establish in Law 
that  only  the  international  treaties  are  ratified  by  Kazakhstan,  may  be  the  transfer  of  per-
sonal  data  to  the  physical  or  legal  person  of  a  foreign  country.  Meanwhile,  there  is  now 
agreement on cooperation in the establishment of public information systems passport and 
visa  documents  of  the  new  generation  and  their  further  development  and  use  in  the  CIS 
member  states,  approved  by  the  Government  of  Kazakhstan  dated  by  March  30,  2009  № 
430. Secondly, personal data to be transmitted is not impersonal "in a foreign country" (as 



(22)stated  in  the  bill),  and  a  specific  natural  or  legal  person  of  a  foreign  country,  which  can 
 later be responsible for the violation of the rights of subjects of personal data. 


Considering  that  according  to  the  bill,  the  proliferation  of  personal  data  includes 
 placement in information telecommunication networks, as well as what it said international 
 (trans-border)  transfer  of  personal  data,  but  it  is  not  defined  the  to  which  extent  the  law 
 applies  to  foreign  legal  entities  and  individuals,  then  its  application  to  Internet  resources 
 definitely  have  difficulties.  Indeed,  our  legislation  does  not  explain  where  exactly  is  Ka-
 zakhstan in the Internet and where begins the territory of foreign states. In many cases, the 
 owner of the website (online resource) has different information about the person who vis-
 its this resource. Visitor can voluntarily fill out a form on the site, to answer in the course 
 of using the site to certain questions of the owner; stores information about the actions of 
 the visitor to the site (information about products that interested visitor, their price group, 
 etc.).  Finally,  the  owner  of  the  site  is  available  and  certain  technical  information  about  a 
 visitor's  computer,  and  with  the  help  of  so-called  cookies  (cookie).  If  you  are  self-
 employed, and the entire base of  your customers  - it is a small tablet that you hold in the 
 program Google Docs, “cloud” services of Google for documents and physically your plate 
 is located somewhere on the server in the US, then you can already break the rules the bill. 


In this regard, the territorial scope of the law looks rather vague, leaving a number of ques-
 tions.  For example, will  the law be applied in  the processing of personal data by legal  or 
 natural  persons  outside the territory of Kazakhstan, but  using processing facilities located 
 on the territory of Kazakhstan and vice versa, etc. 


From a legal point of view ensuring of adequate protection of the rights of subjects 
 of  personal  data  may  indicate  the  presence  of  legislation  in  the  field  of  personal  data. 


Therefore,  before  submitting  personal  information  to  the  territory  of  a  foreign  state,  the 
 operator needs to study foreign legislation on personal data and thereby assess the adequa-
 cy of the protection of the rights of subjects of personal data.  


CHAPTER 2 ACTUAL PROBLEMS OF QUALIFICATION OF PRIVACY RIGHT 
VIOLATION  



(23)2.1 QUALIFICATION OF PRIVACY RIGHT VIOLATION 
   


The  experience  of  most  developed  democratic  countries  shows  that  without  an  ef-
 fective mechanism of human rights protection and, in particular, the rights and freedoms of 
 the so-called first  generation of national  level,  it is  impossible to  form  a just  civil  society 
 and the democratic state. Ensuring individual rights and freedoms through implementation 
 of  international  legal  standards  in  this  area,  is  a  prerequisite  for  sustainable  and  dynamic 
 development of any state7. 


        The  privacy  right  is  protected  by  the  Criminal  Code,  which  contains  crime  compo-
 nents,  providing criminal  responsibility for  abuse and illegal actions with the information 
 about the private life of a person, the article 142 of the Criminal code "Violation of priva-
 cy" should be noted. 


A crime, responsibility for which is under Article 142 of Criminal Code, consists in 
 privacy information violation, that is, collection or dissemination of information constitut-
 ing privacy, without legal justification.  


According to point 1 of Article 142 of Criminal Code: "Illegal collection or dissem-
 ination of information about the private life of individuals that make it personal or family 
 secret, without his consent, if these acts have caused harm to the rights and legitimate inter-
 ests of the victim." 8


The immediate object of a crime provided by Article  142 of Criminal Code is pub-
 lic relations related to the provision of the constitutional privacy right, personal or family 
 secret. 


The  public  relations  related  to  ensuring  the  rights  and  legitimate  interests  of  that 
 harm can act as optional object of the offense.  


The subject of the crime is the information about the private life of individuals that 
 make up his personal or family secrets, regardless of whether this information is defamato-


       


7 Baimahanov M. T. Selected works on the theory of state and law. 



(24)ry  or  not.  They  can  be  contained  in  the  diaries  of  the  victim,  letters  addressed  to  him  or 
 family members, printed editions of previous years, etc. 9 


Crimes are carried out by illegal actions. Illegal actions mean that the offender, not 
 being  authorized  by  law  or  regulations,  without  the  consent  of  the  victim  collects  or  dis-
 tributes information about his private life, personal or family secret of the victim. 


Collecting of information means  that the guilty  party secretly or openly, examines 
 the documents, letters and other sources of information in the house of the victim, his rela-
 tives and friends. In addition, collecting should be considered as familiarization with doc-
 uments describing the victim in the personnel department at his place of work, service, with 
 content  cards  disciplinary  records,  medical  history.  Collecting  information  may  include 
 getting  information  either  from  relatives,  friends,  neighbors,  colleagues.  A  characteristic 
 feature of this paper documents and other written and printed matter is not withdrawn. The 
 content of documents is only used. 


Dissemination of information about the private life of the victim means announce-
 ment of them at least to one person. The interested person, abetting the guilty by promising 
 reward  shall  be  liable  as  an  accomplice  (Art.  27  and  Part  1  of  Art.  142  of  the  Criminal 
 Code). Distribution methods can be different: oral, written, submitted by telephone or other 
 communication  channel.  Separately,  in  the  disposition  of  article  such  methods  are  high-
 lighted:  


a) the dissemination of information  in  the public (i.e., in  the presence of  a signifi-
 cant number of listeners) speech; 


b) publicly demonstrated works - movies, videos, leaflets, posters, placed in a place 
 over a considerable number of citizens; 


c) in the media - television, newspapers, magazines, radio. 


Collection or dissemination of information, I think, should be referred to the formal 
 elements  of  a  crime  and  a  crime  considered  to  be  finished  after  performing  the  actions 
 themselves.  Consequences:  named  in  the  article  and  consisting  of  causing  harm  to  the 
 rights and legitimate interests of citizens come immediately, as soon as the offender begins 
        


9 Petrosyan M. E. "The privacy right " M. 1999. P.9 



(25)to collect or distribute information about the private life of the victim. Attempt to refer the 
 deny  to  hire  or  dismissal,  disorder  in  the  family,  and  so  on  to  harmful  effects,  made  by 
 some scientists, cannot be accepted, since in this approach to the evaluation of the collec-
 tion of information must be considered as a preparation for the dissemination because the 
 collection itself cannot yet lead to harmful effects, which were mentioned by these authors. 


In addition, the infringement of the rights of citizens in hiring, dismissal is separate crimes 
 or offenses regulated by the Labor Law10. There is hardly necessity of offense regulated by 
 other branches  of the law, to  include in a number of consequences. The focus  is  on a de-
 tailed analysis of the legal  bases of  collecting, storage, use  and disclosure of personal  in-
 formation confidential as provided by law. There are two groups of such grounds: grounds 
 provided by law, and judicial decisions; as well as general conditions, including the devel-
 oped  practice  of  the  European  Court  of  Human  Rights,  which  should  meet  every  case  of 
 invasion of privacy, both from the state and from other entities. 


Those areas  of public relations, in  which restrictions of analyzed citizens' rights  can have 
 place, are determined. Among them: 


  relationships for providing the state of emergency; in the field of law enforcement, 
 public bodies (including the operational investigations); 


  fingerprinting; 


  relations in the field of   care service; 


  credit and information activities;  


  Establishment and operation of automated information systems.  


Kazakh  legislation  also  establishes  the  principle  of  openness,  with  respect  to  infor-
 mation of public interest. The concept of the public interest, as an essential objective signif-
 icance of certain actions, values of tangible and intangible to normal society, the function-
 ing of the state is formulated. At the same time disclosed information about the private life 
 of public figures should be directly relevant to that person who carries out the state or other 


       


10 Labor Code of the Republic of Kazakhstan (with alterations and amendments on 11.07.2014). 



(26)public activities11. It is suggested to legalize the position about that the greater public fig-
 ures and information about it, the more strongly the interference with his privacy as an uni-
 versal right. 


Another  reason  for  limiting  the  constitutional  right  to  privacy  information,  which  is 
 provided  directly  by  the  Criminal  Code,  is  the  presence  in  the  actions  of  a  person  of  ex-
 treme necessity. 


Any person in the country, where the position of a secret wiretapping acts, can claim to 
 be a victim, without any obligation to give evidence or even on the basis of the allegation, 
 that the tracking was really conducted.  


Contrary  to  the  assertion  that  a  man  with  a  clear  conscience,  nothing  to  be  afraid  of 
 wiretapping, this kind of invasion of privacy is extremely unpleasant, not only for the per-
 son who has violated the law or is going to do it. To realize the vulnerability of private life 
 is extremely unpleasant, even if you know for sure: the biggest "catch" of connected person 
 will be the information about a particular subject, which are divided for half an hour with 
 their  friends  and  girlfriends.  However,  I  think,  the  vast  majority  of  citizens  who  express 
 confidence  that  their  talk  on  the  phone  periodically  or  continuously  is  being  listened  to, 
 only flatter their own vanity. For them clicks during a telephone conversation that the pub-
 lic  opinion  is  inclined  with  unwavering  tenacity  explain  exactly  as  listening  are  not  as  a 
 tribute to the totalitarian past, as a kind of testimony of his own importance12. 


Of course, there are categories of people who may have suspicions for a reason: at all 
 times and in all states there were people who feared of unauthorized connection, and, obvi-
 ously,  not  unreasonably,  the  representatives  of  the  opposition  and  human  rights  activists. 


Reporters also like to think so, and they do not lose hope that their creative plans are also 
 interesting to someone other than themselves.  


In the GDR, where were the secret dossiers13 on 6 million of citizens were lead, more 
 than a thousand employees of state security were busy with wiretapping. 


Agents of N. Ceausescu’s regime listened to 2.5 million telephone lines in Bucharest14. 
        


11 Law of RK "On mass media". 


12 Panfilov B. G. "Private Life" S/D., 1999. 


13 Primachenko A.  "Without noise and cod" R/D 1998. P. 20 



(27)According  to  human  rights  organizations  today  more  than  in  90  countries  illegal 
 control over the information of the opposition human rights defenders, trade unionists and 
 journalists is practiced.  


So, how much every one of us  is  protected from unauthorized invasion  of privacy 
 through wiretapping?  


Actually, according to the firm belief of experts, today for a citizen not employees 
 of public law enforcement and intelligence agencies, but people who do not have to do with 
 them are much more dangerous in this respect. In particular, because of the availability of 
 all  kinds  of  special  devices,  from  those  that  can  be  purchased  for  pennies  on  radiobazare 
 until  brought  in  by  individuals  from  abroad  swatches  espionage  techniques  that  domestic 
 operatives  see  advantages  in  advertisements  from  foreign  exhibitions.  For  example,  in 
 France for the year were only recorded more than 100,000 cases of eavesdropping individ-
 uals. And hardly anyone has more or less clear idea of what is actually a latent such offens-
 es.  


I do not know, how it is in France, but wiretapping in our country is not difficult for 
 attackers. So there is nothing to say about such trifles, when a caller on DLD, waiting for 
 your free line, often gets the opportunity to listen to your conversations. Or when the tele-
 phone station arranges a conversation in the "conference" against the wishes of her unwit-
 ting participants, then  your conversation wedged another pair. As a result, there are some 
 conversations, when all four, shouting over each other and demanding the "opponents" to 
 hang up, but usually weaker tandem gives line to more brazen. In such situations, the citi-
 zen is completely defenseless and powerless. If you talk about listening to the part of law 
 enforcement, intelligence agencies, there exist certain legal means to ensure the protection 
 of the interests of man, even if his privacy right is limited in connection with the issuance 
 of a warrant. But there a real life also makes its allowances15. Well, for example, the right 
 to privacy is automatically annulled as well as ten, twenty or more interlocutors of one - the 
 only  citizen  in  respect  of  whom  was  authorized  to  listen.  Let’s  consider  such  question, 
       


14 www.bezpekavip.com 



(28)when authorities quickly search activity invade privacy through wiretapping. This investi-
 gative action must be performed by the decision of the inspector and must be authorized by 
 the prosecutor. However, in cases of urgency, by decision of the investigator, that action is 
 performed without a warrant, but then directs him within twenty-four hours of listening to 
 messages, record conversations (Art. 237 of the Criminal Procedure Code of the RK). The 
 prosecutor, in turn, checks the validity of the investigation and shall rule on its legality or 
 illegality. If the decision to illegally produced listening, recording, negotiation is taken, this 
 action cannot be admitted as evidence. Thus, if the prosecutor did not recognize this audi-
 tion lawful citizen's  right  to  immunity will be violated without legal  justification, and the 
 mystery of the citizen will remain open. 


Any  officer  without  any  hesitation  gives  a  solemn  oath  that  the  information  ob-
 tained by listening, but not related to criminal activity, will never be used against the object 
 of development. But, of course, in fact, no one can really guarantee that all of the "not per-
 tinent", but compromising  your information will never be used against. Without any legal 
 justification, but simply as a means of blackmail; for example, when  you arrange a meet-
 ing, awareness of which of your spouse clearly jeopardizes the safety of your home. In such 
 cases, the deceived husband, as a rule, are not very interested in the observance of proce-
 dural rules16..  


Surprisingly,  the  European  Court  of  Human  Rights  has  approved  legislation  on 
 wiretapping of a single European state. Perhaps, the fact that this country is Germany will 
 no less surprise some people. In this country a request for permission to audition should, in 
 particular, contain evidence that with help of other methods "it is impossible or excessively 
 difficult to get information." 17 The main guarantee of oversight of these activities is the G-
 10 Committee, chaired by a person having the right to hold judicial office. Members of the 
 committee are appointed by the parliamentary committee consisting of five members of the 
 lower house of parliament with the mandatory representation of the opposition. The minis-
 ter  monthly  informs  the  Committee  about  all  allowed  restrictive  measures  before  they 
        


16 The Civil Code of the Republic of Kazakhstan (Special part). Commentary under ed. Of  M. K. Suleimenov, Y. G. Basin 


17 European Court of Human Rights. El. sourse. 



(29)begin  to  apply.  In  case,  for  reasons  of  urgency,  the  interception  was  initiated  to  obtain  a 
 permit, the committee has the right to cancel such an order of the Minister. Moreover, the 
 committee's decisions cannot be appealed in court. Twice a year, the Minister shall inform 
 the  parliamentary  group  of  the  overall  situation  with  the  application  of  this  law.  G-10 
 Committee has jurisdiction over all the intelligence departments and the police all the lands 
 of Germany. After the end of the listening party whose phone was tapped, should be noti-
 fied of the fact of listening, if it does not jeopardize the purpose of the investigation. Man-
 datory destruction in the future is not useful information confirmed by a written instrument. 


      Objective  element  of  a  crime,  provided  by  Part  1  of  Article  142  of  the  Criminal 
 Code is characterized by the commission of one of the following: 


• Illegal collection of information about the private life of individuals that make a 
 personal or family secret, without the consent of the person to whom they relate. 


• Illegal distribution of such information without the consent of the person to whom 
 they relate. 


• Illegal distribution of them in a public statement, publicly performed work or me-
 dia. 


The legislator does not mention the lack of consent of the person whose rights and 
 legitimate  interests  are  affected  by  this  way  of  distribution,  as  well  as  on  the  illegality  of 
 such  action,  however,  seems  to  be  the  term  "illegal"  should  be  extended  to  all  forms  of 
 conduct  referred  to  in  Art.  142  of  the  Criminal  Code,  otherwise  it  is  not  clear  on  what 
 grounds a person in this case should be prosecuted. 18  


Collecting  of  information19    is  perception  of  content  or  signal  information  (the  ef-
 fects represent hardware signals that characterize their work, condition or specifics) by bio-
 logical means human perceptual information, technical or software perception. 


Illegal collection of information consisting the personal or family secrets, represents 
 a collection of such information contrary to the law by unauthorized person. Constitution of 
 RK and other laws establish specific grounds, conditions and procedures for obtaining in-
        


18 The Criminal Code of the Republic of Kazakhstan (with changes and amendments on 10.06.2014) 



(30)formation relating to personal or family secrets than create barriers to arbitrary interference 
 with  privacy.  Thus,  the  collection  of  this  information  is  available  through  reclamation  of 
 the person to  which they relate, or in  other subjects,  with  the  consent of  that person.  De-
 tailed  information  can  be  obtained  without  the  consent  of  the  person  to  whom  the  infor-
 mation  relates,  if  the  collection  is  a  necessary  measure  aimed  at  ensuring  the  interests  of 
 state  security,  public  safety,  the  protection  of  the  rights  of  data  subjects  or  the  rights  and 
 freedoms  of  other  persons,  for  the  suppression  of  crime.  Gathering  information  about  the 
 private life, as well as information violates personal or family secret, without the consent of 
 the person to  whom it relates,  is  possible only  on the basis of legislation. It  is  mentioned 
 above, that the privacy right may infringe. Illegal information may be collected in any way: 


in secret, under the pretext of openly or by access to documents in offices and other places, 
 through  interviews  with  relatives,  neighbors,  colleagues,  physician;  kidnapping,  copying 
 various documents and other materials.  


Dissemination is disclosure of information about personal or family secrets, and as a 
 result they become the property of a third person. 


It should be noted that the legislator in several articles of the Criminal Code instead 
 of the term "distribution" uses the term "disclosure". In principle, these concepts are identi-
 cal and in Russian language means actions for familiarization with something to many peo-
 ple, moreover, it is  intended that this  information  becomes widely known. The difference 
 here is you can spend on the content of the information catechumens. The term "disclosure" 


is usually applied to the sensitive nature of the information, and the term "distribution" - to 
 any information (eg., spreading rumors). Relation to the same information constituting se-
 crecy, the terms "disclosure" and "distribution" are used in the rules of the Criminal Code, 
 are definite20. 


In the process  of dissemination  of information  two parties take part  (two men  -  at 
 least): one announces this information, and the other – perceives it, that is, the spread can 
 be represented as the transmission - reception of information, both of these actions are car-
 ried out by two different actors. Consequently, the spread comprises: 


       


20 Criminal Law of the Republic of Kazakhstan. General part /under ed. Of Rogov I. I., M. A. Sarsembaev 



(31)The action of one person to announce secrets (transmission of information). 


The action of another subject to perceive it (reception) of this information. "Percep-
 tion is  a reflection of objects  and phenomena in  integral  form  as a result  of awareness  of 
 their distinctive features. Perception is related to the identification, understanding and com-
 prehension of objects and phenomena, to assign them to a specific category. Perception is 
 performed by steps".21 These actions can occur simultaneously (concurrently), for example, 
 direct  (oral)  transmission  of  information,  but  between  them  is  possible,  and  the  time  lag 
 (for sending a message to the letter). Also, a situation may occur when there is only trans-
 mission (reading) information and its perception does not occur because of any reason (eg., 
 lack of knowledge of the language in which the message is transmitted, etc.). In this case, 
 there is an attempt on the dissemination of personal or family secrets. 


At the same time the much greater danger of wrongful dissemination of information 
 about the privacy interests of the protection of privacy of information about the private life, 
 as compared with the collection of such information without a legitimate reason is empha-
 sized.  In  this  regard,  it  offered  to  identify  the  disclosure  of  information  about  the  private 
 life of a person skilled in the composition under Part 2 of Article 142 of the Criminal Code. 


Collection  of  personal  confidential  information  is  suggested  to  consider  the  com-
 pleted crime only when the subject was able to access on the private life of a person. 


High  degree  of  a  public  danger  is  not  only  a  violation  of  privacy  of  information 
 about the private life, in the manner prescribed in dispositions of Article 142 of the Crimi-
 nal  Code,  but  also  the  storage  of  information  about  the  private  life,  the  use  of  its  wicked 
 reason. It is proposed to criminalize such acts. 


Obligatory sign of privacy violation under the current wording of Article 142 of the 
 Criminal Code is causing harm to the rights and legitimate interests of citizens. However, 
 such  damage  when  it  is  immaterial  (moral,  caused  by  the  honor,  dignity  of  the  victim, in 
 the field of non-property relations) in practice is difficult to establish. In addition, the social 
 danger  of  the  act,  which  consists  in  the  violation  of  the  constitutional  right  to  security  of 


       



(32)information  about  the  private  life,  high  in  itself,  without  any  additional  damage  to  other 
 goods22. 


It should be noted that in practice, frequent violations of citizens' rights to privacy, 
 personal  and  family  privacy  by  the  customs  authorities  of  Kazakhstan.  In  particular,  they 
 indicate  the  action  customs  rule  on  mandatory  provision  of  citizens  exported  video  cas-
 settes, audio cassettes, CDs and films for preview on their content of the forbidden infor-
 mation. 


According to experts, the demands of customs authorities rouse censure of citizens 
 because of the complexity of their implementation and contribute to corruption offenses on 
 the part of customs officials.23


Examination  conducted  by  the  Association  of  Sociologists  of  Kazakhstan  among 
 1,500 respondents, showed that 19% of respondents gave a negative assessment of the situ-
 ation  in  the  field  of  protection  of  rights  to  privacy.  65.3%  of  respondents  gave  a  positive 
 assessment of the state mechanisms to protect the rights to privacy. 15.7% of respondents 
 were undecided24. 


In general, the results of the analysis of the situation with human rights to privacy 
 suggests  that  public  rights  protection  mechanisms  to  privacy  is  perfected  in  accordance 
 with international obligations of Kazakhstan in the sphere of human rights, except for cer-
 tain violations of law and individual rights officials or other persons. 


2.2   CIVIL LIABILITY 


Law "On introducing amendments and addenda to some legislative acts of Kazakh-
 stan  on  issues  of  personal  data  and  its  protection"  establishes  administrative  liability  for 
 violations of the order processing and the illegal distribution of information about the per-
 sonal data of their human holders - in the form of fines for individuals and officials. Several 


       


22 Criminal Law of the Republic of Kazakhstan. Special part: Textbook / Ed. prof. A. N. Agybaeva, G. I. Baimurzina 


23 www.law-n-life.ru


24 www. adilet.zan.kz 
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