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                                                                                         4 Mercury - A cross-layer service discovery protocol

                                                                4.5 Additional features

                                
                    4.5.1 Path-aware caching


The protocol uses local caching of services advertised by foreign nodes in order to save network
 bandwidth and reduce the discovery latency. Local caching may, however, lead to false positive
 replies to the overlying application if a service exists in cache even if the node that advertised the
 service is not available anymore.8 The cache timeout is therefore a trade-off between fast service
 queries and the false positive rate.


To solve this issue, Mercury includes a simple addition to the discovery process that consults the
 local routing table for the availability of the node offering the service. The technique is outlined in
 Algorithm 2. Without thispath-awareconstruction, false positive replies as a side effect of caching
 are more likely to happen. Such false positive replies cause unacceptable delays and reduce user
 satisfaction since the upper layer application has to time out on the false request.


Algorithm 2Returns the address of the node offering the servicex


1: ifLookupLocalCache(x)>0then


2: N ode←LookupLocalCache(x)


3: ifExistInRoutingT able(N ode) then


4: return N ode


5: end if


6: end if


7: N ode←P erf ormServiceDiscovery(x)


8: return N ode


8Solutions relying on service directories suffer from the same problem.
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Figure 4.6: A servicesis advertised byAand used by nodeB. WhenA withdraws the service, it
 immediately requests the service in order to speed up the discovery process for other
 nodes (here:B). Luckily, nodeCthen advertises a similar serviceswhichBcan put to
 immediate use.


4.5.2 Service handover


In a fully distributed service oriented network, the service availability is a compound of several
 factors. A node dependent of a certain service may fail to reach the service due to mobility, network
 congestion or user failures. A failure may also arise if the node offering the service shuts down
 the application or resource offered while it is being utilized by a foreign node or user. If the latter
 incident happens, the service discovery system is responsible for providing a service of the same
 service class from another source (if available) to the affected node in a timely manner.


The Mercury service discovery protocol supports such aservice handoverfunction initiated when
 an application withdraws a service.


When an application shuts down or for some reason cannot provide a particular service (say s)
 anymore, it withdraws the service to inform other nodes immediately that the service is about to
 become unavailable. The withdrawal process consists of the following stages:


1. When a services is locally withdrawn from node A, s is immediately removed from the
advertised services repository. A new service advertisement message is then created as a
Bloom filter containing all the remaining servicesthe node is offering. Notice that even if


this message implicitly contains special information—as the number of advertised services
 just decreased (the number may even be zero)—it is a regular service advertisement message.


2. Prior to sending this special case advertisement message, nodeAdoes a neat operation: Since
 any other node may be dependent ons(like nodeBon figure 4.6), nodeAcreates aservice
 request messagecontaining services—even if servicesis not of interest forAper se.


3. Subsequently after creation, the two messages (the service advertisement message and the
 service request message) are sent using MPR flooding (step 3 in figure 4.6). The two messages
 will be piggybacked9to the same OLSR message header.


4. Any node providing a service of typeswill immediately respond to the service request (step
 4 in figure 4.6). This respond will be received by all nodes in the network.


5. Nodes dependent of serviceswill then contact the new service provider immediately (step
 5), and the service is effectively handed over.


If the service is not explicit withdrawn using this technique, the following scenario is likely to
 happen (with respect to figure 4.6):


1. An application on nodeBwill fail to reach the servicessince it is removed from nodeA, and
 the application will eventually time out the connection after timeTAP P.


2. When the timeTAP P has elapsed, the application will initiate a new service discovery 
 re-questing s. If the local cache entry of s (pointing to A) has not yet timed out (as it will
 automatically after timeTCACHE), the service discovery protocol will reply with a false 
 po-sitive telling the application that servicesstill exists onAeven if it does not. A false positive
 may also occur if the nodeAitself is not available anymore. On the other hand, if path-aware
 caching is implemented (Algorithm 2 on page 39), a new service discovery is initiated, which
 will result in a new entry pointingstoC.


Consequently, after withdrawal ofs, an application may have to wait as long asTAP P +TCACHE
 to regain the service even if a similar service has been available the whole time. This delay may
 stop the application from performing its tasks and therefore vastly reduce the user satisfaction. With
 the withdrawal scheme outlined above, combined with path aware caching, a seamless handover is
 possible.


4.6 Summary


The protocol described in this chapter introduces Bloom filters as an efficient way to describe 
 ar-bitrary service descriptors. The protocol uses efficient service descriptor dissemination using MPR


9Whether they are piggybacked or send separately is dependent on the OLSR queue status and jitter settings.


flooding. Further, the protocol employs local caching to lower the discovery latency. Cross-layer
 techniques are used to minimize the false positive probability when caching is used. The 
 architec-ture is fully distributed and supports both proactive and reactive discovery.


The remaining part of this report will describe the implementation and evaluation of the protocol for
 two different purposes: First, the protocol is implemented as an extension to a network simulator.


Second, the protocol is implemented as a plugin to OLSR for real-world experiments.
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