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1  Introduction  


Informational  influence  poses  a  major  and  growing  challenge  for  confidence  in  democratic  processes  and 
 institutions.  Informational  influence  includes  the  spread  of  fake  news  and  disinformation,  often  with  the 
 intention of causing confusion and doubt about facts. Interference in democratic elections by, for example, 
 spreading fake news, by both state and non-state actors, has received considerable international attention in the 
 wake of the 2016 elections in the USA.  


This report describes the results of a systematic charting of and investigation into possible targeted attempts at 
 informational influence by foreign actors, state and non-state, on various digital platforms in connection with 
 the Norwegian municipal administration and county authority elections held on 9 September 2019.  


In  this  project,  we  have  not  observed  any  unequivocal  indications  of  foreign  informational  influence  in 
 connection with the election. These findings are consistent with observations conducted by the fact-checking 
 service Faktisk.no and Facebook, which, when contacted by us, informed us that they have not identified any 
 suspicious activity during the time period of our investigation.  


However, we did find indications of seemingly Norwegian users who also participate in covertly and openly 
 extremist forums on other websites in the material we collected. Some of these are involved in networks that 
 systematically transfer content from these kinds of extremist websites. These actors deliberately moderate their 
 language when posting on media that reach a broader audience, including on what are often referred to as 
 alternative websites, and make efforts to camouflage this type of activity. However, it cannot be proven that 
 they have a foreign background or connection. 


Mandate  


The project has been carried out on commission from the Ministry of Local Government and Modernisation. 


In June 2019, the Government launched a plan of action to strengthen resilience to influence and hybrid threats 
 in the conduct of the municipal administration and county authority elections held in the autumn. The plan of 
 action was prepared by a broad interdisciplinary working group with representatives from relevant ministries 
 and actors, led by the Ministry of Local Government and Modernisation. The current project is part of this plan 
 of action.  


The Ministry’s description of the assignment points out that “a number of attempts have been discovered in 
 recent years to spread disinformation on the internet for the purpose of influencing opinion and hence election 
 results, by state as well as non-state actors”. This is information based on threat assessments carried out by the 
 Norwegian Intelligence Service and the Norwegian Police Security Service (PST). These threat assessments 
 highlight  in  particular  Russian  attempts  at  influence  as  a  threat  through  attempts  to  undermine  political 
 processes  and  increase  polarisation  in  Europe.  In  addition,  foreign  intelligence  is  involved  in  spreading 
 disinformation, rumours, half-truths, and smear campaigns through social media in Western countries. In order 
 to be able to prevent and understand the extent of informational influence by foreign actors in an election year, 
 the client has requested an external mapping and analysis of targeted attempts at informational influence by 
 international actors in the run-up to and during the Norwegian elections in 2019. The objective is to help to 
 increase insight into and understanding of the role of foreign actors and the need for response countermeasures 
 that target these actors.  


The project was carried out within a short period of time (August to November 2019) and with a relatively 
limited  budget.  The  time  and  cost  constraints,  combined  with  restrictions  ensuing  from  data  protection 
regulations, further limited the scope of data that we were able to analyse. Despite the fact that the data material 
was fairly limited, we believe it can provide a good indication of whether informational influence campaigns 
took place during the Norwegian elections.  
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Definitions  


In the report, we use the following definitions: Informational influence means activities carried out by foreign 
 powers or non-state actors with the intention of influencing target groups’ perceptions, behaviour and decisions 
 in a way that benefits the foreign actor.1 Influence campaigns are coordinated campaigns by a foreign power 
 or non-state actor consisting of a variety of activities, the purpose of which is to influence decision-makers or 
 public opinion within a country, or decision-makers or public opinion abroad who are of significance to the 
 country concerned.2 Disinformation is false or manipulated information that is spread deliberately to mislead 
 the target audience, and is regarded as one of several techniques for informational influence.3 Fake news is 
 fabricated  or  unverified  content  that  is  deliberately  presented  as  verified  news  with  the  aim  of  deceiving 
 readers, usually with an ideological, political or financial motive.4  


The structure of the report  
 The report consists of five chapters.  


-  Chapter 2 provides a brief overview of the background and context for the project.  


-  Chapter 3 describes the analytical framework for the project, including methods, the project team’s 
 expertise, and delimitations and ethical assessments.  


-  Chapter 4 presents the analyses that were performed and the findings.  


-  Chapter 5 contains a review of the existing guidance and recommendations to counteract unwanted 
 informational  influence,  focusing  on  those  that  are  relevant  in  a  Norwegian  context  and  for  the 
 Norwegian authorities and population.  


-  Chapter 6 provides a summary and discussion of the significance of the findings and the need for 
 further work.  



2  Background  


Informational  influence  in  a  digital  society  is  complex  and  difficult  to  pin  down.  Actors  who  spread 
 disinformation and fake news naturally tend to conceal their tracks. It has also been pointed out that so-called 
 malicious actors have changed their tactics over the years, preferring now to focus on small, local operations 
 that are harder to detect and identify.5 As a starting point, it has therefore been important to look at studies 
 conducted in other countries, also in view of the fact that this is the first such study in a Norwegian context.  



2.1  The general election in Sweden in 2018  


No attempts at foreign influence were found in connection with the 2018 parliamentary elections in Sweden. 


The Swedish authorities conducted several investigations: The Institute for Strategic Dialogue (ISD) sought to 
 identify foreign influence on the parliamentary election via the internet. They investigated whether Russian 
 state-sponsored media and automated accounts had spread disinformation in support of the Sweden Democrats 
       


1 Pamment J, Nothhaft H, Agardh-Twetman H & Fjallhed A (2018). Countering Information Influence Activities – The State of the 
 Art. Lund University: Lund, p. 14.  


2 Pamment et.al. (2018), p. 14.  


3 The Swedish Civil Contingencies Agency – MSB (2019). Countering information influence activities – A handbook for 
 communicators. MSB: Karlstad, p. 19.  


4 Brandtzaeg, P. B., Følstad, A. & Chaparro Domínguez, M.Á. (2018). How Journalists and Social Media Users Perceive Online 
 Fact-Checking and Verification Services.  Journalism Practice, 12(9), p. 1109–1129.  


5 See https://eeas.europa.eu/sites/eeas/files/joint_report_on_disinformation.pdf  
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(SD) or Alternative for Sweden (AfS).6 They also analysed campaigns from right-wing, non-state actors, and 
 whether Russian actors were involved in international online campaigns to smear Sweden. 


The Institute for Strategic Dialogue (ISD) found the following:  


•  The actors they studied are involved in smearing Sweden’s reputation, but the focus was on influencing 
 international audiences, and not the election in Sweden.  


•  No use of bots (automatic robots online) or reinforcement of other people’s messages by Russian actors 
 was registered.  


•  The most extensive activity they found was linked to undermining confidence in the election through 
 allegations of electoral fraud.  


•  They also registered that the Islamist group Hizb ut-Tahrir was trying to influence election turnout 
 among the Muslim community in Sweden.  


The Swedish Civil Contingencies Agency (MSB) conducted an analysis7 of the use of bots on Twitter in 
 connection with the election, and an analysis8 of digital discussions in connection with the election. Neither 
 study found evidence that could indicate foreign influence.  



2.2  International main actors  


In  2017,  Oxford  Internet  Institute  mapped  what  they  call  “computational  propaganda”  using  algorithms, 
 automation and real online profiles in Brazil, Canada, China, Germany, Poland, Taiwan, Russia, Ukraine and 
 the USA.9 In their 2019 report, they documented manipulation of social media in 70 countries and identified 
 seven countries that engaged in manipulation of social media abroad, namely: India, Iran, China, Pakistan, 
 Russia, Saudi Arabia and Venezuela.10 A threat assessment by US intelligence agencies highlighted Russia, 
 China and Iran as actors in connection with election influence.11 In respect of election influence by foreign 
 state actors, Western security services have identified Russia as the most active actor in political influence in 
 general.12 China is also engaged in significant political influence, as are a number of other, smaller actors, with 
 Iran  highlighted  as  the  most  important.  In  terms  of  influence  on  democratic  elections  via  the  internet  and 
 through social media in particular, Russia is the most active by a clear margin. Nevertheless, it is worth noting 
 that no influence was documented in Sweden in 2018 or in Germany in 2017. Despite widespread influence 
 and hacking by Russia in advance, the German security services found no influence on the actual general 


      


6 Colliver C, Pomerantsev P, Applebaum A and Birdwell J (2018). Smearing Sweden – International Influence Campaigns in the 
 2018 Swedish Election. ISD: London.  


7 Fernquist J, Kaati L, Akrami N, Cohen K and Schroeder R (2018). Automatiserade konton – En studie av botar på Twitter i 
 samband med det svenska riksdagsvalet 2018 [Automated accounts – A study of bots on Twitter in conjunction with the 2018 
 Swedish General Election]. MSB: Karlstad.  


8 Fernquist J, Kaati L, Akrami N, Pelzer B and Cohen K (2018). Digitala diskussioner om genomförandet av riksdagsvalet 2018 
 [Digital discussions on the conduct of 2018 general election]. MSB: Karlstad.  


9 Woolley SC and Howard PN (2017). Computational Propaganda Worldwide: Executive Summary. Working paper no. 2017.11.  


Computational Propaganda Research Project – University of Oxford: Oxford.  


10 Bradshaw S and Howard P N (2019). The global disinformation order – 2019 global inventory of organised social media 
 manipulation. Oxford Internet Institute: Oxford.  


11 Director National Intelligence (2019). Worldwide Threat Assessment of the US Intelligence Community. Statement for the Record 
 to the Senate Select Committee in Intelligence. DNI: Washington.  


12 Karlsen GH (2019). Divide and Rule – Ten Lessons about Russian political influence activities in Europe. Palgrave 
Communications: London.  
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election  in  2017.13 They  attribute  this  to  comprehensive  preventive  measures  and  warnings  against 
 interference.  


Few or no attempts to exert an influence via the internet have been registered from other state actors in Europe. 


The Norwegian Intelligence Service and the Norwegian Police Security Service (PST) have demonstrated that 
 Russia is the main actor behind attempts to influence Norwegian politics.14  



2.3  How is digital informational influence of elections carried out?  


The project built on knowledge about how digital informational influence of elections has been carried out 
 previously.  Information  about  covert  influence  activities  is  difficult  to  document.  We  therefore  based  our 
 analyses on what was available from credible sources. These point out that Russia is the most likely state actor. 


This will be reflected in the subsequent description. In addition, we will also take into account other state 
 actors, non-state groups, activists and individuals. The focus on Russia does not exclude other actors, but the 
 following description of their activities has been used to focus our data collection and analysis.  


Russian informational influence on the US presidential elections in 2016 has been well documented in the so-
 called  Mueller  Report,15 two  detailed  reports  to  Congress  based  on  extensive  data  material  from  major 
 computer companies,16 and a series of charges against Russian actors.17 The Senate recently published a report 
 on Russian interventions against electoral infrastructure18 and another on the use of social media in connection 
 with the 2016 elections.19 It is pointed out that the influence activity is still ongoing, with a continuation and 
 development of existing techniques in the run-up to the next election in 2020.20  


The main actor on the Russian side is the Internet Research Agency (IRA), which is described as an online 
 troll  factory  based  in  Saint  Petersburg.  It  is  characterised  as  a  sophisticated  marketing  company  that  uses 
 advanced digital influence techniques. The IRA’s main activity is using social media to influence opinions and 
 to a lesser extent digital advertising.  


In addition, in a number of instances, political commemorations and actions were carried out, organised by 
 recruited American citizens. On social media, they appear to be American, using either fake profiles or stolen 
 identities.  The  operators  were  instructed  to  create  conflict  and  support  dissatisfied  and  radical  groups. 


According to the indictments, the US authorities believe that the strategic goal was, and still is, to sow discord 


      


13 Bundesamt für Verfassungsschutz (Federal Office for the Protection of the Constitution – BfV) (2018) 
 Verfassungsschutzbericht 2017 [Report on Protection of the Constitution]. BfV: Cologne, p. 270–271, 276.  


14 Karlsen GH (2019). 


15 Mueller R S (2019) Report on the Investigation into Russian Interference in the 2016 Presidential Election. U.S. Department of 
 Justice: Washington D.C.  


16 See DiRiesta R, Shaffer K, Ruppel B, Sullivan D, Matney R, Fox R & Albright J, Johnson B (2018) The Tactics and Tropes of the  
 Internet Research Agency. New Knowledge: Austin; Howard PN, Ganesh B, Liotsiou D, Kelly J, Francois C (2018). The IRA, Social 
 Media and Political Polarization in the United States, 2012–2018. Computational Propaganda Research Project. Oxford: University of 
 Oxford.  


17 See U.S. District Court for the District of Columbia (2018). Case 1:18-CR-32-DLF, Indictment, document 1, filed 16 Feb 2018; 


U.S. District Court for the Eastern District of Virginia (2018). Case 1:18-MJ-464, Criminal Complaint, filed 28 Sep 2018; U.S. 


District Court for the District of Columbia (2018). Case 1:18-CR-215-ABJ, Indictment, filed 13 July 2018; and U.S. District Court 
 for Western District of Pennsylvania (2018) Case 2:18-CR-263-MRH, Indictment, filed 3 Oct 2018.  


18 U.S. Senate Select Committee on Intelligence (2019). Report on Russian Active Measures Campaigns and Interference in the 2016 
 U.S. Election. Volume 1: Russian Efforts Against Election Infrastructure. U.S. Senate: Washington D.C.  


19 U.S. Senate Select Committee on Intelligence (2019). Report on Russian Active Measures Campaigns and Interference in the 2016 
 U.S. Election. Volume 2: Russia’s Use of Social Media. U.S. Senate: Washington D.C.  


20 Francois C, Nimmo B and Shawn E (2019). The IRACopyPasta Campaign. Graphika: New York.  
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and discontent in the political system, create social and political polarisation, undermine trust in democratic 
 institutions, and influence US elections.21  


In addition to the IRA’s informational influence, two other parallel activities took place that were intended to 
 influence the election:  


•  A  comprehensive  mapping  and  attempted  intrusion  into  the  digital  election  infrastructure  and  voter 
 databases to undermine confidence in the electoral process. According to the investigation, however, this 
 was unsuccessful.22  


•  The most serious was hacking and leaking of compromising e-mails and documents. Clinton’s electoral 
 campaign organisation and the Democratic Party’s systems were attacked, and material was leaked via 
 fake profiles such as DCLeaks and Gluccifer 2.0. The material was then distributed via other profiles, 
 mobilisation  of  actions  and  voter  groups,  and  dissemination  to  the  media.  This  spreading  of 
 compromising material was linked to the IRA’s activities, and they reinforced each other.23 Based on the 
 documentation  above,  we  have  a  detailed  understanding  of  how  the  informational  influence  was 
 performed. The IRA’s campaign was targeted to influence dissatisfied and radical groups, and therefore 
 made use of topics that were already controversial and polarising, such as gun laws, issues related to 
 lesbian, gay, bisexual and transgender people, immigration, use of the Confederate flag and minorities. 


Using this strategy, the IRA succeeded in escalating the existing polarisation. The IRA also exploited 
 situations  that  arose  during  the  election  campaign,  such  as  allegations  of  police  violence  or  violent 
 demonstrations. These polarised topics were exploited to demonise opponents and to create and reinforce 
 solidarity within three specific groups: blacks, the political left, and the political right. In view of this, 
 this project’s analyses have therefore been focused on polarised topics in the social debate in Norway.  


The  IRA’s  informational  influence  took  place  on  a  large  number  of  social  media  platforms.  Before  2016, 
 Russian informational influence was mainly associated with Twitter, whereas during the US elections they 
 made  use  of  Facebook,  Instagram,  Twitter,  YouTube,  Reddit,  Tumblr,  Pinterest,  Vine,  Grab,  Meetup, 
 VKontakte, LiveJournal, games like Pokemon Go, and music apps.  


It is estimated that the IRA reached 126 million users on Facebook, 20 million users on Instagram, 1.4 million 
 users on Twitter, and that they uploaded 1,100 videos to YouTube. Furthermore, it is estimated that fake IRA 
 profiles on Instagram generated a massive 187 million engagements, compared with 77 million engagements 
 on  Facebook.  The  calculation  of  social  media  engagements  (likes  and  comments)  for  Instagram  may  be 
 somewhat inflated through the use of “click farms” (fake, paid-for likes). Some of the fake IRA profiles on 
 Facebook and Instagram had over 100,000 followers. The most followed profiles were controlled by active 
 individuals who participated in discussions, engaged the target audiences, and responded to influencers and 
 the  media.  Bots  were  mainly  used  on  Twitter.  Bots  automatically  tweet  headlines  and  retweet  from  other 
 Twitter accounts.  


The extensive use of Instagram and YouTube during the US presidential election campaign meant that we 
 considered including Instagram and YouTube in this project, but analysing graphics and images is significantly 
 more  resource-intensive  than  analysing  text.  The  time  and  resource  limits  of  this  relatively  small  project 
 precluded such a comprehensive study. We have therefore focused on Facebook and Twitter when it comes to 
 social media.  


The investigation of the US elections identified extensive collaboration, coordination and sharing of material 
 across the various social media platforms. In addition to social media, the Russian influence campaigns were 
       


21 U.S. District Court for the Eastern District of Virginia (2018). Case 1:18-MJ-464, Criminal Complaint, filed 28 Sep 2018, p. 6.  


22 U.S Senate Select Committee on Intelligence (SSCI) (2018) Russian Targeting of Election Infrastructure During the 2016 Election:  


Summary of Initial Findings and Recommendations.  


23 U.S. District Court for the District of Columbia (2018) Case 1:18-CR-215-ABJ, Indictment, filed 13 July 2018.  
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operated via blogs, websites and think-tanks that produced more nuanced, academic articles and content. In 
 addition, they bought advertisements on social media and websites, albeit to a relatively small extent. No direct 
 attempts to gain coverage in established media were identified, and the analyses that have been done to date 
 have not included these media channels. Nevertheless, we must be aware of the fact that established media can 
 pick up stories, disinformation or attempts at informational influence from social media or websites and pass 
 them on to their readers. The influence campaign had a dedicated analysis department that studied the social 
 debate in the USA and American users’ activity on social media. They also sent an analysis team to the USA 
 to collect information at the beginning of the election campaign. Through this kind of analysis work, the IRA 
 has probably built up in-depth understanding of the media landscape, the actors and the political debate. Based 
 on this knowledge, they were able to give their influence operators on the various media channels detailed 
 instructions on how best to influence different target groups in the American population. In this project, we 
 must therefore assume that both state and non-state actors that want to exert an influence will probably have 
 good knowledge about topics of conflict, channels and target groups, should they want to influence the election 
 in Norway.  


Based  on  relevant  research24,  the  Swedish  Civil  Contingencies  Agency  (MSB),  which  corresponds  to  the 
 Directorate for Civil Protection (DSB) in Norway, has developed a manual25 on how to counteract unwanted 
 informational influence. They have described six different strategies that are most commonly used in influence 
 campaigns:  


•  Social and cognitive hacking, which exploit social relationships and thought processes  


•  Fake identities, which hide the real source of information  


•  Technical exploitation, use of bots, deepfakes,26 artificial intelligence, etc.  


•  Disinformation, use of false or manipulated information  


•  Malicious  rhetoric,  to  mislead,  deceive  or  deter  others  from  participating  in  the  debate  through 
 intimidation  


•  Symbolic actions, such as leaks, hacking or demonstrations to reinforce a message  


In this project, we based our analysis of informational influence on the background described above.  



2.4  Elections, political communication and the role of social media  


Social media constitute a growing arena for political communication where in theory anyone can post content, 
 including people that spread propaganda, disinformation and fake news, not least in connection with elections. 


Although the mainstream media are still important, both as sources of political information27 and as campaign 
 instruments, social media28 offer new opportunities to spread campaigns. Social media have become important 
 sources  of  political  news  and  information,  especially  for  young  voters  who  spend  a  lot  of  time  on  these 
 platforms.29  


      


24 Pamment J, Nothafth H, Agardh-Twetman H & Fjallhed A (2018). Countering Information Influence Activities – The State of the 
 Art. Lund University: Lund.  


25 The Swedish Civil Contingencies Agency – MSB (2019). Countering information influence activities – A handbook for 
 communicators. MSB: Karlstad.  


26 See for example. https://www.dagbladet.no/kultur/snart-er-det-umulig-a-vite-om-det-man-ser-er-ekte/71138188  


27 Moe H & Sariakassen H (2019). Norway. In: Newman N, Fletcher R, Kalogeropoulos A & Nielsen RK (Eds.). Reuters Institute 
 Digital News Report 2019, p. 65–66.  


28 Lilleker,  DG,  Tenscher  J  &  Štětka  V  (2015).  Towards  hypermedia  campaigning?  Perceptions  of  new  media’s  importance  for 
 campaigning by party strategists in comparative perspective. Information, Communication & Society, 18(7), p. 747–765.  


29 Newman, N, Fletcher R, Kalogeropoulos A & Nielsen RK (Eds.) (2019). Reuters Institute Digital News Report 2019. Oxford:  


Reuters Institute for the Study of Journalism.  



(13)  


On social media, election campaigns have the potential to be much more targeted, right down to the group and 
 even the individual level, compared with the mainstream media and traditional election campaigns,30 affording 
 both opportunities and challenges. There has long been growing use of micro-targeting in election campaigns, 
 and the successful campaigns run by Barack Obama and Donald Trump have further increased the focus on 
 micro-targeting.31 During  the  Dutch  election  campaign  in  2017,  before  the  Cambridge  Analytica  scandal, 
 Facebook offered political parties advice on how best to use Facebook for micro-targeting. Facebook possesses 
 detailed data on a large number of people and voters around the world, and thus has the ability to tailor and 
 target messages down to very small groups. They also have the infrastructure and expertise to use the data. 


Expertise,  infrastructure  or  sufficient  data  are  required  to  work  out  who  to  target  and  with  what  kind  of 
 message.  In  the  wake  of  the  Cambridge  Analytica  scandal,  a  critical  spotlight  has  been  turned  on  micro-
 targeting and, among other things, the EU has proposed both more transparency and greater restrictions on the 
 use of micro-targeting in connection with elections.32  


Populist and far-right parties and their politicians often have the most followers on social media.33 Social media 
 make it easier for these political actors to meet like-minded people, thanks to both the algorithms and the 
 network structures in social media. In addition, these groups can steer clear of the mainstream media that often 
 give them unfavourable press coverage. A survey conducted by the Norwegian Media Authority in 2019 shows 
 that eight out of ten Norwegians trust Norwegian media,34 while the Reuters Institute Digital News Report 
 2019 found that 46 per cent of Norwegians trust news in general and 61 per cent trust the news media they use. 


Reuters also emphasises that groups and voters with political opinions linked to the far right of the political 
 spectrum and those who have strong opinions on immigration tend to have the greatest distrust of news.35  
 The new opportunities social media afford may therefore explain why actors from the extreme right and the 
 extreme left are more active on social media than more moderate actors.36 Social media provides them with an 
 arena to spread their message and a place for like-minded people to gather. Due to the high level of activity on 
 social media profiles on the far right and the far left, these may also be more susceptible to disinformation and 
 influence from external actors. Experience from the USA suggests that the outer wings there were the primary 
 target for Russian influence.  


The business model for social media is to earn money from user engagement, which in turn attracts greater 
 interest from advertisers. This is why social media rely on content that evokes user engagement.37 Social media 
 are  therefore  highly  suitable  for  spreading  disinformation  too.  Social  media  content  that  arouses  user 
 engagement and often goes viral is usually “interesting”, i.e. it is surprising, sensational or emotion-driven. 


      


30 Christenson DP, Smidt CD, & Panagopoulos C (2014). Deus ex Machina: Candidate Web Presence and the Presidential 
 Nomination Campaign. Political Research Quarterly, 67(1), p. 108–122.  


31 The Norwegian Data Protection Authority (2019). På parti med teknologien [Joining forces with technology]. Retrieved from 
 https://www.datatilsynet.no/globalassets/global/ompersonvern/rapporter/pa-parti-med-teknologien.pdf  


32 European Commission (2018). Code of practice on disinformation. Retrieved from: https://ec.europa.eu/digital-
 singlemarket/en/news/code-practice-disinformation  


33 Magin M, Podschuweit N, Haßler J & Rußmann U (2017). Campaigning in the Fourth Age of Political Communication. A 
 MultiMethod Study on the Use of Facebook by German and Austrian Parties in the 2013 National Election Campaigns. Information, 
 Communication & Society 29(11), p. 1698–1719.  


34 The Norwegian Media Authority (2019). Åtte av ti har tillit til norske medier [Eight out of ten trust Norwegian media]. Retrieved 
 from: https://medietilsynet.no/om/aktuelt/atte-av-ti-har-tillit-tilnorske-medier/  


35 Moe H & Sariakassen H (2019). Norway. In: Newman N, Fletcher R, Kalogeropoulos A & Nielsen RK (Eds.). Reuters Institute 
 Digital News Report 2019, p. 65–66. Oxford: Reuters Institute for the Study of Journalism.  


36 Engesser S, Ernst N, Esser F & Büchel F (2016). Populism and social media: how politicians spread a fragmented ideology.  


Information, Communication & Society, 20(8), p. 1009–1026.  


37 Stark B, Magin M & Jürgens P (2017). Ganz meine Meinung? Informationsintermediäre und Meinungsbildung – eine 
Mehrmethodenstudie am Beispiel von Facebook. [I second that!? Information intermediaries and opinion formation – a mixed-
methods study taking the example of Facebook.] Düsseldorf: LfM.  
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Producers and distributors of disinformation and fake news cultivate these very elements precisely to increase 
 the spread via social media.38  


Another  reason  why  social  media  are  ideal  for  distributing  disinformation  is  the  possibility  of  hiding  the 
 original source of the content through, for example, fake profiles. The way the content is presented in social 
 media newsfeeds makes it difficult to recognise and remember the original sources39, since everything looks 
 the same, regardless of whether it comes from a respected national newspaper or an unknown blog. There is 
 also a psychological element here. People use social media quickly, often on small devices, such as mobile 
 phones,  on  the  go,  and  thus  are  more  easily  “tricked”  because  they  handle  the  information  streams  in  a 
 superficial way.  


Social networks also play a role. Since we often trust our friends on social media, actors can influence us by 
 spreading disinformation within our networks.40 Distributors of disinformation often take advantage of these 
 psychological and social effects by using camouflage techniques. They can spread disinformation using social 
 bots that resemble real users, where it is virtually impossible to distinguish a bot from a human being on social 
 media.41 Another possibility is to fake and/or manipulate the websites of well-known, reliable news websites 
 to deceive the readers.42  



2.5  A backdrop of digital psychology, economics and power  


Political communication through social media occurs in a context of digital power, where a handful of actors 
 can determine the rules of play (such as user agreements), the underlying algorithms and the technologies, and 
 where users have limited real ability to understand the purpose and consequences for themselves. Artificial 
 intelligence algorithms affect the information we are exposed to, without us as users seeing or being aware of 
 which data are being used to influence us.  


In the digital sphere, we are increasingly surrounded by algorithms that both narrow down and expand the 
 sphere of possibilities in the form of options, advice or nudges in different directions. It is difficult to know 
 how  well  we  are  able  to  make  independent  choices  under  this  kind  of  algorithmic  influence.  The  major 
 technology  companies  know  a  lot about  us,  whereas we  know  little about  them.  Personal information  has 
 become a valuable commodity for a wide range of (unknown) users and actors.43 The purpose of this radical 
 new form of “surveillance capitalism” is to predict and influence human behaviour as a means to generate 
 revenue and market control. While the potential for surveillance was previously reserved for a state-run “Big 
 Brother”, private companies now have unprecedented opportunities to gather and analyse information about 


      


38 Marwick A & Lewis R (2017). Media Manipulation and Disinformation Online. Report. New York: Data & Society Research  
 Institute.  


39 Kalogeropoulos A, Fletcher R & Nielsen RK (2018). News brand attribution in distributed environments: Do people know where 
 they get their news? New Media & Society, 21(3), p. 583–601  


40 Sadeghian A, Zamani M & Shanmugam B (2013). Security Threats in Online Social Networks. 2013 International Conference on 
 Informatics and Creative Multimedia; Ireton C & Posetti J (2018). Journalism, fake news & disinformation: handbook for journalism 
 education and training. Paris: UNESCO.  


41 Zannettou  S,  Sirivianos  M,  Blackburn  J  &  Kourtellis  N  (2019).  The  Web  of  False  Information:  Rumors,  Fake  News,  Hoaxes, 
 Clickbait, and Various Other Shenanigans. https://arxiv.org/abs/1804.03461  


42 Bennett WL & Livingston S (2018). The disinformation order: Disruptive communication and the decline of democratic institutions. 


European Journal of Communication, 33(2), p. 122–139.  


43 Zuboff S (2015). Big other: surveillance capitalism and the prospects of an information civilization. Journal of Information 
Technology, 30(1), p. 75–89.  
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users of digital services. This is a kind of “Big Other”, where we are influenced by data and systems that we 
 as users do not have an overview over or knowledge of.44  


The advance of this new surveillance capitalism is particularly relevant for young people in view of the fact 
 that  online  algorithms  also  shape  identities,  which  could  represent  a  major  challenge  in  the  future  when 
 assessing the risk of illegitimate influence on tomorrow’s voters.45  


During the project period, the Norwegian Broadcasting Corporation (NRK) performed an experiment where 
 they influenced young people via social media in order to manipulate the results from the school elections at 
 Lillestrøm Upper Secondary School. In the ensuing debate, it has been claimed that “Norway is powerless 
 against organised electoral interference.”46 There is no theoretical or empirical evidence to either substantiate 
 or disprove this dramatic claim. What we do know is that the line between commercial and political interests 
 and influence becomes very unclear on digital platforms. The reason for this is the chaotic mix of commercial, 
 political, interstate and criminal motivations, all of which are vying to catch the users’ attention. Knowledge 
 about digital power exercised through digital psychology and economics is therefore an important backdrop to 
 understand digital informational influence.  



3  Analytical framework and methodical approach  


Studying informational influence by international actors is very challenging. The ambition for this project has 
 therefore been delimited to identifying possible targeted, coordinated influence activities by foreign actors via 
 a  selection of  mainstream,  alternative  and  social  media.  On  the  internet,  these media  represent  a  massive, 
 interactive stream of electronic information where actors aiming to exert an influence will want to avoid being 
 exposed. Thus, even if we limit ourselves to certain media, platforms and modalities (text and not images), the 
 challenge is still akin to looking for a needle in a haystack.  


In order to be able to select an appropriate sample of media and information for analysis in this project, we 
 used computer tools. The tools we used helped us collect and structure relevant data from open sources on the 
 internet (for example, Facebook, Twitter). We also used qualitative and quantitative methods to systematically 
 analyse the data, with a view to identifying patterns and any suspicious activity. The time period for the data 
 collection was 5 August to 22 September 2019.  


The project participants have combined expertise in methods for mapping social media and digital platforms 
 in general and analysing informational influence in particular. The technical part of the project was carried out 
 by key personnel from SINTEF Digital who have expertise and broad experience in systemisation, advanced 
 data analysis, search technology, machine learning and artificial intelligence. In connection with the qualitative 
 analysis,  SINTEF  Digital  also  contributed  social  scientists  with  specialist  expertise  in  civil  protection  and 
 international relations, and experience in and knowledge of qualitative methods, society and politics.  


The partners from the University of Oslo, the Norwegian University of Science and Technology (NTNU) and 
 Karlsen Consulting contributed specialist expertise on new and traditional media, the role of social media in 
       


44 Zuboff S (2019). The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power. Hachette: New 
 York.  


45 Brandtzæg, P B (2019. Det algoritmiske selvet: Identitet blant barn og unge på internett – før, nå og i fremtiden. 


[The algorithmic self: Identity among children and young people on the internet – in the past, now and in the 
 future]. In the newsletters Voksne for barn [Adults for children], p. 76–91. Retrieved from: 


https://www.vfb.no/artikler/barn-i-norge-2019/  


46 Flydal E F & Lien M S (2019, 17.09). Jusprofessor advarer etter NRK-eksperiment: - Norge er maktesløse mot organisert 
påvirkning av valg [Law professor issues warning after NRK’s experiment: “Norway is powerless against organised electoral 
interference”], VG. Retrieved from: https://www.vg.no/nyheter/innenriks/i/70L5a3/jusprofessor-advarer-etter-nrk-eksperiment-
norgeer-maktesloese-mot-organisert-paavirkning-av-valg?utm_source=vgfront&utm_content=row-2   
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political  communication,  democracy  processes,  strategic  communication,  influence  operations  from 
 international actors, and qualitative research methods.  


Our point of departure was an understanding of the threat landscape and the actors involved (as described 
 above), identification of relevant data, expected markers, and empirical patterns that may indicate findings of 
 unwanted interference. At the same time, the approach was data driven because it is the data we collected that 
 will provide indications of possible informational influence in connection with the election.  


Based on the mandate for the project, we focused on two overarching research questions:  


(1)  Were there foreign informational influence campaigns in the run-up to and during the 
 Norwegian local elections in 2019, and if so, how did they work?  


(2)  If there was foreign informational influence, how much disinformation was there in 
 Norwegian media in connection with the election?  


In order to investigate the research questions, the project work has adopted an approach combining closely 
 linked quantitative and qualitative analyses. However, the degree of interaction varied in the different phases. 


Figure 1 shows the four main activities: topic capture, data capture, quantitative analysis of raw data, and 
 qualitative content analysis.  


  
Figure 1: Main activities and basic elements in the execution of the project from August to November 2019 
Topic  capture  was  conducted  before  any  data  were  collected.  In  this  phase,  we  identified  seven  relevant 
approaches for informational influence in a Norwegian local election as the starting point for our data collection 
and  analysis.  The  identification  built  on  existing  research,  previous  experiences  with  online  informational 
influence from other countries, and an assessment of the current political debate (see chapter 2). In some cases, 
the approaches may overlap. Increasing polarisation and level of political conflict: Particularly relevant topics 
are road tolls, immigration, climate change and wind power, where people have conflicting opinions. Influence 
in this respect often involves supporting groups on both sides of the conflict, and may also include the use of 
intermediaries or proxies.  
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1.  Reinforcing the centre–periphery conflict: This applies primarily to the relationship between 
 Finnmark in the far north of Norway and the central authorities, including relations with Russia, 
 and the recent county mergers. In a broader sense, this will apply to centre–periphery issues and 
 regional policy in general.  


2.  Influencing  topics  and  supporting  candidates  and  parties  that  are  sympathetic  to  Russian 
 interests. Particularly relevant topics are sanctions against Russia, allied military presence and 
 exercises in Norway, Norwegian and allied intelligence activities, missile defence, the Globus 
 radar in Vardø, and relations with the USA.  


3.  Attempts to influence confidence in the electoral process, election results, elected candidates 
 and parties, and the political system and the Norwegian authorities more generally, including 
 unfounded allegations of electoral fraud.  


4.  Attempts to reduce voter turnout. This can be done by influencing willingness to vote, or by 
 spreading false information about the practicalities of voting.  


5.  Spreading compromising information that is either made up or has been obtained illegitimately, 
 for example by hacking, tapping and fake videos and other material.  


6.  Targeted advertising related to the topics listed above.  


As part of the topic capture, the seven approaches were operationalised by collecting relevant thematic search 
 terms and compiling a list of search terms, which were then used to index and analyse the data material. The 
 search terms were used in the real-time analysis of Twitter, as the project’s framework required a delimitation 
 of what to reap (see Annex A for a more detailed description and the complete list of search terms).  


In order to investigate the dissemination of disinformation more specifically, a set of reinforcing words and 
 phrases  was  also  compiled.  Existing  research  shows  that  certain  words  and  phrases  are  very  typical  of 
 disinformation on the internet.47 We manually identified the characteristics of disinformation that differ from 
 the mean value, and operationalised this for indexing and further analysis of the data (see Annex B for a more 
 detailed description and complete list of keywords). We then performed searches on the data material for the 
 combination capital letters, multiple exclamation marks and/or question marks, since fake news often contains 
 these elements to attract attention.48 Based on this operationalisation, it was possible to perform searches in 
 the data material with the aim of flagging possible suspicious information.  


Parallel to this, the project team has also made use of the StoryBoard service. This is a tool for analysing social 
 media content that helps journalists, editors and media analysts get a full picture of which stories are being 
 shared on social media. This is one of the tools most major media providers in Norway use to measure the 
 spread of news stories on social media.  


Data  capture  was  performed  continuously  from  project  start-up  using  both  commercial  software  and 
 proprietary computer tools to harvest data where the processes had to be customised for the different digital 
 platforms. Due to time and resource constraints, the sample of digital platforms from which data were collected 
 was limited to some of the most central platforms with the greatest potential to influence voters. The project 


      


47 See for example Chong, M (2019). Discovering fake news embedded in the opposing hashtag activism networks on Twitter:  


#Gunreformnow vs. #NRA. Open Information Science, 2019(3), 137-153; Horne, BD & Adali, S (2017). This just in: Fake News 
 packs a lot in title, uses simpler repetitive content in text body, more similar to satire than real news. The Workshops of the Eleventh  
 International AAAI Conference on Web and Social Media. AAAI Technical Report WS-17-17: News and Public Opinion, 759–766; 


Blaine, T & Boyer, P (2018). Origins of sinister rumors: A preference for threat-related material in the supply and demand of 
 information. Evolution and Human Behavior, 39(2018), p. 67–75.  


48 The Norwegian Media Authority (n.d.). Stopp. Tenk. Sjekk. [Stop. Think. Check] Retrieved from: 


https://medietilsynet.no/mediebildet/slik-avslorer-du-falskenyheter/#anchor_8308  
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studied  social  media  (a  selection  of  public  Facebook  pages  and  Twitter),  mainstream  media  (NRK,  VG, 
 Aftenposten and E24) and alternative media (Resett, Document and Human Rights Service).  


The  data  collected  from  the  different  sources  were  then  indexed  across  the  data  material.  This  enabled  a 
 transverse  analysis  to  observe  spread  and  activity  across  the  different  platforms  and  to  identify  targeted 
 attempts at informational influence. A major challenge in this project was that the collected data, especially 
 from social media, were highly unstructured and of varying quality. Repeat collections resulted in duplications 
 of comments, and there were complications in connection with websites that support free form in comments 
 linked to standardisation of the data format, due to the wide variation in language and syntax. For example, 
 coding of buttons in comments sections can pose a challenge when multiple comments are to be collected from 
 different platforms. Vespa49 was used as the main tool for data storage, searching, ranking, and sharing the 
 collected data. Vespa is optimised for machine learning, has excellent options for continuous adjustment in 
 respect of findings and trends in the data material, and can also index and search in real time at the same time.  


The quantitative analysis is based on configuration of functions in Vespa and a search engine connected to a 
 graphical user interface. This interface was also used for the qualitative analysis, which was also a central 
 part of the project. Many previous studies of disinformation have focused on the content of fake news articles, 
 posts or tweets, but barely look at the comments on Facebook or websites.50 In addition, most studies to date 
 have  been  quantitative  studies  rooted  in  computer  science,  compared  with  only  a  handful  of  qualitative 
 studies.51 The close link between the quantitative and qualitative analysis in our project means that our analysis 
 goes further than most previous studies.  


Our methodical approach and the sample of digital platforms are described in more detail in Annex C.  



3.1  Limitations and ethical considerations  


In addition to limitations related to the data collection per se, the project has had constraints linked to ethical 
 and security aspects related to freedom of expression and data protection.  


From a freedom of speech perspective, it is difficult to distinguish informational influence in general from 
 unwanted, illegitimate informational influence. In addition, there is not always a clear line between fake news 
 and non-fake news. Open public debate and diversity of opinion are a prerequisite for democracy, not least in 
 connection with free, democratic elections. It is, of course, perfectly legitimate to disagree with the Norwegian 
 authorities or be critical of Norwegian politics and democratic practices. It is also legitimate to agree with the 
 views of foreign states, such as Russia, and be critical of Norwegian policies towards other states. The project 
 has therefore been wary of and sought to avoid doing anything that could be (mis)interpreted as a mapping or 
 ranking of opinions during the electoral campaign.  


Data protection has posed a challenge, because collecting data from various digital platforms, such as social 
 media and news media, involves collecting personal data. The collection of personal data requires strict data 
 protection and security measures. The project and various security measures carried out as part of the project 


      


49 See https://vespa.ai/  


50 See for example Horne BD & Adali S (2017). This just in: Fake News packs a lot in title, uses simpler repetitive content in text 
 body, more similar to satire than real news. The Workshops of the Eleventh International AAAI Conference on Web and Social 
 Media. AAAI Technical Report WS-17-17: News and Public Opinion, 759–766. Vosoughi, S., Roy, D. & Aral, S. (2018). The spread 
 of true and false news online. Science 359, 1146–1151; Chong, M (2019). Discovering fake news embedded in the opposing hashtag 
 activism networks on Twitter: #Gunreformnow vs. #NRA. Open Information Science, 2019(3), 137–153.  


51 Zhou X & Zafarani R (2018). Fake News: A survey of research, detection methods, and opportunities. arXiv preprint 
arXiv:2492706 (2018).  
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have been approved by the Norwegian Centre for Research Data (NSD). In addition, a data protection impact 
 assessment (DPIA) of the entire project was carried out and approved prior to project start-up.  


Legal aspects, for example related to provisions in the Election Act and the legality of specific utterances, fall 
 outside the objectives and design of this project.  


The project only uses data from a limited period of time before election day and immediately afterwards. Data 
 were collected from 5 August to 22 September. The data collection start date was determined by the final 
 approval from the Norwegian Centre for Research Data (NSD). Data collection continued for a few weeks 
 after  the  election  in  order  to  capture  any  incidents  of  significance  after  the  election.  The  technical  data 
 collection was restricted in that it was not possible to collect all the data in the period, only a selection. Of 
 course, all these restrictions may result in the omission of data that ought to have been collected and analysed. 


Nevertheless, this was considered a necessary limitation in view of the resources and time available to the 
 project.  



4  Analysis  


The purpose of this project was to investigate possible unwanted and/or illegitimate informational influence 
 by external state and non-state actors in connection with the 2019 local elections. We sought to detect known 
 influence tactics and identify new patterns of influence based on the data analysis, which could indicate human 
 or  (semi-)automated  influence.  Indications  may  include  characteristics  of  the  content  of  the  message  and 
 narratives that are used, as well as identification of bots in the quantitative data analysis. Nevertheless, it is 
 difficult to draw any certain conclusions about some of the findings.  


Experience from similar investigations of other elections shows that it is very demanding to connect specific 
 instances  of  disinformation  and  influence  campaigns  to  individual  actors.  The  people  who  spread 
 disinformation and fake news also naturally tend to try to conceal their tracks. To shed light on the research 
 questions, we therefore conducted a number of different analyses, both quantitative and qualitative, which are 
 described below.  



4.1  Scope of the number of shares of news stories on Facebook during and immediately  after the Norwegian election in 2019  


An analysis of the most shared stories on Facebook during the election campaign in the period from 8 August 
 until 13 September, shortly after the election, was conducted to analyse which news stories generated the most 
 traffic and attention on Norway’s most widely used medium. We also wanted to study user traffic and the 
 attention  paid  to  the  stories  shared  on  Facebook  by  alternative  media.  In  addition,  this  kind  of  Facebook 
 analysis might help us find news stories shared by suspicious foreign actors.  


Alternative  media  are  here  defined  as  Resett.no,  Rights.no  and  Document.no  (see  Annex  C),  while  the 
 mainstream media are defined as professional media operators such as TV2.no, NRK.no, Dagbladet.no (DB) 
 and VG.no. In the searches, there were also hits on Steigan.no, Miff.no and Lykten.no. These websites can be 
 characterised  as  closer  to  alternative  media  than  mainstream  media,  but  nonetheless  differ  from  typical 
 alternative media.  


We used StoryBoard to conduct this analysis. We developed a customised user interface that aggregated data 
from StoryBoard in order to observe developments and trends in the media in general and to look for patterns 
in the sharing of news on social media, including on platforms we were not intending to collect data from. The 
sample of data material collected between 8 August and 13 September comprised a total of 2,759 news stories 
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shared on Facebook. Note that in this analysis, we only focused on news stories shared on Facebook. We did 
 not measure shares on other social media or likes on Facebook.  


Among the 20 most shared news stories on Facebook in the StoryBoard data (see Figure 2), most were from 
 the large, mainstream media platforms, such as NRK, VG, TV2, Vårt Land (the Verdidebatt debate forum) and 
 DB (Dagbladet). In addition, we found one story copied from the entertainment website Newsner. According 
 to Faktisk.no (Norway’s fact-checking service), Newsner produces click-bait and share-friendly curiosities on 
 an ongoing basis for the sole purpose of being spread on social media.52 Newsner is similar to the websites 
 Sosialnytt and OnlineNytt.  


Among the 20 most shared stories on Facebook, we find content concerning Anne Grete Preus’ death, a sudden 
 increase in dog deaths, health, and immigration. The dog disease that spread in Norway in the late summer 
 received  a  great  deal  of  media  coverage  and  attention  immediately  prior  to  the  election,  starting  on  4 
 September. Norwegian singer Anne Grete Preus’ death on 25 August 2019 was another incident that attracted 
 a great deal of media attention both on social media and in the mainstream media, also in the final days leading 
 up to the election. These news stories, as opposed to typical election issues, therefore dominated the list of the 
 most shared stories on Facebook in the days before and after the election.  
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52 Faktisk.no (2018, 07.09). Innsikt: En dårlig sommer for løgnfabrikkene [Insight: A bad summer for the lie factories]. Retrieved 
 from: https://www.faktisk.no/artikler/XEN/en-darligsommer-for-
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Number of shares  on 



Facebook 



(8 Aug – 13 Sept  2019)


Verdidebatt: The church is needed alive and 
 resurrected, not dead...


Verdidebatt: Drug police on the wrong 
 track


VG: NRK: Anne Grete Preus dies, aged 62
 AT: Construction site and transport jobs


Nettavisen: “Why should Norwegian nature be destroyed 
 because…” NRK: Norwegian-Eritreans went to a party in honour of the 
 regime they fled from


NRK: Nomi was infected by an unknown, contagious dog disease... TV2: 


Serious bacterial outbreak
 TV2: Fears that fatal dog disease has spread to others...


NRK: New study: Vitamin D increases the chance of surviving cancer 
 Newsner: Fears that the killer dog disease has...


DB: Fatal dog disease spreading: Discovered in Trøndelag VG: DAB is dead: “We 
 were deceived!”


NRK: Dear southerner
 VG: Deadly dog disease spreading: “I’ve never seen anything like it...”


Nettavisen: Major test gave shock results: New diesel cars can...


NRK: Unwitting parents harming children’s development | Tom Rune...


NRK: Moral car crash | Julie M. Brodtkorb - Former...


NRK: Anne Grete Preus dies, aged 62
 DB: Extreme attitudes disguised as Norwegian values 
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Figure 2: The 20 most shared stories on Facebook according to data analysis from StoryBoard during the period 
 from 8 August to 13 September 2019


The data from StoryBoard did not indicate that Facebook shares were triggered by foreign campaigns.  


However,  when  we  manually  reviewed  the  100  most  shared  stories  on  Facebook,  we  found  shares  from 
 alternative media such as Document.no, (five stories in the top 100) and Resett (only one in the top 100). The 
 website Lykten has two stories in the top 100 most shared news stories on Facebook in Norway:  


•  226 Facebook shares (13 August 2019): “Muslims celebrate a holy day by torturing cows to death”53  


      


53 Lykten.no (2019, 13.08). Muslimer feirer høytid ved å torturere ihjel ku [Muslims celebrate a holy day by torturing cows to death]. 


Retrieved from https://www.lykten.no/islam/muslimer-feirerhoytid-ved-a-torturere-ihjel-ku  
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