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                    While a SPARQL endpoint offers a generic query interface to the client, some situations may require
 more restricted data access. By wrapping a semantic query interface as a service, we may benefit
 from combining the data analysis and reasoning capabilities provided by Semantic Technologies,
 with SOA features:


• Web-services exertcontrol over data accessthrough the service contract, which limits the
 information access to specific and predefined queries, and data abstraction, hiding data sources
 and schemas.


• Web-services enablecompositionthrough the specification of workflows, where the execution
 of SPARQL queries may occur in certain processing steps. That is, service composition may
 involvei)piping the result of a SPARQL query into a service, orii)piping the output of a
 service into a SPARQL query.


• Application ofSOA standardssuch as WS-Security, WS-ReliableMessaging, and WS-Policy
 provides service level security and QoS over data access.


Restricted data access with services, fix the allowed queries at service design time, and thus limits
 the choices available to the user, as compared with direct access to a SPARQL endpoint. When the
 query interface and the source schema is protected by a service layer, the user can no longer decide
 which information he wants to query, nor specify new queries on demand. Thus, the cost of adding
 access control with web-services is reduced usability of the semantic technology.


5.3.1 Case: Information Dissemination with Services and Information Assurance


In the scenario described in Section 5.2.1, several different information consumers, both at the tactical
 and strategic level, would be interested in results from semantic queries to the MedWatch, JOCWatch,
 and Track source databases. As an example, operatives in the tactical domain would be interested
 in information about planned medical missions close to their own location, while analysts on the
 strategical level would be interested in statistics and trends on injuries and diseases in all the areas
 where soldiers are deployed. Furthermore, parts of the information could be shared with allied forces.


Requirements


To ensure that information is efficiently and securely shared with receivers, the data dissemination
 mechanism should satisfy the following requirements:


• Control over data access: To limit data access of different categories of users, and thus the
 potential for information aggregation, users should not have direct access to the data source.


Rather, they should have access to predefined queries which provide users with exactly the
 information they need, and not more.


• Automation of processing: To make the processes of extracting and distributing information


SPARQL


efficient and user friendly, these processes should be automated and as self-managed as
 possible.


• Information assurance: Data which is processed, stored, or transmitted must be protected
 by security mechanisms, ensuring data confidentiality, integrity, availability, authenticated
 access, and non-repudiation. As security mechanisms need to provide role-based, object-level
 protection, lower-level security does not suffice.


Application of SOA Mechanisms:


Web-service technologies provide mechanisms that satisfy these requirements. Therefore, results
 from SPARQL queries, as described in the scenario, can be distributed using web-service technologies.


Either a pull or a push approach can be applied; With a pull approach, SPARQL queries are wrapped
 and made available as a public web-service endpoint to which any web-service client can connect.


With a push approach, the same wrapped query is regularly invoked, and the result is published using
 a web-service based notification service. Both alternatives can be protected using the WS-Security
 framework, controlled by security policies written in WS-Policy.


Figure 5.2 illustrates how the push approach could be implemented using web-service workflows.


Two agents repeatedly execute workflows that query a SPARQL endpoint and distribute interesting


results using web-service technologies. TheThreatened mission agentextracts information about
 planned missions and threats as described in Section 5.2.1, and issues a warning when a threatened
 mission is identified. TheDisease outbreak agentdetects patterns in illness reports, and tries to
 predict disease outbreaks based on them. When there are signs of an outbreak, an alarm is triggered.


The services CreateThreatenedMissionPicture (CreateTMP) and CreateDiseaseOutbreakPicture 
 (Cre-ateDOP) submit queries to the three data sources (JOCWatch, MedWatch and the Track source).


The outputs from CreateTMP and CreateDOP, ThreatenedMissionPicture (TMP) and 
 DiseaseOut-breakPicture (DOP), are submitted to the next two services in the workflows, PublishTMP and
 PublishDOP. These services transforms the TMP and the DOP into notifications, conforming to
 the WS-Notification standard, and publish the notifications to a web-service broker. The broker
 distributes the notifications to any client that has subscribed to TMPs or DOPs.


WS-Notification can be combined with WS-Security toi) authenticate notification publishers and
 subscribers, andii) guarantee integrity and confidentiality of notifications.



6 Conclusions


In this document, we have discussed the role of SOA and Semantic Technologies in the perspective
 of NNEC. With NNEC, the NII must facilitate interaction between technical solutions deployed by
 allied forces.


Roughly stated, the SOA toolbox contributes to the interaction between services, remotely accessed
 and composed by means of standardized interfaces, whereas Semantic Technologies add the capability
 to reason over data (i.e. to analyze/synthesize information) across domains and systems. Hence, we
 claim that SOA and Semantic Technologies are orthogonal technologies which are conceptually very
 different, and therefore typically suitable for different things. The table below summarizes some
 important points of contrast:


Service-oriented Architecture Semantic Technologies


service-oriented data-oriented


procedural declarative


describes workflows and processes describes static relationships in qualitative data
 methodology for structuring interaction technique for integrating and analyzing data sets
 One may benefit from combining SOA and semantics in the same information infrastructure, given
 that each paradigm is relegated to its appropriate functional role; SOA as a principled approach to
 building workflows from predefined, composable, and interoperable services, and ST as a provider of
 information integration, analysis, and reasoning. By sketching two plausible example applications,
 we have identified some potential synergies that may result from combining the two:


• One possibility is to use semantics for data representation, integration and analysis, whilst data
harvesting and secure transportation is delegated to SOA components.


• Alternatively, one may use SOA technologies to disseminate knowledge gained from semantic
 integration and reasoning through more controlled service interfaces, with the potential of
 adding SOA-mechanisms providing role-based and object-level security.


• Finally, web-services may use ontologies to implement semantically enhanced web-service
 descriptions, enabling automated reasoning about web-services and web-service compositions
 based on inference.


Of course, these alternatives are not mutually exclusive.


Generally, with regard to information collection, processing, and dissemination, SOA and semantic
 technologies represent a span between the great flexibility and data usability of the Semantic Web,
 where information is available to the user as raw data, and the stricter regime of SOA where specific
 elements of information is made available through discrete services. Combining them gives the
 opportunity to make a trade-off between flexibility and control which may be a interesting alternative
 in a military context.
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